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Proposal of Three-Layered Log Integrity Technology for Analyzing
Cyber-Attacks on In-Vehicle Electronics

TAKAHISA IGARASHI™'  TOSHIHIRO MATSUI'!

Abstract: As modern cars are all controlled by ECUs, they also attract Cyber-Attacks. Cyber-Attacks are also expected to
diversify. When a car accident occurs, it is necessary to distinguish whether the cause is Cyber-Attacks, human error, or system
error. If it was due to Cyber-Attacks, the need for in-vehicle logging system will increase more and more.

In this paper, we propose Three-Layered Log Integrity Technology (TLLIT for short) in order to protect in-vehicle data from
attackers.
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Log data to support the detection of cyber-attacks and
provide data forensic capability to enable analysis of

attempted or successful cyber-attacks.
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Figure 4 Attack flow and corresponding log
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