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Generalization of Contact Tracing

Mathieu de Goyon'3®  Atsuko Miyaji“??) Tian Yangguang!-®

BEE : With the Covid-19 pandemic appearance in December 2019, many research works started to de-

velop contact tracing applications to monitor the spread of the virus. Most existing solutions focus on

two-party settings: a non-confirmed user interacts with another user (both of them called close contact).

They only focus on the case where two persons meet at a place. However, such cases where two or more

persons meet occur often. Current system does not deal with such cases. As a result, a simple extension

to multiple-party case does not scale well — as the number of close contacts increases, the workload be-

tween users becomes a bottleneck. In this paper, we propose a new contact tracing protocol that works

in a multi-party setting. We evaluate our scheme from the point of view of communication, computation,

transaction complexities and also discusses the risk of transmission depending on the number of people.

F—7J—F ! Contact Tracing, Multi Signature, System Security

1. Introduction

Since the beginning of the pandemic in December 2019,
many countries had to take extreme measure, such as lock-
downs or curfews, to slow down and attempt to stop the
spread of the virus. In order to get out of those measures,
it became necessary to monitor the spread of the virus by
finding the people who have been in contact with contam-
inated patients and take appropriate actions. Because it
is a very hard task to do completely manually, many re-
searchers opted to develop contact tracing apps, usable on
smartphones or tablets to automate this task.

The main function of these contact tracing apps would
be to alert its user if someone the app deems as a close con-
tact was later found to have the covid-19. The user would
then be able to self-isolate and monitor his symptoms, or
even contact the health authorities to get tested. If im-
plemented correctly, this could drastically slow down the
spread of the virus. But such an automated process raises

some important issues. Firstly, does those contact trac-
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ing apps really ensure the privacy of its users. If handled
incorrectly, people could find out the identity of contam-
inated patients, and even who they have been in contact
with. Secondly, is an application really able to accurately
measure the risk of transmission. Indeed, the only way
to contract the COVID-19 is by having direct or indirect
contact with someone contaminated. Unfortunately, it is
not technically possible to our knowledge to measure the
risk of an indirect contact using a smart device such as a
smartphone. However, contact tracing apps would still be
an important help if they were able to accurately measure
the risk during a direct contact. That is to say, being able
to alert its user if the contact was enough for there to be
a reasonable chance of a COVID-19 transmission.

However, it does not seem to be always the case for
some of the apps being used right now. The vast majority
of contact tracing apps are currently using Bluetooth Low
Energy to communicate with other users. They then use
the Received Signal Strength Indicator (RSSI) to calcu-
late the distance between the users and deduce the risk of
transmission [1].

Such a protocol is however impractical because Blue-
tooth is sometimes unable to provide an accurate mea-
sure of distance. Indeed, many sources of errors could
interfere with a measurement such as the absorption by

human bodies, different environmental effects, the orien-
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tation of the antenna, or the specific behaviour of the
device. All of these external factors could make a device
2 meters away look like it was 20 meters away [2]. In fact,
some experiments show that in specific environment such
as tramways, contact tracing is equivalent to picking close
contacts randomly [3]. Some recent works have started
tackling this problem by using other technologies paired
with Bluetooth to more accurately measure the distance
4)[5] 6]

Another problem is that most current works consider
the basic situation of someone meeting someone else. Yet,
a meeting with more than 2 participants occur very often.
In current solutions on the market, a meeting between
several people at the same time is only considered as a
repetition of this basic protocol until everyone has inter-
acted with everyone else [7][8].

However, a meeting between more than 2 people is and
should be considered as completely different from several
meetings between 2 people. Studies show that the number
of people is also an important factor of Covid-19 transmis-
sion that should be considered during the risk assessment
[9]. This point will be further discussed in section VIL

Our contribution — To overcome these problems, we
introduce a new multi-party setting protocol which can
be used no matter the number of people. Instead of con-
sidering a meeting between n people as a repetition of
n(n-1) meetings between 2 people, our protocol consider
the meeting as a whole, saving the number of people as
a parameter that can be used to assess the risk. Further-
more, all participants will generate proof of the meeting by
using a multi signature scheme, the Pixel multi-signature
scheme which was introduced last year by Drijvers [10].
We also discuss the number of computations and commu-
nications of our protocol during a meeting between several
people and compare it to an existing scheme.

In this paper, we introduce previous works in contact
tracing apps in Section IT and define the system model in
Section III. We propose our multi-party setting protocol
with 3 different approaches in section IV and present a
security analysis in section V. We compare our protocol
to an existing scheme in section VI and justify our work
in section VII. Finally, we conclude our work in section
VIII.

2. Related Works

Trace Together was the 1st centralized Bluetooth based
solution, it was deployed in Singapore in March 2020.
DP3T (Decentralized Privacy Preserving Proximity Trac-
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ing) [11], PACT-East (Private Automated Contact Trac-

ing) and PACT-West are some of the main decentralized
systems that were released in April 2020.

In April 2020, Google and Apple jointly released the
Google Apple Exposure Notification (GAEN) protocol
which is a decentralized Bluetooth based protocol. In
June, Japan released their own App, COCOA based on
the GAEN Protocol.

In May 2020, Vaudenay released a paper discussing
the benefits and demerits of centralized and decentralized
apps[12], while proposing some possible future directions.

In June 2020, Liu released a proposition of a central-
ized Privacy Preserving Protocol using a Zero Knowledge
Proof [13]. This app allows the identity of the close con-
tacts of the patient to be hidden from everyone including
the government, despite using a centralized approach.

The French Government released a new version of their
app TousAntiCovid, previously named StopCovid, using a
centralized approach. They consider people as close con-
tact when 2 people have been within 1 meter for more than
5 minutes, or within 2 meters for more than 15 minutes.

The first solution to pair Bluetooth with Ultrasound to
measure the distance more accurately, called Novid, was
released in April 2020 by Loh [4]. Another similar solution
using both Bluetooth and Ultrasound was released in June
2020 by Luo [5]. This app shows an improved accuracy
compared to Bluetooth based ones, notably in a situation
across a wall which is a situation where Bluetooth based

solutions often have false positive results.

3. System Model

3.1 Entities

In the rest of the paper, we consider the following enti-
ties :

- User : A person using the contact tracing app on his
smartphone. Since we are discussing a multi-party set-
ting, we will consider n users being close enough and for
long enough to be considered as close contacts by the app,
n being a positive integer. Can also directly refer to the
app itself.

- Government : It is the entity responsible of the users
registrations with their app.

- Board : Used to publish public information. Can be

accessed by anyone.

3.2 System Assumptions
We consider the following reasonable assumptions, to

guarantee the functioning of the system :
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a) Every user we consider has Bluetooth connectivity
on his smartphone, and the app also has access to it.

b) Every user has Internet connectivity on his smart-
phone, and the app also has access to it.

¢) After first downloading the app, the user accepts that
the app will upload his information on the Board if he is
tested as Covid-19 positive.

d) Every user will not willingly reveal their activities,
including on social medias. They will also not share their
secret keys.

e) The user has access to every information stored and
communicated through the app, but he will not modify it.

f) We assume all adversaries are Honest-but-Curious.
That is, they are following the defined protocols but they
are curious to learn more than the allowed information.

g) We only consider cryptographic attack in our threat

model.

3.3 Threat Model

Weak Contact Privacy — Here, we consider someone
that would try to find out the identity of a close contact
of a covid-19 patient. A contact tracing app has weak
contact privacy if nobody except trusted entities (Govern-
ment and Health authorities), can find out the identity of
close contacts of a patient.

Strong Contact Privacy — In a similar way, a contact
tracing app has strong contact Privacy if nobody, includ-
ing trusted entities (Government and Health authorities),
can find out the identity of close contacts of a patient.

Weak Patient Privacy — This time, we consider
someone, that would try to find the identity of a patient
that has been tested positive for the covid-19. A contact
tracing app has weak patient privacy if an outsider cannot
find the identity of a patient.

Strong Patient Privacy — Similarly, we consider
someone that would want to find out the identity of a
patient. A contact tracing app has strong patient privacy
if an outsider cannot find the identity of a patient and a
close contact has no better chance that randomly guess-
ing. If we consider N the number of close contacts the
adversary had that day, an app has strong patient pri-
vacy if the probability of the adversary finding out the
identity of the patient P satisfies the following inequality
: P < 1/N. We consider it is necessary for the Govern-
ment and Health authorities to know the identity of the
patient.
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4. The Proposed Protocol

4.1 Overview

Our protocol is composed of 4 different phases.

In the Registration Phase, the Government will gener-
ate the different parameters and make them public. Every
user will register on the government website via the app
and generate the different public parameters.

In the Meeting phase, we will consider a meeting be-
tween n users staying close enough for every app to con-
sider the others as close contacts, with n > 2. Those users
stay together for a long enough period of time that there
may be a risk of transmission between users. The specific
duration and distance will be discussed later in Section
VI

In the Alerting Phase, one of the n users to have been
in contact is found to have the Covid-19. We will discuss
3 possible approaches for the patient’s close contacts to be
alerted that they have been in contact with the Covid-19.
We will discuss the advantages and disadvantages of those
approaches.

In the Tracing Phase, the user will be alerted that he
has been in contact with a Covid-19 patient. The way he
will be alerted depends on the approach used during the

meeting phase.

4.2 Registration Phase

The Government will first generate the parameters. For
the rest of the protocol, we will consider \ a security pa-
rameter, with A € N. Let G1, G5 and G be cyclic group
or prime order q such that q is a A prime. Let g;, g» be
generators of GGy, G5 respectively.

Let e : G1 X G5 = Gp be a bilinear pairing.

Let H : {0,1}* = Z4 be a cryptographic hash function.
Let F be a function taking a message as parameter and
outputting an element of G;. Let h be an integer. The
Government also generates his parameters pkqg, skg its
public and secret key respectively. The Government will
then publish the public parameters { A, H, F, e, h, g1, g2,
q, pka}.

Every user i will register on the government website
and receive an identifier Id and a signature o. He will
then generate his parameters pk;, sk;, as y; = g5°. Those
parameters will be updated each day and kept for 14 days
(period of risk of transmission). The user will upload his

public key on the government website.
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1 Representation of the registration phase

4.3 Meeting Phase

In the meeting phase, we generalize the 1-1 setting that
is described in most protocols to a multi-party setting.
We consider a meeting between n users with n > 2. Ev-
ery user is close enough to be able exchange information
using Bluetooth. Every app is broadcasting a package to
the surrounding indicating their identifier Id and their sig-
nature o of the following form : H(pk, o, Id). All of the
users have been together for long enough that they are
recognized as close contacts. In the rest of this phase, we
will refer the users by their numbers i,j with ¢,j € N.

First, the users will need to verify the identity of the
others before recognizing them as close contacts, in a sim-
ilar fashion to the protocol described by Liu [13] in their
Verification phase.

Verification - For 1 < i <mn; 1 <j <mn;iz#j, User
i will generate a random challenge number r; and send it
to user j. User j will then generate a Schnorr signature on
this number r; :

(1) He will randomly generate a number k; € Z, which
he will also use with the other users during this meeting
phase.

(2) He will then compute t = H(g\?,r;).

(3) Compute s = k;j — z;.t with z; being his secret key.

(4) Output the Schnorr signature 0’;- = (s,t) for the
challenge r;

User i will simply compute t’ = H(gf.y§, ;) with y; User
j public key and verify that t=t" . If it is, he will store o;
and id;. The same protocol will simultaneously happen
for user i, with user j generating a challenge number ;.

Evidence Generation - As stated before, it is impor-
tant for the app to recognize that all of the users were
together during the meeting. They will first compute the
signature

o; = (W™ .F(M)*, gb") = (07, 07) (1
They will then generate the message M = {idy, "",id,},
which is all of the identifiers of users involved in this meet-
ing and broadcast {M,o, } to confirm all of the partici-

pants on the meeting. They will then generate a multi-
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-

B 2 Representation of the Verification between user i and
j- Same protocol happens simultaneously between every

users

signature ¥ on the message M as evidence of the meeting.
This multi-signature ¥ will be equal for every user, and

will be computed as follow :

= (hw1+---+zn'F(M)k1+...+kn’g§1+---+kn)

With z; the secret key of user i, k; random number gen-
erated during the verification, F and h public parameters
generated by the government and g generator of Gy. In
order to verify this signature, the user simply needs to use
the bilinear properties of e. The user will first generate
Agg, the aggregation of every user’ s public key involved
in the meeting. Agg = y1. ... .y, with y; the public key
of user i.

If we consider ¥ as being of the form ¥ = (01,03), he

will then use the bilinear properties of e to verify that :
e(o1,92) = e(h, Agg).e(F (M), 02) (2)

Indeed we have :

6(01792) — (1T | (M)k1+---+kn’g2)
— e(pTrttan 92)_6(F(M)k1+...+kn 92)
—e ), g5 Tt

e(h,y1.y2....yn)-€(F (M), 02)
e(h, Agg).e(F (M), 02)

(
(
( x1+ +xn) B(F(
(
(

4.4 Alerting Phase

We consider that one of the participants of the meet-
ing phase has been tested positive for the covid-19. We
propose 3 possible approaches :

Decentralized - After the user has been tested posi-
tive, he will simply upload the list of all public keys he has
used during the past 14 days Px = {pki, pka, ..., pk1a}.
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Centralized - In the centralized approach, the user
will not upload information about himself but about his
close contacts. However, it is still possible to guarantee
a strong contact privacy even with a decentralized ap-
proach. In May 2020, Liu proposed a new privacy pre-
serving app which uses a centralized approach [13]. Their
app guarantees a strong contact privacy by using a zero-
knowledge proof approach during the alerting phase. That
way, the Patient can convince the doctor without disclos-
ing the identity of his close contacts. The doctor will
publish the pseudo public keys of the close contacts, gen-
erated by the patient, instead of the actual ones.

Alternative - In fact, another possible approach
would be to take advantage of the multi-signature instead
of using the public keys. Since multi-signature are the
same for every participant in a meeting, it can act as
proof that a meeting happened. A patient that has been
tested positive for the covid-19 could simply upload the
multi-signatures on the board without uploading the pub-

lic keys.

4.5 Tracing Phase

The Tracing Phase mostly depends on the approach
used during the Alerting Phase.

In the Decentralized approach, the user will need to
check every new entry and compare it to the public keys
of their close contacts.

In the Alternative approach , the user will compare
each new entry to the multi signatures on his app.

In the Centralized Zero Knowledge proof ap-
proach, the user has to test every new entry by using

a exponentiation.
5. Security Analysis

In this section, we will present the security analysis of
the proposed approaches.

Decentralized approach - Our Decentralized ap-
proach guarantees Strong Contact Privacy and Weak Pa-
tient Privacy.

The justification for Strong Contact Privacy is rather
simple since the only information accessible by a user is
the information available on the board : the list of public
keys used by the patient in the past 14 days. This infor-
mation does not leak any information on the close contacts
of the patient. It is also the case for the government and
health authorities since the alert will be emitted directly
by the app after checking the board.

The justification is similar for the weak patient Privacy.
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The information on the Board will consist of the public
keys used previously by the patient. A close contact will
easily be able to find the identity of the patient since he
has access to the public key inside the app. However, an
outsider wouldn’t have any way to know the identity of
the person linked to this public key.

Alternative approach - Our Alternative approach
guarantees Strong Contact Privacy and Weak Patient Pri-
vacy if the multi signature scheme is secure.

The reasoning is similar to the one used for the Decen-
tralized approach. This time, the information available to
both the government and the close contacts is the multi
signature generated by the participant during the meet-
ing. If the multi signature scheme is secure, an outsider
is unable to find the identity of the patient, or his close
contacts. The Government has access has access to all of
the public keys of users of the app, as well as their ids.
He also has access to the function F and the integer h.
However, the multi signature only gives access to the ag-
gregation of all of the public keys of the participants, so
the Government is unable to obtain the identity of the
close contacts if the scheme is secure.

The close contacts will be able to know that the patient
is one of the close contacts they met when they generated
the multi signature. Hence the probability of knowing the
identity of the patient is 1/n with n being the number of
participants during that meeting. Since we have n < N,
we do not have Strong Patient Privacy most of the times.

Centralized approach - In their proposition of a pri-
vacy preserving contact tracing app : a zero-knowledge
proof, Liu shows that a zero-knowledge centralized ap-
proach has both Strong Contact privacy and Strong Pa-
tient Privacy if the signature scheme is unforgeable and if
the following assumption holds :

Suppose that u € G1, g € Ga, b € Zg, Zyg € G and Z;
= e(u, )"
g° € Ga, no PPT adversary can distinguish Zy and Z,

) € Gy, and g,

. When given (u,u®, ...,u
with non-negligible probability.

We would tend to recommend the alternative approach,
since it guarantees a stronger patient privacy than the
decentralized approach while keeping the strong contact
privacy. It is also important to mention that while the
centralized approach offers more privacy thanks to the
zero-knowledge proof, the protocol during the alerting
phase necessitates several computations and verifications
that could make it harder to be used. The differences be-
tween decentralized and centralized are further explained
by Vaudenay [12].
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6. Comparison

In this section, we will compare the communication,
computation and transaction complexities of our proto-
col and the protocol used in the zero-knowledge proof ap-
proach during the meeting phase and tracing phase. Once
again, we do not consider a meeting between 2 people but
a meeting between n different people at the same time.

In both protocols, the verification in the meeting
phase between 2 users consists of 2 messages after the
initial broadcast, 2 computations and one verification per
user. Since the identity of every other users must be veri-
fied, each user will output 2.(n-1) messages, and perform
2.(n-1) computations and (n-1) verifications. This phase
is linear and will depend directly on the number of par-
ticipants n.

In the zero knowledge proof, an additional computa-
tion and verification is needed between each pair of users
for the mutual commitment phase. In our protocol, every
user can simply generate the multi signature after having
verified the identity of the other users independently from
n which reduces the burden on the phone.

Furthermore, the tracing phase in the zero-knowledge
protocol uses a computation in order to check if the user is
a close contact of a patient. The number of computations
will directly depend on the number of new entry on the
board, which can easily go up to several thousands.

Reducing the communications, computations and verifi-
cations to a minimum is especially important in a contact
tracing app. Since the App needs to be constantly func-
tioning in the background and communicate information
to its surroundings, the phone needs to be constantly on.
This can be rather hard on the battery of the phone so
limiting the amount of power used by the app will allow

the app to run for longer.
7. Justification of Multi-party Setting

7.1 Close Contact

In this section, we will discuss about the signification of
“close contact” that is commonly used in contact tracing
apps. As explained briefly in the introduction, a close con-
tact should refer to someone that was in contact with the
user in such a way that if that contact had the covid-19,
there would be a non-negligible risk of direct transmis-
sion. In other words, for a contact tracing app to be truly
considered as accurate, it should be able to label as close
contacts every person susceptible to have been infected

directly. To do so, the solutions used by health author-
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ities in most countries use 2 parameters : the distance
between the users and the duration of contact. This dis-
tance is calculated directly by using the Received signal
strength Indicator (RSSI). The most common rule is that
someone is considered as being a close contact after being

at a distance of less than 2 meters for a period longer than

15 minutes.
Countries Distance Duration
(meters) (minutes)
France <1 =5
<2 =15
Korea <2 »15
GAEN <2 =15
Usa <1.5 (6 feets) | =15
Japan <1 =15

B 3 Distance and Duration parameters used in contact tracing

apps to determine someone as a close contact

As stated before in the introduction, Bluetooth can be
unable to accurately measure a distance in some envi-
ronments such as a Tramway. However recent research
pair Bluetooth with Ultrasound to do it more accurately.
However, the important question to ask is : is 2 meters,
sometimes even 1, enough for there to be no risk of trans-
mission ? Some studies tend to show that this 2 meter rule
comes from very old studies and is not enough to guaran-
tee the virus will not be transmitted. In fact, depending
on the situation there could be a transmission with a dis-
tance of 4 meters [9]. Concerning the duration of contact,
some studies also show that there could be a risk for rel-
atively short contacts. We believe it could be necessary
to fix the distance at below 3 meters and the duration at
more than 5 minutes in our protocol to further reduce the

risk.

7.2 Approach justification

In this section, we will further justify the need to gener-
alize the meeting protocol between 2 users to a multi-party
setting.

The primary usage of contact tracing apps is to be
alerted if the user has been in contact with someone tested
positive for the covid-19 in an automatic way because it

is very hard to do manually. But it doesn’ t mean it
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will not be done manually as well in many situations. Be
it a coworker, a friend, a family member, there is huge
probability those contacts would warn the user directly or
indirectly if they have been tested positive for the Covid-
19.

In other words, a contact tracing apps is useful because
it also works in situations where the user is in contact
with someone he doesn’ t know. Those situations will
often occur in public places such as restaurants or trains,
and very few will only involve 2 people.

But such a situation is not only the most recurrent it is
also the situation which presents the highest risk of trans-
mission. Indeed, studies shows that the number of people
involved in a meeting is a direct factor if risk of transmis-
sion, with the distance and duration of contact.

That is why it is especially important for the app to
know the number of people involved in during a close
contact. Our protocol allows the app to have access to
this information, while also generating evidence signed by
every user involved in the meeting that they were there
during the contact. The app could then use that informa-
tion to calculate the risk of transmission instead of only

using the distance and duration of contact.

8. Conclusion

8.1 Conclusion

We proposed a generalization of the protocol of con-
tact tracing apps to a multi party settings. We compared
our protocol to another existing protocol. We presented 3
possible approaches used after a patient has been tested
positive to the Covid-19. Our protocol is a first step for
the app to use the number of people involved in a close

contact as a factor to deduce the risk of transmission.
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