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Impact of Biometric Protection Visibility on
User Experience and Security Awareness

Yavyor SucaNuMAal Vo Ncoc Kot NGUEYN!  JUN NARITA! MASAHIRO NARA2 TOSHIYUKI ISSHIKI?
TOSHIHIKO OKAMURA2 TETSUSHI OHKI!

Abstract: As biometrics becomes more and more popular, it becomes more important to build a more
secure biometric authentication system. Template-protected biometrics is one of the elemental technology
in biometric security. It enables authentication while maintaining biometric data security in transmission
and storage. On the other hand, from the usability point of view, there is a problem of whether these secu-
rity mechanisms should be visible or black-boxed for users’ usability. Therefore, this study aims to analyze
the impact of the visibility of biometric protection on user experience in the context of biometric template
protection. We designed two applications with different biometric protection visibility for two biometric
authentication stages: enrollment and authentication. We investigated their UX using standardized rating
scales and semi-structured interviews.
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