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Abstract: Anonymous communication has recently been getting attention when using the Internet. Tor is
one of the most famous anonymous communication systems. Tor has what is called a Hidden Service, which
allows both Tor users and websites to be anonymous. This anonymity has been exploited in a number of
crimes, and has become a hotbed of illegal drug trafficking and the spread of child pornography. Prevention
of these crimes requires technologies of identifying where Tor users are accessing. One of these technologies,
the most common attack against Tor, is the Website Fingerprinting (WF) attack. Existing WF attacks have
been sufficiently successful against non-Hidden Service websites, and there are few examples of WF attacks
against Hidden Services. This paper tested the effectiveness of existing WF attacks using k-Nearest-Neighbor
Algorithm (k-NN) and using Convolutional Neural Network (CNN) against the Hidden Service. As a result,
this paper found that the CNN-based WF attack is the most effective against the hidden service without
considering the learning time and computational resources. This paper also found that the accuracy of the
WF attack varies greatly depending on the data format and the type of data set.
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Identifying Hidden Services Using Website Fingerprinting Attack
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B EXE(E Y AT LI The Onion Routing (Tor) H3% 5.
Tor 1%, HEDHLZPENT Z 2RIV X -3y b kT
T2 Z e TE B0, MENRETITIZH 5 BUATE
ROV v —F YA, NEFRE R EPRBEAPENZ R
W - TIEHRZFRET 5567, &J%*Eu)’é’?@%?ﬂ“iﬁi#@
HREZIWZREE L wd Z xR onz hnigs

Y, Bk BTRIHINT WS, Tor iZid, i L’fno)l:
M % E 7~ Hidden Service LMEENZ L DA H 5. L
U, Hidden Service {ZIZARD HH & &\, #IEEYFEH
X NZR— MASE, EIEHEYEEFOEE R Web Y1 b E
FAELTHY, TOY 1 b2FMAL TEEITAZITD Tor
I—-YHHEET S, ZDE 57 Hidden Service %A L 72
EFAT AR R E B720DI121E Tor 2=V D7 72 R k%
RETEDEMDBBEEL TN TWS. AiFFETIE, Hidden
Service DT — X ZINEL, Tor =Y D7 7 & A%k
ET 2 HEETH 5 Website Fingerprinting Attack (WF &
) 2175.

2. The Onion Routing (Tor)

Tor I Web BIEDBRD 77 4 N —DREL EXLE
HE LzA =TV Y —=ADY 7 b7 THY, xl
7 AV AW EFAEN AT (USNRL) (k- CRFI 7=,
BUEIE Tor Project 12 & » THFEFENT WS [1].

Tor 1 Onion Routing & FEIEI 3 i 5(b3E(5 A & EE
D Relay / — R EFEEN L Hfk ) — N Z2H LU CTREZ1T
5T L TEAMEMR>TWS [2]. Tor OMfEDOMHAA%E
1IZRT. Tor 2y MU =228 512137, Tor 7
F47 Y (ZZTi& Tor 2—%) ' Directory Authority
(DA) &WEEN D J — K95 Relay / — ROBEHIE £
T3 Consensus File X7 > u—RN$5., 753147V
MIZOHD5EEZ2RHT 5 Relay / — R s
TURLITERT S (WIHRETIE3 D). RIZZIFIAT
VMNEENEND Relay / — FEBIELE, AvE—
VEZHEICKESILLUTCEEZITS. JOMBIZBEWT, &
=R (I74T7 Ve —NEL) BEHEHKLTWD
HitgD/ —RDIP 7 RLADAERSZ Z LN TES. Tor
2V hT—=21BWTIIF47 Y MI—FEWV Relay / —
Nk Entry / — REWEENS. 75472 b2 EERRT 5
P—NDOT7 KL RZbLRSsRWHE, 75347 DT KL
2Z o> TWBOEZLLEEIZEWTIFIEREICHER
J—FREEZXD. —H, V=N —FiE\ Relay / — F %
Exit / — N Z L, D Relay / — R Middle / — R &
MiEh . #Him b, HAKEOD Relay / — KZhZ st
U CIEIZ B DR % RS 25 Z & Tl mOREED Al
BRI ATHRETH S, Tor 2y b7 —2HND/ — K
F—ERE I ICEHINE, V= FPRET Y v A%%
T TWBETE —ERHET ./ — N EH I N5 729 Tor
I—-YOREIINETHS. £/ Tor TIX, BRMT 5/ —
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Fig. 1 Tor Network
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2.1 Hidden Service

Hidden Service i Tor Network Z i\ T, ¥ —Y A%
RUELTVWEH—NDIP T FLAZRT VAT LATH 5.
Tor 2y N7 =2 2B LZBETRINET 72 RT3
ZEeNTEY, MEAIET 16 H7. onion” &\ D Rk T
RLAZFE->TWAS. 2 (Z Hidden Service ® 2K [X %
/RY. —H1F Hidden Service 127 27 & A3 5ERiZ1% RP
ERELUCGEEZ{TS. £BEICIEETERELA Tor 2 v
FY =2 DEESTATITDLOATHS

(1) Hidden Service D ¥ — 33 Tor % v h 7 —2IZ IP (In-
troduction Point) % 3 2 & Hidden Service M/ Fa#k
% HSD (Hidden Service Directory) (Zi@X

(2) HSD /& 3 DD IP & Hidden Service D /it % & 8%,
R SIRAE L 72 16 3LFHZ” onion” R AL V%D
75%.

(3) 2—HIL” .onion” ®F KLV A%ZKIYH, HSD 75 IP
& Hidden Service D AR O E#HRZH T, Tor & v
FT7—=2HND ) —R9»5T X LIZRP (Rendezvous
Point) ZET 5.

(4) RPIZT VY RA LNAT — REEREL, TOEHRE 11—
PiZiks.

(5) 2—HERPDIP 7 KL AL L RP DT ¥ XA LS
AT — R % Hidden Service DB T =L, £h
% IP 12k 5.

(6)IP X5 TELNTE7/2H D% Hidden Service 2% 5

(7) Hidden Service 1 6 TESHNT E72H D% HF OWME
WTHET S

(8) Hidden Service 725 RP IZ RP D7V XA LXA T —
K%&%E%

(9)RPIZT Y RA LN AT— REHERL, Bl T2 1—

PITERIT 5

Hidden Service TIXZ D Xk 512 U TELMUEIMEZNT WS
¥ 7-, Hidden Service ® Web %1 MIfESNTH S 18
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Fig. 2 Overview of Hidden Service

Mz CTHEI NS Z 25N, K& > Tk Web ¥
A MO LT WARWEE, Web U1 N HBIRLETH B720
WWREDOT —XINEFPNETH S, BHED Web ¥ 1 FD
URL % Alexa D &5 KED Web 1 DY A b % B
LTWBEDTEDDZENTES [3). LrL, Hidden
Service TIXKED Web ¥4 FD Y A2 RALTWVWSE L
DIE72\. Ahmia % O Hidden Service D ¥ 1 bk 2R
57-HODMBELY YV EHBHBH, 2 TD Hidden Service %
MHRL TV FBEVZABRVOLREIRTH S 4. D
728, Hidden Service TIX%Z H %% URL OINET & K
TH>D I LN\,

2.2 Tor I 2HE
AREiTI Tor DELMIZI T 2 BEFDOKEIZDOWTEMA
I 5.

2.2.1 BED/—RHIRBEOEETICHZHEDHE
1 BTN, Tor 2EHAL ZEKTAZED M E
5720121 Tor a—YD7 7w A%z2RiET 2 HENKE
EINTWA. Xiaogang 5 DHFFEX Marc & DHFZE Tl
BWRHEERT Tor —YRED Web ¥4 hAT IR AL
TWEhERETHI 2L L [5]6]. ZHoD2D
DOFEIZILAEL TVWA DL Entry / — R & Exit / — KA
KHBEEDEMTFTIZH DL WVWIIRETH 5. Xiaogang H D
METIE, v TV ERARTS. EHTOExt / —F
S Web ¥4 MZERDH - 72354, B RNO Exit / —
“i%jy%y/%&AéﬁTA7/%%¢%Té )}
BT VIR VI RDRNA A=V R TDEAI N
TWb728, Web 77 UV FIXEBHEIRGELES> 95, &
RO Entry / — NZZ ORI FAT 2015 ORE0E FIF
LT Tor 2—%& Web ¥+ b2RET HL WS FIETH
5. N. Levine 5 OWFZEIE, @EIXHEORHIZITHONE Z
CHEHLARETH S, GHFIZBWTWS Entry / —
KAVEEZ2EAH L 7-Ff & Exit / — RP¥@EEZBHL 7=
RN VMBI D L & 72354, Entry / — RANEE LT
W52 747V M Exit /= ROBELTWE Y —1D 2
DABEFELTWBEHET B, Zh o DHI%EI Tor DESH
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MR T 2R B R BN S TWAEA, Tor 2—YN
WEHEOEH TIZH S Entry / — R & Exit / — N % [
WIZHIA L TWARITNIER S nzd, EEMEIMEW.

2.2.2 Website Fingerprinting Attack (WF X%¥)
WF BB IIHTE Tor 1209 &b ERAHETHD, K
HFEIZBENTHHEHLAZHEBTHS. WF HEIE, Web ¥
A MNEBEELUZBIZBITESR NS 74y - RX—V %
Website Fingerprint (WF) & LT, Z#1% Web ¥4 b %
KIEAORMHME LT —FRED Web 1 bAT 7k
ALUTWENERET 2HETH S [7)[8]. T HEHIE
Tor ZFH LT Web %1 MZT7 72 AL, ZOBRIZHKN
5774y 0%BHITE. ZLTEDINI T4 v o056
BoNndER N7y OB AT Y b OREIEFE)
% Web ¥ MEIEDOIERE UTHHEEHE (Tor =R LD
Web ¥4 MZT 72 AU0%208H) %283 E5. &
OTHENGE LIS Tor = DT 71y 7 2B,
DR DPHEIINE L 2T — R W ETS> 2 Tca—¥
WED Web ¥+ bAT 7R AU Z2SEL, TOYA
MNERET S, ZOKRBIZT—XOBEIfTON TV
HBEIZFULTEAEMTHS. 4B, Tor TO/NT Y MIFE
ERIINAT A VT INTWDED, M7 74y 7 %2BHIL
TR NDHERIZNT v b DIREBOC/ Ty KD ST Y
M, Xy homE, WAIZIITHS. Tor TE, 21—
YiX Entry / — R UlEz{ThiRw. £07d, WF
WEEZTORIE, 2—FDIP 7 FLVAZMB I LNTE
53— Entry / — NEODBEZEF ¥ 7F v § 5 0ED
HdD. ZOEOBBEEXFY SFYITBAHEIE20H5.
12HIW, ISPRED 2y NT—=2 DTy by S
F¥ TELRBEENI—Y L Entry / — FED 7 v b
EXY SFYTBHETHS. 2 DHIE, KEHD Entry
J—NEEHTFIZEES, TZ%2@85°37y b aexy IFy
T5HETHS. Tor T—YWEET 5 Entry / — RiE7

VELNIPREINDTZORBENRE L2/ — NIRRT
L HAEME IR, Z D72, BIEDHEEHAWS DB E
M TIETH 5.
3. FEEMRE

AHITIX, A TEMHHAL 72 WEF HEBIZDWT OIS
ERHNTSE. INETO WF HBDIFE ALK, TEITH
MU L TR A2 EITLTWS [9. 20, K
BEIIHTTP ® Tor 2D IR 70 b2 2IEE
WHEL, 2Yy b7 =2 b L —AH S Web 31 b 2514
LZABEMED B B (N7 v N ORECP N — A MEHRE)
ZERHTIRET S, TNS5DOBEBIZL S DBETEWREE
BRZERUZD, WEEVFH TR EEE LR ITNIERS
Wi, Bz vuaballokEr: —ibdaz e
X, KEOMI 2HHRTHILIIRETHS. £/, Tor
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DON=TaVERERR IV T VY DEHEIZ LS Web Y1
F DEAIZ B FHN 2D, FERAMEIXEW. RETIE, WF X
(2 deep learning =2 —J )3 Y T —27 L\ o 721
MEEHEFMAINTETNWS, —a—IFVxy b NT—T%
FHAT B ERFRE, ZNETCOFHTRHREERET S L
WS FREREIFEY, ANEHNORT 2SN 57217 T,
Rz HEICEE T 2862 ->TwbdZeThd. Z
nIZ& D, BENCEI S TWz & 0 SR % N —
L, EhEVWEE2ZERLTWS. £/, FEHTREZ
HETHHERDOFAIELEY, BEWICRHEZRZ 5720,
Tor D/N— 3 VAT Web %1 ~ DEINAILIZ BRI L
X3V, WF BB OKE ORI L TIE, closed-world &
open-world DD 2 FHFHAD T F VYV I ODWTEHMINDHZ &
%\, closed-world 1%, = —%» Monitored Site (7 2
EAZRE LW Web ¥4 bDES) OHFD 1 DD Web
YA RMNITIRATEZEVWSIVFIATHS. ZHIHE
% J — &% Monitored Site DTF—XDATH 5. #HlzIX,
Monitored Site 2 10 fHH b LT 5E, 2—HFEZTD5H
D12DO Web ¥ MZTI7XEA%ITSH. HBHIZLI—V
W7 72 ALY A b A Monitored Site D 5 H DY A
MZT 7R AU %2RET 5. open-world 1%, —HH
Monitored Site A#Dd» 52 Web ¥ MMZEHT 72 AT
5WHVFVATHSB. FHIE ST — XL Monitored
Site & ZNLUSNDH 5D B Web ¥4 N THB. open-world
DY FIVXDHADPEENTHD L EDONDZEH BN,
Hidden Service IZEWTIEZ S THD LIFFEARWV. £h
X, HS5PE Web 1 DT —XINEL WS £ DHBIER
TRV S THS. £H %D Hidden Service Tid7e< &
H, HoWYWDE Web ¥ bOT—XINEL VWS HDIFED
JARIEA v BZ =2y FOMFITEWTIZEL W, Kz, 21
T X728 D Hidden Service Tl, ZDELZLMERY 1 K
DOBMAPRILD R L EZI P 6 RKED T — X DINELKH#ETH
5. F7z, Juarez 5%, Monitored Site (28 £ 372\ Web
YA MIET AT S E WD open-world DY F U 4T
325 ZH WF WEBIZEREP LWL TWw5 [10].
BUE Tor % AW TEIETA%Z1TD 21— T % WF DK
BEOAPSIO M E 2 Z L IFEHEMIZEL W, FEBRIZ WE
WEEFHT 2121k, HBRE Tor 2—HF1E D Web
A MZTZ2ALTOWEPDHERADONWTED, »DEE
TAET 2 OMREIHFONEZ LR EIL5N5.
F7z, AWS%ED WEF BEDONHR TH H 5 Hidden Service
&, AMEEEERRC NI E Y 1 b, EERYCRER L
J & \Wo iz Tor =Y AN HERENE2RE>TT7 7 &
AINBZEeNLVWEEXS5NETH, Tor T—F»%<
@ Hidden Service ® Web ¥1 MMZ7 72 AU CTEEIT4
TS5V F ) A DB wEREI NG, ZNSOHEFD
&, ARWF4ETIX closed-world %22 Monitored Site DFILA
TRV E WS FIRIZIID.
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3.1 k-NN %A/ WF &

Albert Known 5% 1 2D Web ¥ bIZ 50 DF — &,
50 @ Hidden Service @ Web ¥ MIX L T k-NN % W\
7= WF BB %217\, 94.7T%DREE 28 L 72, kNN IZH
W72 R Wang 5 SO R E RO E D2 FIH L T
BOUTO@ED TH D [11][12).

— AR 7 b
NIy NOMEEY 1 X, RERM, ZENTY MY,
EENRT Y MK

Ny NOERF
FBRENT Y P OME

N—2 MER
U ARDNT Y MWL 72805 N — A MEHR.
ZAEN—A N, REEN—ZN, BAN—ZAME

3.2 CNN %AW WF X%

Albert Known 51% 1 2® Web ¥ M2 100 DF— X,
100 ® Hidden Service TlZ7Z2\» Web ¥ 1 MZX L T CNN
AW WEF BB Z 17\, 97.8% DR % Flfk L 7= [13].
T —X+¥vy MZiE, Rimmer & DHFET 2HANPDOEITD
WF F—=X+& v N&FHLK[14]. CNN OETFIVIZIE, FF
CHEHGZREO T TENEREEREL WS =2 —TF )L
v b7 —2TH5 Resnetl8 Z Wz [15]. 72, BH
IABITIZIEH DB HIABTIZ R HEREAIAAZ VTV
% [16]. HH OB AAATIF/NS ZHI % MA < TR
ERZ B0, WIREHAAEITD Z LI & DAV HEIKE
ZBZEERMAIZLZ. ZAUTE D7y D KD RR
HF— RO ERZ S Z IR LT,

4. EBR

4.1 EERHE

ARIFZE T, Hidden Service (ZxF LT CNN % 7z WF
WY k-NN 2 W7z BE7FD WF 82175, 2.1fiTd
WAR72E D, Hidden Service @ Web ¥ 1 N ILEBREPIR LAY
REETHDDIZBEDOT =Ry MIFELRWV. %
D7z, Hidden Service 2132 WF WEIZIRD 4 AT v
TTIID.
(1) 77— &I
(2) T—REJ
(3) s HEARAER
(4) DR DO VERE LA

42 T—IR&%

7T 2REITIE, Tor BREATOT 77 Y Y 7HBLIZ
firefox, python, selenium %M\, X7 v b F ¥ FF ¥
IZ tshark %2\ 7z, %3 Monitored Site ¥ 3 % Hidden
Service @ Web %1 b 2D B 7212 200 DY 1 MZT
JRAULNATY hER Y TF ¥ &G0, D200 %A b
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l%, Hidden Service ® URL % 3 B IZ#ERR T & 7= Hid-
den Service ® URL 2’ #»> TWAHRKAKDY 751 N TH
% DeepLink Onion Directory IZ& ENTW/2H A1 M TH
% [17]. Hidden Service i& Web ¥~ D FiAA A D EN
LEWZ, 60 B THARADKRDS. ZDD/NT Y b
FY7F YA MITIZREAL TS D 60 BT,
Iz LEOTF—2E L. N7y bF v 7F v OfER,
200 Y1 b DS B 123 ¥ MEISTy MEEEY 3000~4000
ThdZehbrot. BEOMETIE, BRI
Web ¥4 b D37y MEEIZEH U7 WEF BEBI3Tb T
WR\N, Z 2 TARMSE TIFEMN S &3 % Hidden Service
D Web ¥ b % BIBZ 2FFHOT—X 2y bEHW.
FNFhH, 12031 MZOE 300 HDF — X ZNEL 7=,
Ny MEEEREIY A b

BEOYA NS LTONRT Y MEBHELL TWD

FA b, T MEEUL 3000~4000, Y1 b O 20
Ny NEEARLL TWaRWnH A b

BEOY A FES LTONRT Y MRBDHELIL TV

WA b, Xy MR 5000 DY R B HIIES

7y MEEIDY 10000 2R 51 bEHB. Y1 bD

B 20

ZD2MEDOT—XE2y hEHWSZ 22L&, v b
RO EMA LT WIEE &Ny MO % F
LI WEED WF IEOKEE 2 I 5 Z & ASa]FEIC
AN

4.3 FT—YEF

T—RERTIE, 32HTRRZHET 2HRALDOEN
@ Rimmer 5D WF F— Xt v b L AOBEETH D,
EED WF REBIZBEWTIE— N R T — X BEEZ AW
7= [14]. X7y FOREE U TRT y N OREIEF % F
5. 2—Y05 Entry / — RADREATy ME 1, 32—
PH Entry =R oZET8 7y 212 LT, K
BRI > THFET B ETIRITDRYZ MVTF—R T
5. CNNANDT—=ZANTRAINT—XERZ—ETHD
MBEDH D, ZDd, HDT—XIZDWT, X7y hD
BB TFORELMEL D NI VESIX0TRT 1 v
TV, KEWGAIIRELUMEUBED 7 v - % 5
5. kNN Tl EEOTF— 28D LURK S, Wang 5
X, kNN OF =2 BRIz TIE, 1, -12LTTF—&X%
WO L0 Ty NORBAEEFALEZAR T Y bk
BIEF ORMEIRZ D2 EMNTE, k-NN OBEENENS
ELTWw3s [11). L FOE 3 1% CNN (ZF]HF % Rimmer
S5DTF—RER L kNN IZBWTDTF—2¥EE2RLED
DTH5. ZOK 3 1ZBWTIX, Rimmer D& DE(E
NIy (ADREEAT Y b, A1DZETY M) ILEH
T5. ZORERTY PORHZWL DD/ v N AFLE
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Rimmer |1 [-1/-1[1 [-1{-1|-1[-1]1 |
enn [0[3[8] | | lD

3 T—XRER
Fig. 3 data format

FTEMNEWVWD L 0fHTHS. Rimmer 5D 2 DHDIEEN
Ty MIEHT S, ZOREEFENAT Y PORTIZIEE 3 DD
Ty NBFHET S, ZOX DI NN TIEEEE AT Y b
IZBWT, ZNL VNIV DDy S HBEEL T
Ny N DOREAEZZERL, Ty N OREIER DRHK
ERATS. 2L 7y N OEEIER OREE FIH
UDDANT—RERRELWOSTILNTES.

4.4 DIREBEK

SYER 2 FEEEMER U7z, 1 D H % Hidden Service (2%}
THEMEDO WF HETH S k-NN ZHWZHD, 2 DI
Hidden Service T\ Web ¥4 MIX$ 5 WF KET
EVHEE 28 L7 CNN 2 W26 DTH 5.

4.4.1 k-NN ZRAW/25H

k-NN % W72z 3 #4513 Albert Known 5% Wang & &
FRROREAMAL TH O, UNORME AW, — &Y
REHE LT, Ty bORBRET 1 X, ZENT Y MY,
RENT Y MR W, N7y b OREIER I 4.3 i
THMA L7237y b DREAEZ Wz, N—Z MEHRIZ

ZEN—ZA N, EEN—A N, BAN—ZNE,
PN —Z M EEHWZ. ONN 2 H\W 2388 TIE AT
TR EZHIRY 52, k-NN 2 HW =288 IcB 0T,
ANT=2EZEZ2T, 2TON7 v N OF#RZ Rtk
550895, kNN TRHEEEFRZL S &7k,
F-FBEREEEPSTHS.

4.4.2 CNN ZRW/=25E%

Albert Known 5 & Resnet18 % RX— A2, £EAAMAE
THIRE AR AZFHAT S 2L TWF HBIZEVWTED
FERE %G8k L7 CNN OE T IV EER L 72, A% Tl
Albert Known & @ Resnetl8 22 F IZHIZEE2HEL L
Resnet34 %2\ 7z, FEEIZIE tensorflow 2 W7z, BAF
DE 4 L:M)?%f\‘}fﬁu\f: Resnet34 OREHK 2 RT .

EBAADEDA VT v 7 A, A—FNVYA X, T4
WRE, PRERTH D, 21k, ARNTARY A X% 2T
LTRIYH YTV LTWE I ERT. UTFOEGRIET
0wy 7 DAN%EZTDOHINTEINT 2 A%y Tz RL T
W5, FEROAF Y THRE, ALOWsirTay 7o
NOWGTE =T BEDIEZ T YT v TINTRS
HAZNTWEZLERLTWS. ResNetd3d 142D 7
Oy ZIZahhTED, ThENVEBOEHALE TH
I NTVWE., FEAAAEIZIL, BatchNormalization &
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Resnet34-Architecture

Input,1x5000~1x10000
1x3.conv,256,1./2
1x3,conv,256,2
Max pool./2
1x3,conv,256,4
1x3,conv,64,1
1x3.conv.64.2 1x3,conv,256,8
1x3.conv.64.4 1x3.conv,2b6,16
Tx3.comv.64.8 1x3,conv,256,32
A 5 .64
1x3.conv.64.16 L CoN2he 8
1x3.,conv,266,64
1x3,conv,64,32
E 2 .64
1x3.conv,128,1,/2 . COnN 208
d b .64
1x3,conv,128,2 A
1x3.conv,256,64
1x3.conv,128.4
d b .64
1x3,c0nv,128,8 SRR
Tx3.conv.128.16 1x3,conv,512,1,/2
1x3,conv,128,32 SR,
1x3.conv.128.64 1x3,conv,512,4
1x3,conv,512,8
1x3,conv,128,64
1x3,conv,512,16
A EdblocklZ8&AS
1x3,conv,512 32
Global avg pool
fc 1000

4 Resnet34 DK
Fig. 4 Resnet34 Architecture

TEMEALBEEL Relu BREN& T W5 (18], HIEIZIZZ F
AR BT EK 7 TAET 2R E N )1 5 softmax
Bl E W7z, BAIAREDOHLIRE X Albert Known 5 &
FRRIZEDSZ 28021, 2, 4, 8L 25T D8P L~ L
M UIRRR I 0P 913 Y, 7NV OFHEREM &
HEhdA€)ORIINT 5. 72, ONN TIZAHT—
AEERELTHILTS, ZHPRMEHHINEAEY
DEIFENT 5. 207D, SHOEBRETIX, ATV
DODEREBOHEBRTHIRFIIRK 64 £T, ANT—XEIEZR
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xR 1 FEBR1OKR
Table 1 Results of Experiment 1.

k-NN CNN
64.5%(10m)  74.8%(16h)
84.48%(10m)  77.13%(16h)
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Fig. 5 CNN classification accuracy with varying input size
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% 2 k-NN, ONN %7z WF B D ER#R
Table 2 Experimental results of WF attack
using k-NN and CNN.

k-NN CNN
64.5%(10m)  74.8%(16h)
84.48%(10m)  92.6%(28h)
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