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FH EEL FTH 0AAR2 HO W
A BT PEL BRER B e RO
IJ-IEEI HH12

BRI E!

NS G STt TEIS RBCEERS I ER

B S EE A &) A

TEOHIE SR

HIE : ARTIE, 202048 A 27 HA25 10 A 20 I CHMEX N 3, BR{Lr ZORBOHMZ2H >
a5 2k PWSCUP2020 GEFS : AMIC) D#FFHIOWTIdRB. 54T 6 [HH L 2% PWSCUP T,
BT — 2 OREMERZEY UTHEMEE P BETIFEH SN TOVS, XNy y FHE] 25—<k L
2. XAUNTy FHEER, BREINET—Z00, #OT—XBEENTOEI0HETIRETH 5.
ZNFETO PWSCUP T T — X OREMZFHMET 2 2 L SHREETS o 7283, X Ny y THEEDEA
WEDATREY 72 3. FIZIEHEIan F A N RBEE DT — X 9%, FEF—XIEENIZNREDE
TEBEEIEM RIS EOREMWEEL LT X NSy THEREREEZ 6N 5.

F—7—FK :PWSCUP, XU NIy FHE, #ly—%, B4t

PWSCUP2020 Contest : AMIC (“Anonymity against Membership
Inference” Contest)
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Abstract: We introduce the design of PWSCUP2020 (a.k.a. AMIC) contest, which will be held from Au-
gust 27th to October 20th, 2020, to compete in technologies for de-identification and attacks. In the 6th
PWSCUP this year, we focus on membership inference, which has recently attracted attention in research
fields such as machine learning for a privacy measure of synthetic data. Membership inference is an attack to
identify whose data is sampled from de-identified data. Unlike the conventional PWSCUP rules, membership
inference can evaluate a privacy level of synthetic data. In addition, a privacy measure based on membership
inference is also useful when the membership of the target person to the training data set is sensitive, such
as analyses using the data of patients infected with a new coronavirus.

Keywords: PWSCUP, Membership Inference, Synthetic Data, De-Identification

Ryo NoJiMA? SatosHl Hasecawa!l Takuma Hatano!® Koxkir Hamapal Ryo Furukawall

L NTITtFa7 77y 74— L0 5 BIARYE

NTT Secure Platform Laboratories
2 ESIIEBRTSIE N BRI
RIKEN
3 Kii M=t
Kii Corporation
1 KA E LB
Fujitsu Laboratories Ltd.

© 2020 Information Processing Society of Japan

— 1245 —

Meiji University

B 7Y 70 ny— KRt

FUJITSU CLOUD TECHNOLOGIES LIMITED
FREHRSE

Waseda University

HAEHE Y —F

BizReach, Inc.



1. [IL®IC

EU i & % GDPR DifT A3 E D& NEHRE R D
WIEEEZT, =Y FLT—XOREIMEA, FHH¥EE
EHIEELAEE > TV5. RRICENMCB VLT —
VINT—ZDIERH=— X EHRICEE S H, =Y I
T—XDIER REOWIIE RDOENT VB F R K
5. ZOEIRBREROT, HHRUEYE avPa—&+E
¥ 27 4 W32 (CSEC) T, 2015 4FI12 PWS(Privacy
Workshop) #fZEB X% 35 LIF, =Y FALTF—XDiE
Fl e (RFEZRRIICHIL T 2HEMNHEOREBICET 3
BREF 2T T3 [1]. fIZE, =Y FLT—&ty
+ ORIRLEACHEDOERD D, EA4Le £ DRE
DOFiEH S 2> 7 X b PWSCUP 2HEREL TW5.

ARTIZ, 2020 EBMED PWSCUP2020 GHEFR : AMIC
(“Anonymity against Membership Inference” Contest)) @
FENTOWTIRR B, AMIC 1%, #HUT —X* 20
By LTHEMEE IS CEFEEFEE IR TVnS, TX RN
Sy THERE] BT -~k L. XUAYy THEER, B
LENTT =200, #OT—XPEENTVIHIHEET
LHRETHD. ZNFETOPWSCUP TIEFEIZLa—RY
U=V BEBOEE, Sz uIetEEr LTw
7o, BT —RAERFICEZOEEFTITHEHATER W,
R NTy THEZFTCREWERE 35 28T, Hil
T —RXEREDORENEE PWSCUP TiHMiitE 2 X 51ck
. RNy THEER, BIZEHR an 4L RS
BOT—Xo%E, ¥ —RICEENIZNEEDOFHER
EHOEMHE DK RMIEEE LTHOAATH2EERS
ha.

BRI, BB TE D b v TR NeurlPS 2020
@ competition track & L THIEZX N TS hide-and-seek
privacy challenge*2IZBWTd, T —XITHT 23X
Ny THEE B R RVEREEE LTV [2]. hide-and-seek
privacy challenge l&, X ¥\ v FHEEIZTTIED S 2 H H
BT — 2 AR EEZHES AT AMTHD, @RITD

O ENIERFEEN EHGEEIIIERN
NICT

0 HEEY VY a— a v XA
NS Solutions Corporation

I NEC
NEC Corporation

12 K&t KDDI # &R
KDDI Research, Inc.

13 RN
Tsukuba University of Technology

) koji.chida.eb@hco.ntt.co.jp

12015 FFITAKAL - . 2017 4 5 H 30 HIHEAT. ZDREICK
IETESRY 2020 4 3 A 10 HicKRERVESH, FFE 6 A 5 HOHE
RITBWTHR, AL [ 6 A 12 HITAT.

*2 REETIX Synthetic Data (AT —&, ANT7—%&, BET—
&) OFERE LTHWS, B HEEL Tidk< ML &K
L7=XHRD 5205, ARTEERL W,

*3  https://www.vanderschaar-lab.com/privacy-challenge/

R=YFNTF=&ty M T 2EMREHLTHEE LT
BT -2 ERICEHLTWS X5 TH 5.
AFEOLIEDOREBIIRDE B THS. 2 HTEELH
FER° AMIC THW 2 BEERMi 233 %, 3 8, 4HiT%
N2z AMIC OFE S X UFEMIcOWTEHT 5. 5HiT
BREITV, 6 B TSR EZENT 5. REIC THITAR
WEFELDH 5.

2. #fg

2.1 FEE

NR=YVFILF—&Xty b BE 1 EHEOL B, &7
(La—r) KEADTF =il =RERD 7 — &
35, AN IDIE 1R 1 IHEL, AECEEED -
HEBITICHE— ID FEND DL T 3.

WEYIZ, M1DLa—RY T —IRX Ny y T
ERET. EREIESEVEEENRKREL 725,

E4brid, WBEHSEZDDAA—Y FLT—REy
FOMTE2IEL, MITHRDOTF—XEELRLT— X LR,
LIZBF20»5603)H2VIEE ETOMLIZEALT
Hb. QROB A=Y FNLT—Kty b THI7D, (2
P 50@), BEU@H»5EOMIbERLLLES.

TRV, WIS Bt % E EIVICEHE L 72 D
DrT3. M1DOLa—RYrr—IX Ny THIE
DIEMFRIGEEMEOHITH D, ZDFEEMRELEN
ECREMREVEFHITE 3.

BHREERX, =Y Fr7r—Xty b ZoOEAL
F =X ZNENE SN2 EPHEMEE O TRl - 5
HEREOHLME 2 ERBMWICFHI L7220 35, L
TWBIEYEREPEVEFHETE 3.

Bl — X2 E, =V FLTF—XEy F DRI
BUMLAOT =22y M 2AERT 2 5EE2EL, 2
Ko THERINT — &2 2T — X R, Hl7— %
Az 1 0@ oNDEXRLE LTHWSE, X
YNy THEEIC X o THH T — X AR O R &M% 53
BIEMTES.

2.2 BUT—2%ER

AMIC TR L, MAESIC X 2 HUF— XL 7T
) X2 (OMTH17 AN FER) [3] &3 5. OMTHI7
7, #IERENG & AHBE i o B RESE VR T — X D
AREHNE LTW3. FRCSEIEESEOFEE X 00
HOHUTHIRIEETE 2720, =Y FLT—Xtvy bD
BRUEE D3I B X OBt T e 22— L 74
WUF—REBAERTE S (7272 UEBICIIBER LSRR/ ME
WMECEDZDLRLZ). ATV EEEIX I 28T
5 e THIEREE LT L v, By —2oLra—
FEIIMERICHRETE 2. OMTHI7 RO 7 LT Y X 4
WE 2 UTIcRE .

— 1246 —



OITETVH LICANER

D EiEL | EiE2

ON=YFIT—Ftyh: KITICEAD 90002

7SN RN ROT -5 00005

D | mEl | me2 00001

00001 00004

00002 00003

00004
00005

@79 >

~

D MBI | M2

00001

00003

00004

BEB&tT-4 | Vo el Y V20 e
PID(RG) | MWL | w2 DN DIDFIZHETE
10001 PID D |
10002 | § b 10001 | 00004 $§
w0003 | Jf | 10002 | 00002 $§ EREE
w004 |/ R = 10003 | oooor @ 40%
10005 | ((TDBIRIZHER) | 10004 | 00005 $§
| | 10005 | 00003 @)

A NSYTHETE

GEBE&A{LT-4
. DEON5@DIDFIEHETE (IEFR)

Bl | @2

D |
o002 $§ ERRR

J1E 00003 @ 33%

00005

K1 La—RYYr—o XAy y THEDER

Fig. 1 Differences of record linkage and membership inference.
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Fig. 3 Processing flows.
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& 2 AMIC THW3 Census Income Data Set DJE %
Table 2 Attributes of Census Income Data Set using AMIC.
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Table 3 Items of questionnaire.
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