
ZDDͷGarbled Circuitߏ੒๏ͷ҆શੑධՁ

૿Ҫ (೭1,a޹ ৿ా ޫ1

֓ཁɿKrugerΒ͸, ࿦ཧؔ਺ͷදݱख๏ͷ 1ͭͰ͋Δ BDDͷ Garbled Circuitͷߏ੒๏ΛఏҊ͠, semi-

honest ԾఆͰͷ҆શੑΛূ໌ͨ͠ [3]. ຊߘͰ͸, ஶऀΒʹΑΔ BDD ͷվྑ൛Ͱ͋Δ ZDD ʹର͢Δ

Garbled Circuitͷߏ੒๏ [5]ʹରͯ͠, semi-honestԾఆͷ҆શੑΛূ໌͢Δ.

Ωʔϫʔυɿൿີࢉܭ, Garbled Circuit, ZDD

Safety evaluation of a method to construct Garbled Circuits for ZDD

Takayuki Masui1,a) Hikaru Morita1

Abstract: Kruger et al. proposed a construction method of Garbled Circuits for BDD, and proved that
it is safe under the semi-honest assumption. In this paper, the authors prove that a construction method
of Garbled Circuits for ZDD is safe under the semi-honest assumption. The method has been proposed for
ZDD which is an improved version of BDD.
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1. ͸͡Ίʹ

σʔλͷൿಗੑΛҡͨ࣋͠··, աఔ΋ൿີͱ͢Δࢉܭ

ൿີࢉܭͷߏ੒๏ͷ 1ͭʹ, Yaoʹͮ͘ج Garbled Circuit

͕͋Δ [1]. ͜ͷํ๏͸ൿີ෼ࢄ΍४ಉ҉ܕ߸ͱҧ͍, ൿີ

.Δؔ਺΋ൿಗʹͰ͖Δ͢ࢉܭ

ɹ Garbled CircuitͰ͸, ೚ҙͷ࿦ཧؔ਺͸ ANDήʔτ,

ORήʔτ, NOTήʔτͷ૊Έ߹Θͤͨ࿦ཧճ࿏Ͱ࣮ݱͰ

͖ΔͨΊ, ֤ήʔτ͝ͱʹGarbled Computation Table(Ҏ

߱ GCT)ͱݺͿ҉߸จͰߏ੒͢ΔςʔϒϧΛ༩͑ͯ, ήʔ

τ͝ͱʹൿີࢉܭΛ͠, ࿦ཧؔ਺ͷൿີࢉܭΛ͢Δ. ͦͷ

࣮૷Ͱ͸ GCTͷϝϞϦྔͷ͕ݮ࡟՝୊ͱͳΔ.

ɹ࿦ཧؔ਺Λද͢ख๏ͷ 1ͭʹ BDD (Binary Decision Di-

agram)͕͋Γ, LSIͷઃࢧܭԉͱ࿦ཧ߹੒ɾ࠷దԽͳͲʹ

ΒΕ͍ͯΔ͍༺͘޿ [2].

ɹKrugerΒ͸ BDDʹର͢ΔGarbled Circuitߏ੒๏Λఏ

Ҋ͠, ͦͷϝϞϦѹॖޮՌΛࣔ͠, semi-honestԾఆͰͷ҆
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શੑΛূ໌ͨ͠ [3].

ɹ BDD ͸࿦ཧؔ਺ͷී௨ͷਅཧ஋දʹద༻͢Δ͕, ࿦

ཧؔ਺Λू߹଒ʹద༻͠, ѹॖͨ͠ͷ͕, ື͕ఏҊͨ͠

ZDD(Zero–suppressed BDD)Ͱ͋Δ [4].

ɹஶऀΒ͸ ZDDʹର͢Δ Garbld Circuitͷߏ੒๏ΛఏҊ

͠, ೖྗσʔλͷҰகΛݕग़͢Δ࿦ཧճ࿏ʹ͓͍ͯ, Kruger

ΒͷఏҊΑΓ΋ϝϞϦѹॖޮՌ͕͋Δ͜ͱΛࣔͨ͠ [5].

ɹຊߘͰ͸, ͦͷ ZDD ͷ Garbled Circuit ੒๏ʹର͢ߏ

Δ҆શੑධՁΛ͏ߦ. ۩ମతʹ͸, 2ऀؒൿີࢉܭͷ࣮ߦ

,͕܈ड৴͢Δϝοηʔδʹ࣌ ൿಗ৘ใͷਪଌΛࢼΈΔ

semi-honestԾఆͷऀܸ߈ʹྲྀग़ͯ͠΋҆શͰ͋Δ͜ͱΛ

ࣔ͢.

ɹຊߘ͸, 2અͰ͸ BDDͱ ZDDͷҧ͍Λ঺հ͠, 3અͰ

͸ஶऀΒ͕ఏҊͨ͠ ZDDͷ Garled Circuitߏ੒๏ʹ͍ͭ

ͯઆ໌͠, 4અͰ͸҆શੑධՁͰͷ४උΛ༩͑, 5અͰ҆શ

ੑධՁΛࣔ͠, 6અͰ·ͱΊΔ.
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2. BDDͱZDD [4, 6]

BDD͸࿦ཧؔ਺Λද͢ݱΔ. F (a, b, c) = abc+ abcͷྫ

Λਤ 1ʹࣔ͢. Knuthͷຊ [10]ʹͳΒ͍ऴ୺͸ 1Λ !ʹ,

0Λ ⊥Ͱද͢. BDD͸ೋ෼໦ͷม਺ॱংΛݻఆ্ͨ͠Ͱ,

৑௕ϊʔυΛ࡟আ͢Δ͜ͱͰಘΔ. Ұํ, ࿦ཧؔ਺Λू߹଒

΁ಡΈସ͑Δͱ F (a, b, c) = abc+ abcʹରԠ͢Δू߹଒͸

S = {ac, b}ͱͳΔ. ZDD͸ू߹଒ʹؚ·ΕΔΞΠςϜͷ

ΈΛ໌ࣔతʹද͢ݱΔ͜ͱͰ৑௕ϊʔυΛ࡟আ͠, BDDΛ

ѹॖͨ͠ೋ෼໦ߏ଄ʹ͢Δ. S = {ac, b}ͷ ZDD͸ਤ 1(b)

Ͱ͋Δ. ZDDͰ͸ ߹Βͳ͔ͬͨ৔ࢸʹ! ⊥ͱΈͳ͢.

ɹҰൠతʹ, ղ͕ૄͰ͋Δ࿦ཧؔ਺Λѻ͏࣌, ZDDͷѹॖ

ޮՌ͕ߴ·Δ [6].

ਤ 1 BDD ͱ ZDD ͷߏ੒ྫ (F (a, b, c) = abc+ abc)

3. ZDDʹର͢ΔGarbled Circuitߏ੒๏ [5]

ຊઅͰ͸, ஶऀΒ͕ఏҊͨ͠ ZDDͷ Garbled Circuitߏ

੒๏Λࣔ͢. ͜ͷख๏Ͱ͸, ZDDͷϊʔυͱ͝ࢬͱʹݤͱ

ͳΔཚ਺Λੜ੒͠, GCTΛߏ੒͢Δ͜ͱͰൿີࢉܭΛ࣮ݱ

͢Δ.

3.1 ͷఆٛ߸ه

• V : ม਺ϊʔυͷγϯϘϧͷू߹

• W : ೖྗม਺ͷू߹

• R←− ֬཰ม਺͔Βͦͷ֬཰෼෍ʹैͬͯ 1ͭͷαϯϓ

ϧΛϥϯμϜʹબͿ. ྫ͑͹ s
R←− X ͳΒ͹֬཰ม਺

X ͔Β 1ͭͷαϯϓϧ sΛͦͷ֬཰෼෍ʹैͬͯϥϯ

μϜʹબͿ͜ͱΛҙຯ͢Δ

• low(vα): ม਺ϊʔυͷγϯϘϧ vα ∈ V Λೖྗͱ͠,

ϊʔυͷγϯϘϧࢠଆͷࢬ−0 vβ ∈ V Λฦؔ͢਺.

• high(vα): ม਺ϊʔυͷγϯϘϧ vα ∈ V Λೖྗͱ͠,

ϊʔυͷγϯϘϧࢠଆͷࢬ−1 vγ ∈ V Λฦؔ͢਺.

• EK(m): ҉߸จ. Kݤ Ͱ, ฏจmʹ෮͞ݩΕΔ.

• N,λ: ηΩϡϦςΟύϥϝʔλ

• x||y: xͱ yΛ࿈݁͢Δ.

3.2 ੒๏ߏ

( 1 ) ࿦ཧؔ਺ͷ৔߹෼͚ೋ෼໦ͷม਺ͷॱংΛݻఆ্ͨ͠

Ͱ, ౳Ձϊʔυͷڞ༗Λ͍ߦ, બ୒͢ΔཁૉͷΈΛ໌ࣔ

తʹද͢ݱΔάϥϑΛੜ੒͢Δ. ௨ৗͷ ZDDͰ͸ 1-

ઌ͕ߦͷࢬ ⊥Ͱ͋ΔϊʔυΛ࡟আ͢Δ͕, ຊߏ੒๏Ͱ

͸ϊʔυ͸࡟আͤͣ, .আ͢Δ࡟ͷΈΛࢬ-1

( 2 ) ม਺ϊʔυͷݸ਺෼͚ͩ, GCT ͷ ID ͱͳΔ Lv ∈
{0, 1}p, v ∈ V Λબ୒͢Δ. Ϗοτ௕ pʹ্ݶ͸ࢦఆ͠

ͳ͍͕, ֤ GCTʹରͯ͠Ұҙͳ஋ʹ͢Δඞཁ͕͋Δ

ͨΊ, Լݶ͸ &log2|V |'ϏοτͰ͋Δ.

( 3 ) ∀v ∈ V , ͓Αͼ ! ϊʔυʹର͠, ͱͳΔݤ Kv
R←−

{0, 1}N ͱK!
R←− {0, 1}N+p ͷ஋Λબ୒͢Δ.

( 4 ) ∀w ∈ W , ͓Αͼ֤ม਺ͷೖྗ஋ i = {0, 1}ʹର͠, ݤ

ͱͳΔKw
i

R←− {0, 1}N ͷ஋Λબ୒͢Δ.

( 5 ) ֤ม਺ϊʔυʹରͯ͠ GCTΛߏ੒͢Δ. ม਺ϊʔυ

v ∈ V , ೖྗม਺ w ∈ W ͷϊʔυʹର͢Δ GCTͷߏ

੒๏ΛҎԼͷ 3ͭͷ৔߹ʹ෼͚ͯදͰࣔ͢. (a)v ͕ 2

ͭͷࢬʢ0-ࢬͱ ߹Δ৔͍ͯͬ࣋ʣΛࢬ-1 (ද 1). (b)v

͕ ߹Δ৔͍ͯͬ࣋ͷΈΛࢬ-0 (ද 2). (c)v ͕ ͷΈࢬ-1

Λ͍ͯͬ࣋Δ৔߹ (ද 3).

ද 1 ม਺ϊʔυ͕ 2 ͭͷࢬΛ͍ͯͬ࣋Δ৔߹ͷ GCT

ID Lv

จ߸҉ࢬ-0 EKv (EKw
0
(Klow(v)||Llow(v)||0λ))

จ߸҉ࢬ-1 EKv (EKw
1
(Khigh(v)||Lhigh(v)||0λ))

ද 2 ม਺ϊʔυ͕ Δ৔߹ͷ͍ͯͬ࣋ͷΈΛࢬ-0 GCT

ID Lv

จ߸҉ࢬ-0 EKv (EKw
0
(Klow(v)||Llow(v)||0λ))

ද 3 ม਺ϊʔυ͕ Δ৔߹ͷ͍ͯͬ࣋ͷΈΛࢬ-1 GCT

ID Lv

จ߸҉ࢬ-1 EKv (EKw
1
(Khigh(v)||Lhigh(v)||0λ))
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ྫ୊ͱͯ͠ 2અͰ༻͍ͨ࿦ཧؔ਺, F (a, b, c) = abc+ abc

ʹରͯ͠ߏ੒ͨ͠ ZDD, ͓Αͼ GCTΛਤ 2ʹࣔ͢.

ਤ 2 S = {ac, b} ʹର͠, ఏҊख๏ʹΑΓߏ੒ͨ͠ ZDD ͓Αͼͦ

ͷ GCT

3.3 ๏ࢉܭ

ఏҊख๏ͷࢉܭ๏Λਤ 2ͷྫ୊Λ༻͍ͯઆ໌͢Δ. 2ऀ

ؒͷൿີࢉܭͷύʔςΟΛͦΕͧΕ P1, P2 ͱ͢Δ. ·ͨ,

P1ͷೖྗΛ x = {a, c}, P2ͷೖྗΛ y = {b}ͱ͢Δ (ਤ 3).

( 1 ) P1 ͸ Garbled Circuit Խͨ͠ ZDD, ࠜϊʔυʹରԠ

͢Δݤͱͦͷ GCTͷ IDΛ࿈݁ͨ͠ Kv1 ||Lv1 , P1 ͷ

ೖྗ x ͷೖྗม਺ {a, c} ʹରԠ͢Δݤ Ka
i ,K

c
j , i ∈

{0, 1}, j ∈ {0, 1}Λ P2 ʹૹΔ.

( 2 ) P2 ͸ࣗ਎ͷೖྗ y ͷೖྗม਺ {b} ʹରԠ͢Δݤ
Kb

l , l ∈ {0, 1}Λ P1͔Β 1-out-of-2 OT [7]ʹΑΓೖख

͢Δ.

( 3 ) P2 ͸ࠜϊʔυʹରԠ͢ΔݤKv1 , ͓Αͼ֤ೖྗม਺ʹ

ରԠ͢ΔݤΛ༻͍ͯ GCTͷ҉߸จΛ෮߸͢Δ.

ɹਖ਼͍֤͠ม਺ϊʔυʹରԠ͢Δݤͱ, ೖྗม਺ʹରԠ͢

Δݤͷ૊Έ߹ΘͤͰ෮߸ͨ͠৔߹ʹݶΓ, ෮߸݁Ռͷ຤ඌ

ʹ 0λ ,ΕΔͨΊݱ͕ ,ͱݤϊʔυʹରԠ͢Δࢠ ෮߸Λʹ࣍

͢Δ GCTͷ ID͕खʹೖΔ. ෮߸ʹ੒ޭͨ݁͠Ռ, K! Λ

ೖखͨ͠৔߹, ZDDͷग़ྗΛ!ͱ͠, ෮߸݁Ռͷ຤ඌʹ 0λ

,߹Εͳ͔ͬͨ৔ݱ͕ ZDDͷग़ྗΛ ⊥ͱ͠, 2ऀؒͰڞ༗

͢Δ.

ਤ 3 P1,P2 ؒͷ࿦ཧؔ਺ F (x, y) ͷൿີࢉܭ

4. ४උ

҆શੑධՁͰ༻͍Δ͍͔ͭ͘ͷه๏ͱ҉߸ֶతཁૉٕज़

Λಋೖ͢Δ.

4.1 ແࢹͰ͖Δؔ਺

ؔ਺ ε(n) : N → R͕ nʹؔͯ͠ແࢹͰ͖Δͱ͸, ೚ҙ

ͷଟ߲ࣜ p(.)ʹରͯ͠ɺ͋Δࣗવ਺ np ͕ଘ͠ࡏ, np ≤ n

ͱͳΔ೚ҙͷࣗવ਺ nʹ͍ͭͯ

ε(n) <
1

|p(n)|

͕੒Γཱͭ࣌Ͱ͋Δ. Ҏ߱, ؔ਺ f(n)͕ nʹؔͯ͠ແࢹͰ

͖Δ࣌, f(n) < ε(n)ͷΑ͏ʹॻ͘. ·ͨ, ແࢹͰ͖Δؔ਺

͸ҎԼͷ 3ͭͷੑ࣭Λຬͨ͢. (q(n)͸ nʹؔ͢Δଟ߲ࣜ)

f1(n) + f2(n) < ε(n)

f1(n)f2(n) < ε(n)

q(n)f(n) < ε(n)

4.2 ֬཰తଟ߲ࣜؒ࣌ΞϧΰϦζϜ

༩͑ΒΕͨೖྗʹରͯ͠ΞϧΰϦζϜA͕಺෦ͰҰ༷ϥ

ϯμϜͳ஋Λ࢖༻͠, ग़ྗΛ֬཰తʹܾΊΔଟ߲ࣜؒ࣌Ξ

ϧΰϦζϜΛ֬཰తଟ߲ࣜؒ࣌ΞϧΰϦζϜͱ͍͏.

4.3 తࣝผෆՄೳੑྔࢉܭ

೚ҙͷ֬཰తଟ߲ࣜؒ࣌ΞϧΰϦζϜͰ͋ΔࣝผثDʹ

ରͯ͠, ҎԼͷ͕ࣜ੒Γཱͭ࣌, 2ͭͷ֬཰ม਺ Xn ͱ Yn

͸ྔࢉܭతࣝผෆՄೳͰ͋Δͱ͍͏.

|Pr[D(1n, Xn)→ 1]− Pr[D(1n, Yn)→ 1]| < ε(n)

ɹҎ߱, 2ͭͷ֬཰ม਺Xn ͱ Yn తࣝผෆՄೳͰྔࢉܭ͕

͋Δ࣌, Xn ≡c Yn ͷΑ͏ʹ͢ه.

4.4 2ऀؒ௨৴ϓϩτίϧͷView

2ͭͷೖྗ x,y Λؔͭ࣋਺ f(x, y)ΛධՁ͢Δ P1 ͱ P2

ͷ 2 ऀؒͰ࣮͞ߦΕΔ௨৴ϓϩτίϧΛ π(x, y) ͱ͢Δ.

π(x, y)Λ࣮͢ߦΔࡍ, Pi, i ∈ {0, 1}͕ड͚औΔϝοηʔδ
,܈ ͓Αͼೖྗͱग़ྗΛ V iewπ

Pi
(x, y)ͱ͢Δɻ

4.5 Simulation-based Privacy

V iewπ
P1
(x, y), V iewπ

P2
(x, y)ʹରͯ͠, ҎԼͷࣜΛຬͨ͢

֬཰తଟ߲ࣜؒ࣌ΞϧΰϦζϜͰ͋ΔγϛϡϨʔλSπ
P1
, Sπ

P2

͕ଘ͢ࡏΔ࣌, ؔ਺ f(x, y)ΛධՁ͢Δ௨৴ϓϩτίϧ π͸

semi-honestԾఆͰ҆શͰ͋Δͱ͍͏.

V iewπ
P1
(x, y) ≡c S

π
P1
(x, f(x, y))

V iewπ
P2
(x, y) ≡c S

π
P2
(y, f(x, y))
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ɹ௚ײతʹ͸, ͋ΔύʔςΟͷ V iew ͷ֬཰෼෍͕, ͦͷ

ύʔςΟͷೖྗͱग़ྗΛҾ਺ͱ͢ΔγϛϡϨʔλ͕ͨͬ࡞

V iew ͷ֬཰෼෍ͱྔࢉܭతʹࣝผ͕Ͱ͖ͳ͍ࣄΛࣔ͢͜

ͱͰ, V iew ͔Βൿಗ৘ใ (͜ͷ৔߹ x΋͘͠͸ y)Λਪଌ

͢Δ͜ͱ͸Ͱ͖ͳ͍͜ͱΛҙຯ͍ͯ͠Δ. ͸ࡉৄ .রࢀ[8]

4.6 1-out-of-2 OTϓϩτίϧͷ҆શੑ

ఏҊख๏ʹΑΔൿີࢉܭΛ࣮͢ߦΔ࢖ʹࡍ༻͢Δ

1-out-of-2 OT ϓϩτίϧ͸, semi-honest Ծఆʹ͓͍

ͯ҆શͰ͋Δͱ͢Δ. ͭ·Γ, V iewOT
P1

((m0,m1), b),

V iewOT
P2

((m0,m1), b) ʹରͯ͠ҎԼͷࣜΛຬͨ͢γϛϡ

Ϩʔλ SOT
P1

, SOT
P2
͕ଘ͢ࡏΔ.

V iewOT
P1

((m0,m1), b) ≡c S
OT
P1

(m0,m1)

V iewOT
P2

((m0,m1), b) ≡c S
OT
P2

(b,mb)

ɹ͜͜Ͱ͸, P1 Λ OT ϓϩτίϧͷ Senderͱ͠ೖྗΛ 2

ͭͷϝοηʔδm0,m1 ∈ {0, 1}n, P2Λ Receiverͱ͠ೖྗ

Λ b ∈ {0, 1}ͱ͍ͯ͠Δ. ͸ࡉৄ [8, Section .রࢀ[7.3.2

4.7 ೋॏ҉߸จͷ҆શੑ

GCTΛߏ੒͢Δࡍʹ༻͍Δ, 2ͭͷڞ௨ݤͰ҉߸Խ͞Ε

͍ͯΔ҉߸จͷ҆શੑ͸, ֬཰తଟ߲ࣜؒ࣌ΞϧΰϦζϜ

Ͱ͋Δࣝผث Dͱ҉߸ԽΦϥΫϧ OͱͷؒͰߦΘΕΔ࣮
ݧ Expdouble−σ

D(n) (Kv,Kb, (m0,m1))Ͱఆٛ͞ΕΔ.

( 1 ) ࣝผث D ͸ 2ͭͷݤ Kv,Kb
R←− {0, 1}n,ɹ͓Αͼ n

Ϗοτ௕ͷ 2ͭͷϝοηʔδ m0,m1 Λड͚औΓ, ҉

߸ԽΦϥΫϧ OʹૹΔ.

( 2 ) ҉߸ԽΦϥΫϧ͸, Ͱ͋Δݤ K̄b
R←− {0, 1}n Λબ୒͢

Δ. ͦͷޙ, બ୒Ϗοτ σ ∈ {0, 1}Λड͚औΓ, ҎԼͷ

Α͏ͳ 2ͭͷ҉߸จΛࣝผث DʹૹΔ.

(c0 = EKv (EKb(m0)), c1 = EKv (EK̄b
(mσ)))

( 3 ) ࣝผث D͸ σͷ༧ଌ஋ σ′ Λग़ྗ͢Δ.

ɹ͜ͷ࣌, Լܸ߈બ୒ฏจ͕ࣜํ߸҉ݤ௨ڞΔ͍ͯ͠༺࢖

ͰڧൿಗੑΛຬͨ͢ͳΒ, ҎԼ͕੒Γཱͭ.

|Pr[Expdouble−0
D(n) (Kv,Kb, (m0,m1))→

1]− Pr[Expdouble−1
D(n) (Kv,Kb, (m0,m1))→ 1]| < ε(n)

͸ࡉৄ [9,Section .রࢀ[3.2.1

4.8 Active − GCTs,Inactive − GCTs

ஶऀΒ͕ఏҊͨ͠ख๏Λ༻͍ͯൿີࢉܭΛ͢Δࡍ, ࢉܭ

ͳ͍GCT͠༺࢖,ΔGCTΛActive−GCTsͱ͢͠༺࢖ʹ

Λ Inactive − GCTsͱ͢Δ. ·ͨ, ID ͕ Lvi ͷ GCTΛ

GCTLvi
ͷΑ͏ʹද͢هΔ. ྫ͑͹, 3.2અͰྫ୊ͱͯ͠༻

͍ͨ Garbled CircuitԽͨ͠ ZDDʹ͓͍ͯ, P1 ͷೖྗΛ

x = {a ← 1, c ← 1}, P2 ͷೖྗΛ y = {b ← 0}ͱͨ࣌͠,

Active−GCTs, Inactive−GCTs͸ҎԼͷΑ͏ʹͳΔ.

Active−GCTs = (GCTLv1
, GCTLv3

, GCTLv5
)

Inactive−GCTs = (GCTLv2
, GCTLv4

)

4.9 Active − keys, Inactive − keys

ஶऀΒ͕ఏҊͨ͠ख๏Λ༻͍ͯൿີࢉܭΛ͢Δࡍ, ࢉܭ

ΛKactݤΔม਺ϊʔυʹରԠ͢Δ͢༺࢖ʹ
v , ೖྗม਺ʹର

Ԡ͢ΔݤΛKact
e ͱ͢Δ. ·ͨ, ΛͦΕͧݤͳ͔ͬͨ͠༺࢖

Ε Kinact
v , Kinact

e ͱ͢Δ. 4.8અͰྫͨ͛ڍͰ͸ҎԼͷΑ

͏ʹͳΔ.

Kact
v = (Kv1 ,Kv3 ,Kv5)

Kinact
v = (Kv2 ,Kv4)

Kact
e = (Ka

1 ,K
b
0,K

c
1)

Kinact
e = (Ka

0 ,K
b
1,K

c
0)

5. ҆શੑධՁ

ஶऀΒ͕ఏҊͨ͠ख๏ʹΑΔൿີࢉܭ͸ semi-honestԾ

ఆʹͯ҆શͰ͋Δ. ͭ·Γ, V iewGC
P1

(x, y), V iewGC
P2

(x, y)

ʹରͯ͠ҎԼͷࣜΛຬͨ͢γϛϡϨʔλ SGC
P1

, SGC
P2
͕ଘࡏ

͢Δ.

V iewGC
P1

(x, y) ≡c S
GC
P1

(x, f(x, y)) (1)

V iewGC
P2

(x, y) ≡c S
GC
P2

(y, f(x, y)) (2)

ɹ͜͜Ͱ͸,ยํͷύʔςΟͷV iew͕,ൿಗ৘ใΛਪଌ͢Δ

semi-honestԾఆʹ͓͚Δऀܸ߈ʹྲྀग़ͨ͠ͱͯ͠΋, ܸ߈

ऀ͸ൿಗ৘ใΛਪଌͰ͖ͳ͍͜ͱΛγϛϡϨʔγϣϯύϥμ

ΠϜΛ༻͍ͯূ໌͢Δ. ·ͨ, ൿີࢉܭΛ͢Δ࿦ཧؔ਺΁ͷ

P1 ͷೖྗΛ x = (x1 ← b1, x2 ← b2, ..., xn ← bn), P2 ͷೖ

ྗΛ y = (y1 ← bn+1, y2 ← bn+2, ..., yn ← b2n), bi ∈ {0, 1}
ͱ͢Δ.

5.1 P1 ͷ V iew͕ྲྀग़ͨ͠৔߹

SGC
P1

(x, f(x, y))͕ߏ੒Ͱ͖Δ͜ͱͰ, V iewGC
P1

(x, y)͕߈

ܸऀʹྲྀग़ͨ͠ͱͯ͠΋, P2 ͷൿಗ৘ใͰ͋Δ yΛऀܸ߈

͸ਪଌͰ͖ͳ͍͜ͱΛࣔ͢. V iewGC
P1

(x, y)͸ P1 ͷ࿦ཧؔ

਺΁ͷೖྗ x, ࿦ཧؔ਺ͷग़ྗ஋ f(x, y), P2 ͱ࣮͢ߦΔ n

ճͷ 1− out− of − 2OT ϓϩτίϧͷ V iewOT
P1
Ͱߏ੒͞

ΕΔ.

V iewGC
P1

(x, y)

:= (x, f(x, y), V iewOT
P1

((Ky1
0 ,Ky1

1 ), bn+1)

, ..., V iewOT
P1

((Kyn
0 ,Kyn

1 ), b2n))

ɹ 4.6અʹͯ SOT
P1
ͷଘࡏΛอূͨ͠ͷͰ, SGC

P1
(x, f(x, y))

ΛҎԼͷΑ͏ʹߏ੒͢Δ.

SGC
P1

(x, f(x, y))

:= (x, f(x, y), SOT
P1

(Ky1
0 ,Ky1

1 ), ..., SOT
P1

(Kyn
0 ,Kyn

1 ))

－1106－



ɹ V iewGC
P1

(x, y)ͱ SGC
P1

(x, f(x, y))͕ྔࢉܭతʹࣝผ͕ࠔ

೉Ͱ͋Δ͜ͱΛࣔ͢. ೚ҙͷଟ߲ࣜؒ࣌ΞϧΰϦζϜDΛ

ॴ࣋͢Δऀܸ߈ͷΞυόϯςʔδ AdvP1

D(n) Λ

AdvP1

D(n) := |Pr[D(1n, V iewGC
P1

(x, y))→
1]− Pr[D(1n, SGC

P1
(x, f(x, y)))→ 1]|

ͱఆٛ͢Δ͜ͷ࣌

AdvP1

D(n) < ε(n)

͕੒ཱ͢Δ͜ͱΛϋΠϒϦοτ࿦๏ʹͮ͘جഎཧ๏Ͱূ໌

͢Δ. ϋΠϒϦοτ෼෍ Hi Λ

Hi := (1n, x, f(x, y), V iewOT
P1

((Ky1
0 ,Ky1

1 ), bn+1), ...

, V iewOT
P1

((Kyi
0 ,Kyi

1 ), bn+i)), SOT
P1

(Kyi+1

0 ,Kyi+1

1 ), ...

, SOT
P1

(Kyn
0 ,Kyn

1 ))

ͱఆٛ͢Δ. ͜ͷ࣌, AdvP1

D(n) ͸

AdvP1

D(n) = |Pr[D(Hn)→ 1]− Pr[D(H0)→ 1]|

ͱͳΔ. എཧ๏ͷԾఆͱͯ͠, ͋ΔDʹରͯ͠ AdvP1

D(n) ͕

ແࢹͰ͖ͳ͍ͱ͢Δ. ͢ͳΘͪ

AdvP1

D(n) = |Pr[D(Hn)→ 1]− Pr[D(H0)→ 1]| > ε(n)

͕੒ΓཱͭͱԾఆ͢Δ. ෆ౳ࣜʹΑΓ֯ࡾ
∑n

i=1 |Pr[D(Hi)→ 1]− Pr[D(Hi−1)→ 1]| > ε(n)

Αͬͯ͋Δ p(1 ≤ p ≤ n)ʹରͯ͠ҎԼͷ͕ࣜ੒Γཱͭ

|Pr[D(Hp)→ 1]− Pr[D(Hp−1)→ 1]| > ε(n)

n

ɹ͜ͷͱ͖DΛͯͬ࢖, తࣝผෆՄೳͰ͋Δͱอূྔࢉܭ

͍ͯ͠Δ V iewOT
P1
ͱ SOT

P1
Λࣝผ͢Δ D′ Λߏ੒Ͱ͖Δ͜

ͱΛࣔ͢.

D′ ͷߏ੒๏:

D′ ͸ೖྗ αΛड͚औΓ

(α
R←− V iewOT

P1
((K

yp

0 ,K
yp

1 ), bn+p) · ͨ ͸ α
R←−

SOT
P1

(K
yp

0 ,K
yp

1 ) )

ϋΠϒϦοτ෼෍ h̄Λੜ੒͢Δ.

h̄ = (1n, x, f(x, y), V iewOT
P1

((Ky1
0 ,Ky1

1 ), bn+1),

..., V iewOT
P1

((K
yp−1

0 ,K
yp−1

1 ), bn+p−1),

α, SOT
P1

(K
yp+1

0 ,K
yp+1

1 )), ..., SOT
P1

(Kyn
0 ,Kyn

1 ))

ͦͷޙ h̄ΛҾ਺ͱͯ͠DΛݺͼग़͢. D′ ͷग़ྗ͸Dͷग़

ྗͱ͢Δ.

ɹ D′ ͕ V iewOT
P1
ͱ SOT

P1
ΛࣝผͰ͖͍ͯΔ͜ͱΛ֬ೝ͢

Δ. ͜͜Ͱ, D′ ͷߏ੒๏ΑΓ

Pr[D′(α)→ 1|α R←− V iewOT
P1

((K
yp

0 ,K
yp

1 ), bn+p)]

= Pr[D(Hp)→ 1]

Pr[D′(α)→ 1|α R←− SOT
P1

(K
yp

0 ,K
yp

1 )]

= Pr[D(Hp−1)→ 1]

ͱͳΔ. Αͬͯ

|Pr[D′(α)→ 1|α R←− V iewOT
P1

((K
yp

0 ,K
yp

1 ), bn+p)]−
Pr[D′(α)→ 1|α R←− SOT

P1
(K

yp

0 ,K
yp

1 )]|
= |Pr[D(Hp)→ 1]− Pr[D(Hp−1)→ 1]| > ε(n)

n

ͱͳΓ, D′ ͸ V iewOT
P1
ͱ SOT

P1
Λࣝผ͓ͯ͠Γໃ६Ͱ͋Δ

ͨΊ, (1)͕੒Γཱͭ͜ͱΛূ໌ͨ͠.

5.2 P2 ͷ V iew͕ྲྀग़ͨ͠৔߹

SGC
P2

(y, f(x, y)) ,੒Ͱ͖Δ͜ͱͰߏ͕ V iewGC
P2

(x, y) ͕

,ग़ͨ͠ͱͯ͠΋ྲྀʹऀܸ߈ P1 ͷൿಗ৘ใͰ͋Δ x Λ

.͸ਪଌͰ͖ͳ͍͜ͱΛࣔ͢ऀܸ߈ V iewGC
P2

(x, y) ͸

P2 ͷ࿦ཧؔ਺΁ͷೖྗ y, ࿦ཧؔ਺ͷग़ྗ஋ f(x, y),

P1 ͷೖྗ x ʹରԠ͢Δ n ݤͷݸ Kx1
b1
,Kx2

b2
, ...,Kxn

bn
, ࠜ

ϊʔυʹରԠ͢Δ GCT ͷݤͱ ID Ͱ͋Δ Kv1 ||Lv1 , P1

ͱ࣮͢ߦΔ n ճͷ 1 − out − of − 2OT ϓϩτίϧͷ

V iewOT
P2

, Active − GCTs, Inactive − GCTs Ͱߏ੒͞Ε

Δ. Inctive − GCTs͸͔ऀܸ߈ΒݟΕ͹Ұ༷ϥϯμϜͰ

͋Γ, ൿಗ৘ใͷਪଌ͕ࠔ೉Ͱ͋Δ͜ͱ͸໌Β͔ͳͷͰ,

V iewGC
P2

(x, y)ΛҎԼͷΑ͏ʹఆٛ͢Δ.

V iewGC
P2

(x, y) :=

(y, f(x, y),Kx1
b1
, ...,Kxn

bn
,Kv1 ||Lv1 , Active−GCTs,

V iewOT
P2

((Ky1
0 ,Ky1

1 ), bn+1), ..., V iewOT
P2

((Kyn
0 ,Kyn

1 )

, b2n))

,ʹॳ࠷ GCTsҎ֎ͷϝοηʔδ͔܈Βൿಗ৘ใ xΛਪ

ଌ͢Δ͜ͱ͕ࠔ೉Ͱ͋Δ͜ͱΛࣔ͢. Kx1
b1
, ...,Kxn

bn
͓Αͼ

Kv1 ||Lv1 ͸, Ұ༷ϥϯμϜͰ͋ΔͨΊͯݟΒ͔ऀܸ߈ xΛ

ਪଌ͢Δͷ͸ࠔ೉Ͱ͋Δ. ·ͨ, 4.6અʹͯ SOT
P2
Λอূ͠

ͨͷͰ, ҎԼͷ͕ࣜ੒Γཱͭ

V iewGC
P2

(x, y) ≡c

(y, f(x, y),Kx1
0 , ...,Kxn

0 ,K ′
v1
||L′

v1
, Active−GCTs,

SOT
P2

(bn+1,K
y1

bn+1
), ..., SOT

P2
(b2n,K

yn

b2n
))

ɹ͜͜Ͱ͸, SGC
P2

(y, f(x, y))͸ x = (0, 0, ..., 0)ͱԾఆͯ͠

V iewΛੜ੒͢Δͱ͍ͯ͠Δ.·ͨ, K ′
v1 ||L

′
v1
͸γϛϡϨʔ

λ͕ੜ੒͢ΔࠜϊʔυʹରԠ͢Δݤͱ GCTͷ IDͰ͋Δ

ɹ࣍ʹ, Active−GCTs͔Βൿಗ৘ใΛਪଌ͢Δ͜ͱ͕ࠔ

೉Ͱ͋Δ͜ͱΛࣔ͢. Active − GCTs,Kact
v ,Kact

e ΛҎԼ

ͷΑ͏ʹఆٛ͢Δ.

Active−GCTs := (GCTLv1
, GCTLv2

, ..., GCTLvp
)

Kact
v := (Kv1 ,Kv2 , ...,Kvp)

Kact
e := (Ke

1 ,K
e
2 , ...,K

e
p)

ɹ͕ऀܸ߈ Active − GCTs, Kact
v ͓Αͼ Kact

e Λಘͯ,

Kinact
v Λਪଌ͢ΔΑ͏ͳܸ߈Λ૝ఆ͢Δ. ͦͷͨΊ, SGC

P2

͕Kact
v ͓ΑͼKact

e Λ༻͍ͯ Active−GCTsͱࣝผ͕Ͱ

͖ͳ͍ Fake − Active − GCTsΛߏ੒Ͱ͖Δ͔Λ͢࡯ߟ

Δ. Active − GCTs ͷ͏ͪ, ҉߸จ 1 ͭͰߏ੒͞Ε͍ͯ

Δ GCT ʹؔͯ͠͸ Active − keysͷΈ͔Βߏ੒͞Ε͍ͯ
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ΔͨΊ, SGC
P2
͸ Fake − GCT Λߏ੒ՄೳͰ͋Δ. ͔͠͠,

҉߸จ 2ͭͰߏ੒͞Ε͍ͯΔ GCT ʹؔͯ͠͸, Kinact
e ΋

,੒͞Ε͍ͯΔͨΊߏ͍ͯ༺ SGC
P2
͸҉߸ԽΦϥΫϧ O Λ

༻͍ͯ, Fake − GCT Λߏ੒͢Δ. 1 ͭͷ҉߸จΛͭ࣋

GCTLvi
(1 ≤ i ≤ p)ʹର͢Δ Fake−GCTLvi

Λද 4ʹ, 2

ͭͷ҉߸จΛͭ࣋ GCTLvi
ʹର͢Δ Fake−GCTLvi

Λද

5ʹࣔ͢.

ද 4 ҉߸จ͕ 1 ͭͷ Fake−GCT

Lvi

EKvi
(EKe

i
(Kvi+1 ||Lvi+1 ||0λ))

ද 5 ҉߸จ͕ 2 ͭͷ Fake−GCT

Lvi

EKvi
(EKe

i
(Kvi+1 ||Lvi+1 ||0λ))

EKvi
(EK̄e

i
(Kvi+1 ||Lvi+1 ||0λ))

௚ײతʹ͸҉߸จ͕ 2 ͭ͋Δ৔߹, ೖྗม਺ʹରԠ͢

Δࡍ࣮͕ݤͷೖྗͷ 0ͱ 1ͲͪΒʹରԠ͍ͯ͠Δͱͯ͠

΋, GCTΛ͢ࢉܭΔऀ͕ Kvi+1 ||Lvi+1 ΛೖखͰ͖ΔΑ͏,

Fake−GCT Λߏ੒͢Δ.

ɹ SGC
P2
੒͢Δߏ͕ Fake − active − GCTsΛҎԼͷΑ͏

ʹఆٛ͢Δ.

Fake− active−GCTs :=

(Fake−GCTLv1
, Fake−GCTLv2

, ..., Fake−GCTLvp
)

ɹ Active − GCTsͱ Fake − active − GCTs͕ྔࢉܭత

ʹࣝผ͕ࠔ೉Ͱ͋Δ͜ͱΛࣔ͢. ೚ҙͷଟ߲ࣜؒ࣌Ξϧΰ

ϦζϜ DΛॴ࣋͢Δऀܸ߈ͷΞυόϯςʔδ AdvP2

D(n) Λ

AdvP2

D(n) := |Pr[D(1n, Active−GCTs)→
1]− Pr[D(1n, Fake− active−GCTs)→ 1]|

ͱఆٛ͢Δ. ͜ͷ࣌

AdvP2

D(n) < ε(n)

͕੒ཱ͢Δ͜ͱΛϋΠϒϦοτ࿦๏ʹͮ͘جഎཧ๏Ͱূ໌

͢Δ.

ϋΠϒϦοτ෼෍ Hi Λ

Hi := (1n, GCTLv1
, ..., GCTLvi

, Fake−
GCTLvi+1

, ..., Fake−GCTLvp
)

ͱఆٛ͢Δ. ͜ͷ࣌, AdvP2

D(n) ͸

AdvP2

D(n) = |Pr[D(Hp)→ 1]− Pr[D(H0)→ 1]|

ͱͳΔ. എཧ๏ͷԾఆͱͯ͠, ͋Δ Dʹରͯ͠ AdvP2

D(n) ͕

ແࢹͰ͖ͳ͍ͱ͢Δ. ͢ͳΘͪ

AdvP2

D(n) = |Pr[D(Hp)→ 1]− Pr[D(H0)→ 1]| > ε(n)

͕੒ΓཱͭͱԾఆ͢Δ. ෆ౳ࣜʹΑΓ֯ࡾ
∑p

i=1 |Pr[D(Hi)→ 1]− Pr[D(Hi−1)→ 1]| > ε(n)

Αͬͯ͋Δ r(1 ≤ r ≤ p)ʹରͯ͠ҎԼͷ͕ࣜ੒Γཱͭ

|Pr[D(Hr)→ 1]− Pr[D(Hr−1)→ 1]| > ε(n)
p

ɹ GCTLvr
͕ 1ͭͷ҉߸จͷΈ͔Βߏ੒͞Ε͍ͯΔ৔߹,

Kinact
v ʹؔ͢Δ৘ใͷਪଌ͕ࠔ೉Ͱ͋Δ͜ͱ͸໌Β͔Ͱ͋

ΔͨΊ, ͜͜Ͱ͸ GCTLvr
͕ 2ͭͷ҉߸จͰߏ੒͞Ε͍ͯ

Δͱ͢Δ. GCTLvr
,͓Αͼ Fake−GCTLvr

͸ҎԼͷΑ͏

.੒͞Ε͍ͯΔͱ͢Δߏʹ ·ͨ, Kvj ∈ Kinact
v ͱ͢Δ.

ද 6 GCTLvr

Lvr

EKvr
(EKe

r
(Kvr+1 ||Lvr+1 ||0λ))

EKvr
(EK̄e

r
(Kvj ||Lvj ||0λ))

ද 7 Fake−GCTLvr

Lvr

EKvr
(EKe

r
(Kvr+1 ||Lvr+1 ||0λ))

EKvr
(EK̄e

r
(Kvr+1 ||Lvr+1 ||0λ))

͜ͷ࣌, DΛͯͬ࢖ೋॏ҉߸จͷ҆શੑΛഁΔࣝผثD′

Λߏ੒Ͱ͖Δ͜ͱΛࣔ͢.

D′ͱ҉߸ԽΦϥΫϧOͱͷؒͰߦΘΕΔ࣮ݧExpdouble−σ
D′(n)

ΛҎԼͷΑ͏ʹఆٛ͢Δ.

Expdouble−σ
D′(n) ͷߏ੒๏:

Expdouble−σ
D′(n) ͸ೖྗ

α = (Kvr , K
e
r , Lvr ,(Kvr+1 ||Lvr+1 ||0λ,Kvj ||Lvj ||0λ))

Λड͚औΓ,

m0 = Kvr+1 ||Lvr+1 ||0λ

m1 = Kvj ||Lvj ||0λ

ͱ͠, ҉߸ԽΦϥΫϧ O Λ༻͍ͯ 2ͭͷ҉߸จ (c0, c1)Λ

औಘ͢Δ. ͦͯ͠, ϋΠϒϦοτ෼෍ h̄Λੜ੒͢Δ.

h̄ = (1n, GCTLv1
, ..., GCTLvr−1

, (Lvr , c0, c1), Fake −
GCTLvr+1

, ..., Fake−GCTLvp
)

͜ͷ࣌, σ = 0ͳΒ͹ (Lvr , c0, c1) = Fake − GCTLvr
͕,

σ = 1ͳΒ͹ (Lvr , c0, c1) = GCTLvr
͕੒Γཱͭ͜ͱʹ஫

ҙ͢Δ.

ͦͷޙ, h̄ΛҾ਺ͱͯ͠ D Λݺͼग़͢. D′ ͸ D ͷग़ྗΛ

σͷਪଌ஋ σ′ ͱͯ͠ग़ྗͱ͢Δ.

D′ ͕ೋॏ҉߸จͷ҆શੑΛഁ͍ͬͯΔ͜ͱΛ֬ೝ͢Δ.

͜͜Ͱ Expdouble−σ
D′(n) ͷߏ੒๏ΑΓ
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Pr[Expdouble−0
D′(n) (α)→ 1] = Pr[D(Hr−1)→ 1]

Pr[Expdouble−1
D′(n) (α)→ 1] = Pr[D(Hr)→ 1]

ͱͳΔ.Αͬͯ

|Pr[Expdouble−0
D′(n) (α)→ 1]− Pr[Expdouble−1

D′(n) (α)→ 1]|
= |Pr[D(Hr)→ 1]− Pr[D(Hr−1)→ 1]| > ε(n)

p

ͱͳΓ, D′ ͸ σ ͷ஋ΛແࢹͰ͖ͳ͍֬཰Ͱਪଌ͍ͯ͠Δ.

͜Ε͸ೋॏ҉߸จͷ҆શੑΛഁ͍ͬͯΔͨΊ, ໃ६͕ࣔͤ

ͨ.

Ҏ্ͷٞ࿦ΑΓ, SGC
P2
ͷߏ੒Λ

SGC
P2

(y, f(x, y)) :=

(y, f(x, y),Kx1
0 , ...,Kxn

0 ,K ′
v1
||L′

v1
, SOT

P2
(bn+1,K

y1

bn+1
)

, ..., SOT
P2

(b2n,K
yn

b2n
), Fake−Active−GCTs)

ͱͨ࣌͠, (2)͕੒Γཱͭ͜ͱΛূ໌ͨ͠.

6. ·ͱΊ

ஶऀΒʹΑΔఏҊ๏͕, semi-honestԾఆͰ҆શͰ͋Δ͜
ͱΛূ໌ͨ͠. ͜͜Ͱͷূ໌͸ LindellΒͱಉ༷ͷγϛϡ
ϨʔγϣϯύϥμΠϜ [9]ͷٕ๏ʹΑΔ.
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