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Construction of anomaly based IDS based on entropy of traffic data

NORIMASA SAGISAKAL®  SHIGEKI Aoki''®?) Takao MIyAMOTO!

Abstract: Increase in APT(Advanced Persistent Threat) is a serious threat and requires effective detection
technology. Since APT include unknown attacks, anomaly-based IDS (Intrusion Detection System) is consid-
ered effective in detecting them. In this paper, we propose a method to detect suspicious traffic by learning
normal traffic in organization. First, traffic data is divided by number of packets, and features such as IP
addresses are extracted from the packets for each divided section. We calculate entropy from each extracted
features and generate feature vectors. We cluster the generated feature vectors. Next, we generate a feature
vector from new test data and select the closest cluster. We detect anomaly when distance between the
feature vector and the cluster center is greater than threshold. In the experiment, we confirmed effectiveness
of our method using MWS dataset.
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Fig. 1 Outline of Proposed Method.
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Fig. 2 Example of Anomaly Detection.
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Fig. 5 Comparison between results of Proposed Method
and Conventional Method. (s = 15%)
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