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Analysis of the Behavior of Visitors to Honeypots Imitating a Remote
Monitoring and Control System
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Abstract: With the spread of the Internet of Things (IoT), IoT devices have been leveraged in industrial
fields. It has been reported that there are important facilities using insecure remote monitoring and control
systems. To observe attacks on such systems, we have constructed and operated honeypots that imitate the
remote control and monitoring systems using real devices. Our observations of several years show that the
behavior of a visitor changes depending on the amount of information regarding the facilities exhibited in the
WebUI of the system. Moreover, we identify that a hacker forum is one of the sources to find the insecure
systems. We also observed human-operated multi-stage attacks, in which attackers first access the WebUI,
obtain the credential for remote maintenance service, then login to the system using the credentials for fur-
ther activities. Furthermore, we identify a highly distributed scanning system that conducts well-coordinated
Internet-wide scanning while staying under the radar.
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Fig. 3 Transition of number of new hosts in No.3 honeypot.
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fully logged in to Telnet.
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Fig. 5 Example of commands entered after logging in to Telnet
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Fig. 6 Number of unique hosts per month for the top AS in

terms of number of hosts using PLC’s discovery tool.
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Fig. 7 Destination of the discovery tool from the Tencent

hosts.
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