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Structural Analysis of Malicious Redirection Chains by Observing
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Abstract. Web-based cyber attacks, which infect computers with malware when users browse malicious websites, have become
a serious problem. Multiple websites are automatically redirect in order to make them more resilient to infrastructure takedowns
and to avoid blacklist registration by hiding malware distribution servers. An experiment in which a browser extension was
distributed to general users was carried out in June 2018, and information for about 10,000 users was collected as of January 2020.
In this paper, we propose a new method for identifying malicious redirection chains that capture the unique characteristics of them
by analyzing redirection information. Since the proposed method does not reference web content at all, it is unaffected by
obfuscation and can identify access to malicious websites. We evaluated the proposed method using the collected information and
determined that it is very effective in accurately identifying redirects to malicious websites.
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5**n7.com 2/80
e**k.club 1/80
h**tinlethemsed.info 1/71
h**tonsfeetred.info 4/71
i**brt.com 1/79
m**rosoft.com-repair-windows-system.live 1/69
p**checke.club 2/70

FTHIHRAAL 4 ERNBHLR— N CORERE
B R AL 4 WEYA B WA
a**etix.com MALWEARETIPS ftt, redirect adware
MALWEARETIPS ffi
MALWEARETIPS ffi
TROJAN KILLER fifi
ANY.RUN

a**rackingout.com redirect adware
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