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Measuring Web Security Governance
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Abstract: While websites are becoming more and more complex daily, the difficulty of managing them is
also increasing. It is important to conduct maintenance against these complex websites to strengthen their
security. However, misconfigurations and vulnerabilities are still being discovered on some pages of websites
and cyberattacks against them are never ending. In this paper, we newly apply the concept of security gov-
ernance to websites, and, as part of this, measure the consistency of settings and technologies used on these
websites. More precisely, we analyze multiple web pages with the same domain name and identify differences
in the security settings of HTTP headers and versions of software among them. Our measurement results
show that approximately 40% tested websites exhibit differences. For example, we found websites using a
JavaScript library with different versions across all pages. We identify causes of such governance failures and
propose the improvement plans.
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4 =Y 7 0.7%
5 R—Y 0 0.0%
6= 0 0.0%

% 9 jQuery DZHIT (Referer) & 2% (Host)

287t (Referer) 285 (Host) a
T7—ANMS=F4  Ty—AMS—=F1 3659
T77—AMNRN=F4 Y—KN=F~« 1,765
P—FKNN—=F7 T7—AMN—T+« 0
P— KN —F P— KN —F~ 68

5.3.3 jQuery OWMHAE

Wappalyzer 1%, URL O#HIMENTE & O JavaScript DFf
PIFRATIZ X D jQuery & ZDN—=Y 3 VERIIT 5. g
Wi, B ER % & D URL THNK jQuery D=V 3
VEMRHEITE 7%, https://a.example/lib/jquery.js
D&% URL e N—=YavzRATE RV, —/0

FMENTIZ, URL ICHIRIRIEHRD R TH, HBITH
HAFENTZ jQuery DNN—Ta VEMRMTES., ZDLD

BN O A THRAIT & 72 jQuery 1%, 644 { (67.4%,
N=955) O = 7%+ N CHEHAINTE YD, K8IIRT L
BY, HBER—VTHEAIN TV, I o BEERIMIZEH
TNz jQuery BN—Y a VEHIZHEEL L X 2 0RET
5728, KR8DAF A=V THHINZY = TH A b T
HEFHTHN Lz, TORE, Zhoy = TH A4 ML
N—=T g3 VEDRN URL IZHNA, #ED JavaScript 7 1
TN RIENZT 74V EHAWT jQuery % {#H
LTWz, 475DV RIVT 74V, webpack [20]
FOEV2a— NV RIIZEDERTEED, NV
T7AIIIMA, McdEARZN=U a3 D jQuery Z{H
FAU7ZR=UDPIFEELTZ. Lo T, BB NV FL
IN7 jQuery £-EFFHTEAL X jQuery DFEE S
NZ EHFIKT, AHZEHLTLE -7z HllTE 5.
5.3.4 jQuery DBRAE

jQuery OZIRAHIEIE, AXY A X npm DL Sy
T=URAx—VYyproXUra—RL, HHEOY —N
(77 —=AMN=T 1) IZBRIFL 7 jQuery ZHHT 2T
% [21], [22] &, Google X Microsoft &A% 3 2 A
Y=\ (= K R—=F 1) ITRFE N7z jQuery Z{HHT S
Fik (23], [24) O ZFEH L. TS jQuery DBIFGIED
HEWDRIN— 3 VERIZDRDBENRET 5728, jQuery
DZITE (Referer) B L EHG (Host) 2 Hai L7z, A~
DLMOLERHERER 9 ITRT. 77 —AMN=F 11Tk
A TNz jQuery BRI — K RX—F 1 DENED
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R 10 AW CTRE L7 AN F Y AR 5 5 E
WK BB LA NF Y ARE
HARIAVOBIE TTVr—vavbAv—nER (5.2.3)

VT A NREHEDE N (5.3.2)
X2V FxED HTTP Ny KDL EKE (5.2.2)
HEjfb MENY VT 7 AVOfEH (5.3.3)
F4 77 ) SHEDIRLE (5.3.4)
Y= R =T ¢ QRN (5.2.3, 5.3.4)
P — NS —F 112 & B HEA (5.3.1)
EfE¥ART

FTIAF -
XATAVS
TE S 7 B = 2 FA

5% o7, ZOW, jQuery DBIRL (77— A hX—
TAEZET— RN —=7 1) 2X=VHTH LTV
T 7Y A A, 407 M (42.6%, N=955) FFEL . ZD
ZIREDREN, jQuery N—Y a VERDRN /T
TH A hTIE, 106 1 (5.7%, N=1,862) L2 RS NT,
jQuery OSIBHIEDE WD, jQuery DN—T 3 VERD
—HERoTWEILERELTNS.

E7z, Y= FR—=7 1 BEILD jQuery ¥ 68 b2 Z
WM DE. ZTHIHEER SNS AT 1 TEHED Y — KX—
TAAVT UV EGRAALGT 4V RIRT L= LM
N, ZTOWET jQuery BEWINAEZZ L 2EH®RT S, Z
D&Y =N RN=F 123V FTUVIE, V71 NEH
FIZL2EVXR#ETH Y, BERHLURVSRE &5 afqEk
VHbB7D, EEPBLETH D [6].

=)
6. &Ei

6.1 ANFVRAFLDHE

METRELZHNF VAREIZH LT, £ 10127 4
DOUERERET 5.

HARSAVDORE. 7z 7V —NOFERHE, V=
TH A b OFIFHEHDHKIER I —F B 72D1TiE, MR
BN RIA VDOBREL X CEFLENTH L. %
BNEPID HO R, RETRHERIATLICETSY
27 FMMDOFREREE A LTHA RS A V2T 52
LIiZky, HRIZB -T2 T KR BEHTE S,
FRZIARKIZ, IV TFANDERENRLLZ T =71 b
PROMMBICER TS Z 2k, ANF UV ARE2OWE
M CE L. Uz THMTOREX Y = 7V 1 b O%EI
ZAEHBL W28, HA KT 1 > ORELRTEEALZ B <
ODEMNLREL S EHETH S [25).

X2 )T WEOEEME. TENC X B EHEMDRA
DAINF VAR B EENZREERE, 0 81t
THbD. KK, SecDevOps & HIFEIEH, DevOps 2%
FaV T DOEEEWMD ANDZ &2k b, BB
VATAL) Y = AR —EDEF 2 ) T4 K E HEML
T& 5. DevOps &, B EM, WEMREZHHFAL T
W, VAT L OATER A S N OAfifE % iz 2 — 3
NS 5 72D DI L TH S, DevOps D7zbDY —

VEEATAIEIZED, Tz 781 bOBREME, L
R, ¥7aq 0oz 7o A% HELTE % [26].
SecDevOps 1, Z® DevOps (2, AF V7 PEM, & a
TaA—F 4V, TAMNEDEF2) T REEREL,
BEeEie Y = 794 N X2V T Fz v o %
HEMLTE 5 27, AOWMTHELZHNF VAR 2D H
Tli&, HTTP ~y XDLEZEPHENY LT 74 LD
i, 5175 )BREDRBEORENYHFTE S,

YTIAFI—URRIAY N, HHEDRY — K-
T4 ATV ONERKTEREZIEET 2 Z &%, FHE
BLFEEARERHETE DRI Z [ < 7= DICEETH 5 [4], [6].
FAVTFIYRTERT Y — N =T 1 3T VIR
T, 50 UHEX Y >a— K U7 JavaScript 71 77V
ZEZOYV—RKR=F1aVFUYVOEHLEETHS. Zh
5 OEIIZIE, AR D &Sz, HEfbDZHDY —I2E
ATRETH S [7]. HlZIE, JavaScript DNy r—TI<
=Y ¥ npm I&, BEESREFTE2LEHIT, D
FATIVDEDN=VarvzEIns yra—RLT
AL TV —HEHTE 5 [22].

Tz 7Y A MORAFKEREY — RN—F 1« HEHIZEH
LEGATH-TH, BIBRLAEZAA RI14 U P[HHTARE
ey —, = RFKRX—=F 4 2V FUYEOERFESE
HAFBEZFIZEDIRETH L. P— R =T HEHIE
WTERLVARLDEF 2 T 1 AEPHERIZE I NS &
SHNF VA% E2 e NEETH S [28].

EHMREZHTM. HNAF Y AREE2RRITH 720
12, SecDevOps IZ& B F a2 ) F4F v ZITNA, MAr
MEETAE=ZIL58Fa )T FovI/HEETH
5. KFHECEMOF = v 72 @RICERT 22 iz &
D, BLUEIZHEHL TWED, vF )T o i EIRERI
BELTWE D, SRR Z TS 5 [29).

6.2 HiMODORE

AHFHETIE, HTTP X2V T4 N XDFEP Y =7
EMioN—2a v offi—EE oLz, LrLAEMRS, |
WZIEE#EE2EOZ E ZBEICRERNN—TVa v ER—T
MR = T A N BFET S 2] T jQuery
i, Y1 F—N"—Va BT A BAFEBERRNT S
T=2ADHY, N—=Ya vEHEAETHIER L L THE
WENTWS [7. 20k S nHEMEEORBEIC LD HNF
VARG RS 2 TY A ME, REBICERREEET S
Ganh b0, TOREPEEEEEE X SBONINE R
ETRETHD. LULAERYVzTYA N THIHEIR,
MG T 26 F 2 503 [30].

6.3 HIREIE
AROWTIE, Fl— KA VHE2RFDOR—=UIXA &
BHNPLTWBEEZ, TNOR—=VMIZIE - - 28 %25
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ELTWD., LALBASY 71 bOFIZIE, 5.2.1 i
KRR U2 E DO BY T RAA V2L HEALEZY = 7Y
1 NEFHET S, YOHAETY T Fa) T HNF
VA& B B AR ZERMIC & o THIRA 2 5 23,
YT RAA VL EDHFADANBHEWRTHDLEZD
N5, SHOFBEE Lz,

U = THEMOBRENZ B 1 B BT B & O BRI I,
533 HilCREMD L B, KEKT 2T —A0H 5. HIAE,
Wappalyzer [16] 238G U TV T = 7 HACRFEE A
MEICHREMA 72D = TEAGIMAITE R, Lirlk
25, JavaScript 74 77V by T =T D jQuery X%
Dty =7 EALOEMEZRMTETWZZ &6, Kot
2 & 2R UDPARFAERRICGE A HEBIINIVEEFZS.

AWFZE T, HARENMEMBICEEST 27 2791 b
EWRIZ, v TeXa) T HNF U RAEFHEL .
NIZB T 2R/ RERTH 5720, 7va— ILmZEHR
DOz THA MEHRE LI BT SBOMEL Lz,

6.4 fHziaiE

KFAETIE, V=TV 1 bOEBRR—-JIZ7T 7R AL,
F=REPELTWS., ZOK, HEDY TV MIA
MBEFRLEWE D, 727 APHEHZ2OMEIEL L&
BT, 77 ABEEOHERME 25 X OMEL-. £
72, REEIZ XL VREOREMMIC AN T« Tz 5
ZInd S, BRI R X A V&4 MM IR,
%2 DTz T A1 hESHLUE.

7. BHYIC

AL T 2 2 7Y MIHLT, EFa ) T4 NS
VARFIGHAL, TO—8E LT, Yz 7Y M
HAE TV ERERPHEMOM—M 2 AL . T NF U
EPET = THA P ERIETSI LD, EXa Y
T4 NERENE THTE, fRELTLY YTV ADMEL
ZEDS . AROTEREDL, KT = 7Y A O
HILPHREL, ZUTEeFa ) T4 ANF VRO E >
PR B Z e 2% T 5.
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