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֓ཁɿIoTثػͷར༻֦େʹ൐͍ɼIoTثػΛඪతͱܸͨ͠߈ʹΑΔඃࠁਂ͕֐Խ͍ͯ͠Δɽޙࠓ͸͕ثػ

࣋ͭ੬ऑੑΛར༻͢ΔͳͲɼ͞ΒͳΔܸ߈ͷߴ౓Խ͕༧૝͞ΕΔɽ͜ͷͨΊɼզʑ͸ IoTثػͷϑΝʔϜ

΢ΣΞղੳʹ͍ͨͮج༧උௐࠪΛ࣮͠ࢪɼIoTثػͰར༻͞ΕΔηΩϡϦςΟߏػͱιϑτ΢ΣΞͷΞο
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Ͱ͋ͬͨɽຊڀݚͰ͸ɼIoTثػͷௐࠪΛ͞Βʹେن໛͔ͭମܥతʹ࣮͠ࢪɼௐࠪʹΑͬͯ൑໌ͨ͠ηΩϡ

ϦςΟ্ͷ໰୊఺ͷཁҼΛ໌Β͔ʹ͢ΔͨΊʹ IoTثػͷϕϯμʹΠϯλϏϡʔΛ࣮ͨ͠ࢪɽ·ͨɼ༧උ

ௐ͔ࠪΒͷ৽ͨͳௐ߲ࠪ໨ͱͯ͠ɼΧʔωϧ΁ͷܸ߈ʹର͢ΔηΩϡϦςΟػೳɼLSMϕʔεͷηΩϡϦ

ςΟػೳΛ௥Ճ͠ɼ৽ͨͳௐࠪର৅ͱͯ͠ϑΝʔϜ΢ΣΞ͚ͩͰͳ͘ɼGPLιʔείʔυΛ௥Ճͨ͠ɽ͞

ΒʹɼମܥతͳௐࠪΛ࣮͢ࢪΔͨΊͷ৽ͨͳௐࠪख๏Λཱ֬ͨ͠ɽຊߘͰ͸ɼཱ֬ͨ͠ௐࠪख๏ʹ͍ͭͯ

આ໌͠ɼௐࠪʹΑͬͯಘΒΕͨ݁Ռɼ͓Αͼϕϯμ͔ΒͷΠϯλϏϡʔ݁Ռʹ͍ͭͯड़΂Δɽ
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by Software Analysis and Vendor Interview
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Abstract: The damage caused by attacks targeting IoT devices becomes more serious. It is expected that
attacks will become more sophisticated in the future. Therefore, we conducted a preliminary investigation
based on the firmware analysis of IoT devices and clarified the update status of the security mechanism and
software. However, the preliminary survey was limited, and the result was insufficient. In this research, we
conducted a large-scale and systematic survey of IoT devices and conducted an interview with the vendors of
IoT devices to clarify the factors of the security problems found by the survey. In addition, we added KASLR
and LSM-based security functions as new survey items, and added GPL source code as a new survey target.
Furthermore, we established a new survey method for conducting a systematic survey. In this paper, we
explain the processing flow of the program created when conducting these surveys and the survey method.
Finally, we describe the results actually obtained by the survey.
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ͨͳՁ஋Λ૑ग़͢Δ IoTʢInternet of Thingsʣͷར༻͕
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֦େ͍ͯ͠Δɽ͜Εʹ൐͍ɼIoTثػΛૂܸͬͨ߈΍Ϛϧ

΢ΣΞʹΑΔඃࠁਂ͕֐Խ͍ͯ͠ΔɽIoTܸ͞߈͕ثػΕ

ͨ৔߹ɼIoTܸ߈͕ثػͷ౿Έ୆ʹ͞ΕΔɼ͋Δ͍͸ IoT

ʹΑͬͯߏ੒͞ΕΔαʔϏε΍ IoTͦثػͷ΋ͷ͕ར༻ෆ

ՄೳʹͳΔ͕͋ੑݥةΔɽ

୅දతͳ IoTϚϧ΢ΣΞͰ͋ΔMirai [1]͸ɼ੬ऑͳύε

ϫʔυΛ࢖༻͢Δ IoTثػʹ৵ೖ͠ɼେن໛ͳϘοτωο

τΛ࡞੒͢Δɽ·ͨɼMirai͸ιʔείʔυ͕ެ։͞Εͯ

͍Δ͜ͱ͔Βɼ੬ऑͳύεϫʔυΛૂ͏Miraiʹྨͨ͠ࣅ
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IoTϚϧ΢ΣΞ͕਺ଟ֬͘ೝ͞Ε͍ͯΔɽ͔͠͠ɼࡏݱ͸

IoTϚϧ΢ΣΞͷܸ߈ख๏ͷଟ༷Խ͕ਐΈ [2]ɼޙࠓ͸ PC

ͱಉ༷ʹ͕ͭ࣋ثػ੬ऑੑΛར༻͢ΔͳͲɼܸ߈ͷߴ౓Խ

͕༧૝͞ΕΔɽ͜ͷͨΊɼIoTϚϧ΢ΣΞ΁ͷରࡦͱͯ͠ɼ

IoTثػͰ࢖༻͞ΕΔιϑτ΢ΣΞͷߋ৽ػೳ΍ɼηΩϡ

ϦςΟػೳΛඋ͑Δํ๏͕͋Δɽ

͔͠͠ɼIoTثػ͸൚༻తͳ PCͱൺֱ͠ɼιϑτ΢Σ

Ξͷࣗಈߋ৽ػೳ͕ී͓ͯ͠ٴΒͣ [3]ɼҰ౓ IoTثػͷ

੬ऑੑ͕ൃ͞ݟΕΔͱωοτϫʔΫʹ઀ଓ͍ͯ͠Δಉछͷ

IoT͕ثػҰ੪ʹӨڹΛड͚ΔɽͦΕ͚ͩͰͳ͘ɼҰൠత

ͳ PCͱൺֱ͠ɼϢʔβ͕೔ৗతʹ IoTثػΛ௚઀ૢ͢࡞

Δػձ͕গͳ͍͜ͱ͔Βɼιϑτ΢ΣΞͷߋ৽Λೳಈతʹ

ͷҙࣝΛ࣋ͬͨϢʔβ͸গࡦΓɼηΩϡϦςΟରͨ͠ࢪ࣮

ͳ͍ɽ͞ΒʹɼIoTثػͷར༻ؒظ͸ɼPCΑΓ΋௕͍͜

ͱ͕૝ఆ͞ΕΔͨΊɼιϑτ΢ΣΞͷߋ৽ͳͲ͕ద੾ʹߦ

ΘΕͳ͍৔߹Ͱ΋ɼ҆શʹར༻Ͱ͖Δ͜ͱ͕ٻΊΒΕΔɽ

զʑ͸ɼIoTثػͷιϑτ΢ΣΞͷηΩϡϦςΟ্ͷ՝

୊Λ໌Β͔ʹ͢Δ͜ͱΛ໨తͱͯ͠ϑΝʔϜ΢ΣΞղੳ

Ͱར༻͞Ε͍ͯΔثػɼIoT͠ࢪ༧උௐࠪΛ࣮͍ͨͮجʹ

ϝϞϦഁյܸ߈ʹର͢ΔηΩϡϦςΟߏػɼ͓Αͼιϑτ

΢ΣΞͷόʔδϣϯΛਪఆ͢Δ͜ͱͰΞοϓσʔτঢ়گͷ

࣮ଶΛ໌Β͔ʹͨ͠ [4]ɽ༧උௐࠪͷ݁Ռʹ͖ͮجɼଟ͘

ͷ IoTثػ͸ PCͱൺֱͯ͠ηΩϡϦςΟػೳ͕ෆे෼ͳ

ঢ়ଶͰϦϦʔε͞Ε͓ͯΓɼ·ͨ੬ऑੑ͕ใ͞ࠂΕ͍ͯΔ

ଓ͚͍ͯΔɼͱ݁͠༺࢖όʔδϣϯͷιϑτ΢ΣΞΛ͍ݹ

࿦෇͚ͨɽ͔͠͠ɼ༧උௐࠪͰಘΒΕͨ݁࿦͸Ҏ߱ʹड़΂

Δ؍఺͔ΒݶఆతͰ͋Δɽ۩ମతʹ͸ɼηΩϡϦςΟػೳ

ͷ͏ͪϝϞϦഁյܸ߈ʹର͢Δ΋ͷ͔͠ௐ͍ࠪͯ͠ͳ͍͜

ͱɼιϑτ΢ΣΞόʔδϣϯͷਪఆํ๏͕ݶఆతͳ͜ͱɼ

ௐࠪର৅͕ݶఆత͔ͭ࠷৽Ͱ͸ͳ͍͜ͱɼηΩϡϦςΟػ

ೳͷ௿ద༻཰΍͍ݹόʔδϣϯͷιϑτ΢ΣΞར༻ͷཧ༝

͕ෆ໌ɼͳͲ͕͛ڍΒΕΔɽΑͬͯɼIoTثػͷ͞ΒͳΔ

ௐ͕ࠪඞཁͰ͋Δͱ͑ߟΔɽ

ͦ͜ͰɼຊڀݚͰ͸ɼIoTثػͷιϑτ΢ΣΞղੳΛେن

໛͔ͭଟ֯తʹ࣮͠ࢪɼ͞ΒʹղੳʹΑͬͯ൑໌ͨ͠ IoT

ͷηΩϡϦςΟ্ͷ໰୊఺ͷཁҼΛ໌Β͔ʹ͢ΔͨΊثػ

ʹɼIoTثػϕϯμʹର͢ΔΠϯλϏϡʔௐࠪΛ࣮͢ࢪΔ

͜ͱͰɼIoTثػΛऔΓ͘רηΩϡΞ։ൃͷ࣮ଶௐࠪΛแ

ׅతʹ࣮ͨ͠ࢪɽιϑτ΢ΣΞղੳͷௐ߲ࠪ໨ͱͯ͠ɼϝ

ϞϦഁյܸ߈ʹର͢ΔηΩϡϦςΟߏػʹՃ͑ͯɼΧʔω

ϧ΁ͷܸ߈ʹର͢ΔηΩϡϦςΟػೳɼ͓ Αͼ LSMϕʔε

ͷηΩϡϦςΟػೳΛ௥Ճͨ͠ɽ·ͨɼௐࠪର৅͸ϑΝʔ

Ϝ΢ΣΞ͚ͩͰ͸ͳ͘ɼIoTثػͰ࢖༻͞ΕΔιϑτ΢Σ

ΞͷGPLʢGNU General Public Licenseʣʹ ैͬͯެ։͞

Ε͍ͯΔιʔείʔυʢҎԼɼGPLιʔείʔυͱݺͿʣ

΋ର৅ͱͨ͠ɽզʑ͸ɼ2000೥͔Β 2019೥ʹެ։͞Εͨ

֎಺ࠃ 13ϕϯμͷ IoTثػ 1510छʹؔ͢Δ 5,712ϑΝʔ

Ϝ΢ΣΞɼ2,379 GPLιʔείʔυΛऩूͯ͠ղੳͨ͠ɽ

ຊڀݚͷओͳݙߩ͸ҎԼͷ௨ΓͰ͋Δɽ

( 1 ) IoTثػͷηΩϡϦςΟ͓ߏػΑͼιϑτ΢ΣΞόʔ

δϣϯͷମܥతͳௐࠪํ๏Λཱ֬ͨ͠ɽ͜ͷௐࠪํ๏

Λ༻͍ͨຊௐࠪ͸ɼզʑ͕஌ΔݶΓॳΊͯͷେن໛͔

ͭ໢ཏతʹ࣮͞ࢪΕ͍ͯΔௐࠪͰ͋Δɽ

( 2 ) ࣮ଶௐࠪʹΑͬͯɼIoTثػ͸طଘͷηΩϡϦςΟػ

ೳΛे෼ʹ׆༻͍ͯ͠ͳ͍͜ͱΛ໌Β͔ʹͨ͠ɽ·ͨɼ

໿ 15೥ʹ౉ͬͯηΩϡϦςΟػೳͷద༻཰ͷมԽΛ

ௐࠪͨ݁͠ՌɼNX bit͸૿Ճ޲܏ɼPIE͸ݮগ޲܏ʹ

͋Δ͜ͱΛ໌Β͔ʹͨ͠ɽ

( 3 ) ར༻཰ͷ͍ߴ 32ϏοτͷϓϩηοαͷΞʔΩςΫνϟ

ʹ͸ɼηΩϡϦςΟػೳΛద༻ͯ͠΋ɼηΩϡϦςΟ

ͷޮՌ͕খ͍͞΋ͷ͕͋Δ͜ͱΛࣔͨ͠ɽ͞Βʹɼ্޲

ΞʔΩςΫνϟΛ 32Ϗοτ͔Β 64Ϗοτʹม͑Δ͜

ͱͰɼಛʹϝϞϦഁյ੬ऑੑܸ߈Λ؇࿨Ͱ͖ΔՄೳੑ

Λࣔͨ͠ɽ

( 4 ) IoT ϕϯμ΁ͷΠϯλϏϡʔʹΑͬͯɼιϑτثػ

΢ΣΞͷ੬ऑੑ͸όʔδϣϯΞοϓͰ͸ͳ͘ύονͰ

ରॲ͞ΕΔ͜ͱ͕͋Δ͜ͱΛ֬ೝͨ͠ɽΑͬͯɼιϑ

τ΢ΣΞ಺ͷόʔδϣϯ൪߸จ͍ͯͮجʹྻࣈ੬ऑੑ

ͷ༗ແΛௐࠪ͢Δํ๏͸ݕޡ஌Λੜ͡ΔՄೳੑ͕͋Δɽ

( 5 ) IoTثػϕϯμ΁ͷΠϯλϏϡʔʹΑͬͯɼIoTثػ

։ൃͷαϓϥΠνΣʔϯʹ͓͚Δ੍໿৚݅Λ໌Β͔ʹ

ͨ͠ɽνοϓϕϯμ͕ఏ͢ڙΔ SDKʹ͍ͯͮج IoT

ϕϯμ͕ηΩϡثػϕϯμ͕։ൃ͢Δ৔߹ɼIoTثػ

ϦςΟରࡦͱͯ͠Ͱ͖Δ͜ͱʹূݕίετ΍ܖ໿্ͷ

੍໿৚͕݅͋Δɽ

2. ੬ऑੑͱηΩϡϦςΟػೳ

2.1 IoTثػͷ੬ऑੑͱϚϧ΢ΣΞͷڴҖ

IoTثػΛૂͬͨ୅දతͳϚϧ΢ΣΞͱͯ͠ɼMirai [1]

͕͋ΔɽMirai͸ɼਪଌ͕༰қͳύεϫʔυΛ࢖༻͢Δ IoT

ΛϘοτثػΛର৅ʹɼTelnetΛ༻͍ͯ৵ೖ͠ɼIoTثػ

Խ͢ΔɽϘοτԽͨ͠ IoTثػ͸ɼײછͷ֦େԽͷͨΊʹɼ

ଞͷ IoTثػʹಉ༷ͷख๏Ͱ৵ೖΛࢼΈΔɽऀܸ߈͸ɼ͜

ͷΑ͏ʹͯ͠࡞੒ͨ͠ϘοτωοτΛ༻͍ͯɼDDoSܸ߈

Λ͏ߦɽMiraiʹΑΓߏங͞ΕͨϘοτωοτ͸ɼ2016೥

8݄ʹॳΊͯ؍ଌ͞Εͨɽ·ͨɼಉ೥ 9݄ʹιʔείʔυ

͕ެ։͞Εɼଟ͘ͷMiraiѥछ͕࡞੒͞Εͨɽ2019೥ʹ؍

ଌ͞ΕͨMiraiͷѥछ ECHOBOT [5]͸ɼ೚ҙͷίϚϯυ

ߦՄೳͷ੬ऑੑʢCVE-2017-17215ʣ΍ԕִίʔυ࣮ߦ࣮

Մೳͷ੬ऑੑʢCVE-2013-4863ʣͳͲΛར༻͠ɼIoTثػ

ͷ੬ऑੑΛར༻͢Δثػછ͢Δɽ͜ͷΑ͏ʹɼײʹ IoTϚ

ϧ΢ΣΞ͕؍ଌ͞Ε࢝Ί͍ͯΔɽ

͜ͷͨΊɼIoTثػΛ҆શʹར༻͢ΔͨΊʹ͸ɼιϑτ

΢ΣΞͷ੬ऑੑ΁ͷରࡦΛద੾ʹ࣮͢ࢪΔ͜ͱ͕ॏཁͰ͋

ΔɽҎ߱Ͱ͸ɼௐࠪର৅ͱܸͨ͠߈Λ؇࿨Ͱ͖ΔػೳʢҎ

߱ɼηΩϡϦςΟػೳʣͱιϑτ΢ΣΞʹ͍ͭͯड़΂Δɽ
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2.2 ηΩϡϦςΟػೳ

2.2.1 ೳػ) 1)ϝϞϦഁյܸ߈ʹର͢ΔηΩϡϦςΟػೳ

ίϯύΠϥʹΑΓ ELFϑΝΠϧʹద༻Ͱ͖ΔηΩϡϦ

ςΟػೳʹ͍ͭͯɼϑΝʔϜ΢ΣΞʹؚ·ΕΔ ELFϑΝ

Πϧ΁ͷద༻཰Λௐࠪͨ͠ɽ͜͜Ͱɼద༻཰ͱ͸ɼϑΝΠ

ϧγεςϜதͰ֤ηΩϡϦςΟػೳ͕ద༻͞Ε͍ͯΔ ELF

ϑΝΠϧ਺Λɼશ ELFϑΝΠϧ਺Ͱׂͬͨ஋Ͱ͋Δɽௐ

ࠪର৅ͷ 4ͭͷػೳʹ͍ͭͯҎԼʹઆ໌͢Δɽ

RELRO (RELocation Read-Only)ɿಈతϦϯΧͷػ

ೳʹΑΓɼԾ૝ΞυϨεۭؒ಺ͷओʹϥΠϒϥϦؔ਺ͷΞ

υϨεΛอ࣋͢ΔྖҬͰ͋Δ.gotηΫγϣϯΛಡΈࠐΈઐ

༻ʹ͢ΔηΩϡϦςΟػೳͰ͋Δ [6]ɽRELROΛ༗ޮʹ

͢Δ͜ͱͰɼELFϑΝΠϧͷϩʔυ࣌ʹΞυϨεղܾΛߦ

͍ɼ.gotηΫγϣϯΛಡΈࠐΈઐ༻ʹ͢Δɽ͜ΕʹΑΓɼ

GOTॻ͖ܸ߈͑׵Λ๷͢ࢭΔɽ

SSP (Stack Smashing Protection)ɿελοΫྖҬ಺

ͷϩʔΧϧม਺ͱϦλʔϯΞυϨεͷؒʹ canaryͱݺ͹

ΕΔ஋Λૠೖ͠ɼؔ ਺ͷ࣮ޙߦʹ canaryͷॻ͖͑׵ͷ༗ແ

Λ֬ೝ͢Δ͜ͱʹΑΓɼBuffer Overflowܸ߈Λݕ஌͢Δɽ

NX bit (No eXecute bit)ɿσʔλΛ഑ஔͨ͠ϝϞϦྖ

Ҭʹ࣮ߦෆՄଐੑΛ෇༩͢Δ͜ͱͰɼ͜ͷྖҬͷσʔλͷ

ΔɽBuffer͢ࢭېΛߦ࣮ Overflowܸ߈౳ʹΑΔίʔυΠ

ϯδΣΫγϣϯܸ߈ʹର͠ɼ༗ޮͰ͋Δɽ

PIE (Position Independent Executable)ɿELFϑΝ

ΠϧͷΞυϨεࢀরΛ૬ରΞυϨεʹ͢Δ͜ͱʹΑΓɼ࣮

Ͱ͖Δٕज़Ͱߦͳ࣮͘܎ؔʹϑΝΠϧ͕഑ஔ͞ΕΔ৔ॴߦ

͋ΔɽPIE͸ ASLRʢAddress Space Layout Randomiza-

tionʣͱซ༻͢Δ͜ͱʹΑΓɼ࣮ߦϑΝΠϧࣗ਎ͷϕʔε

ΞυϨεΛϥϯμϚΠζԽͰ͖Δ [6]ͨΊɼίʔυ࠶ར༻

࿚ͱͳΔɽݎରͯ͠ΑΓʹܸ߈

2.2.2 ೳػ) 2) Χʔωϧܸ߈ʹର͢ΔηΩϡϦςΟػೳ

Χʔωϧ͕ϩʔυ͞ΕΔΞυϨεΛϥϯμϚΠζԽ͢Δ

KASLR [7]ʹΑΓɼܸ߈ʹར༻͢ΔΧʔωϧ্ͷσʔλͷ

ΞυϨεͷׂΓग़͠Λࠔ೉ʹ͢Δɽ

2.2.3 ೳػ) 3) LSMϕʔεͷηΩϡϦςΟػೳ

LinuxͷϝΠϯϥΠϯʹؚ·Ε͍ͯΔ 4ͭͷ LSMϕʔ

εͷ੍ڧΞΫηε੍ޚͷηΩϡϦςΟػೳʢSELinux, Ap-

pArmor, Smack, TOMOYO LinuxʣΛௐࠪͨ͠ɽ

2.2.4 IoTثػͷ੬ऑੑ

จݙ [8]͸ɼϑΝδϯάʹΑΓ IoTثػ 17୆͔ΒϝϞϦ

ഁյܥͷ੬ऑੑ 15݅Λൃͨ͠ݟɽจݙ [9]͸ɼϑΝδϯά

ද 1 FWɼ͓Αͼ GPL ιʔείʔυ͔ΒղੳՄೳͳ߲໨ͷൺֱ

ղੳ߲໨ FW GPL

(1) RELRO, SSP, NX bit, PIE ద༻ͷ༗ແ !
(2) ιϑτ΢ΣΞͷόʔδϣϯ໊ͷऔಘ ! !
(3) ΞʔΩςΫνϟ৘ใͷऔಘ !
(4) όʔδϣϯؒͰͷൺֱ !
(5) ΧʔωϧઃఆϑΝΠϧͷऔಘ !

ʹΑΓ৽ͨͳ੬ऑੑ 2݅Λൃ͠ݟɼ͜ΕΒ͸͍ͣΕ΋όο

ϑΝΦʔόϑϩʔͷ੬ऑੑͰ͋ͬͨɽ͜ͷΑ͏ʹɼIoTػ

ΛୣऔͰޚ͸ϝϞϦഁյʹ୅ද͞ΕΔϓϩάϥϜͷ੍ʹث

͖Δ੬ऑੑ͕ଟ͘ଘ͢ࡏΔͨΊɼ͜ΕΒͷܸ߈Λ؇࿨Ͱ͖

Δલड़ͷηΩϡϦςΟػೳͷద༻͕༗ޮͰ͋Δɽ

2.3 ιϑτ΢ΣΞ

ΧʔωϧɿΧʔωϧͷछྨɼ͓Αͼόʔδϣϯ໊Λऔಘ͠

ͨɽIoTثػͰ࢖༻͞ΕΔΧʔωϧ͸ Linux͕ओྲྀͰ͋Δ

͜ͱ͕஌ΒΕ͍ͯΔ [10], [11]ɽ͔͠͠ɼLinuxʹ͸਺ଟ͘

ͷ੬ऑੑ͕ใ͞ࠂΕ͓ͯΓɼޙࠓ͸ Linuxͷ੬ऑੑΛૂͬ

ͨ IoTϚϧ΢ΣΞ΋૿Ճ͢Δͱ༧૝͞ΕΔɽͦ͜ͰɼLinux

ͷόʔδϣϯ໊Λ֬ೝ͢Δ͜ͱʹΑΓɼϑΝʔϜ΢ΣΞϦ

ϦʔεͱΧʔωϧͷόʔδϣϯͷؔ܎Λ໌Β͔ʹ͠ɼͲͷ

ఔ౓৽͍͠Χʔωϧ͕ར༻͞ΕΔͷ͔Λௐࠪͨ͠ɽ

ΞϓϦέʔγϣϯɿΞϓϦέʔγϣϯͷछྨɼ͓Αͼόʔ

δϣϯ໊Λऔಘͨ͠ɽBusyboxɼWebαʔόɼSSHαʔόɼ

͓Αͼ OpenSSLΛௐࠪର৅ͱͨ͠ɽIoTثػͰ͸ثػͷ

ઃఆΛ GUIΛ༻͍ͯ͏ߦ৔߹ͳͲʹWebαʔό͕༻͍Β

ΕΔɽ·ͨɼIoTثػͰ͸ɼܰྔ͔ͭߴ଎Ͱ͋Δ lighttpd

΍ mini_httpdͷར༻͕ଟ͘ɼόʔδϣϯʹΑͬͯ͸੬ऑ

ੑ͕ใ͞ࠂΕ͍ͯΔɽ·ͨɼBusyboxɼSSHαʔόɼ͓Α

ͼ OpenSSLʹ΋ಉ༷ʹ੬ऑੑ͕ଘ͢ࡏΔ৔߹͕͋Δɽ

3. IoTثػͷௐࠪ಺༰ͱௐࠪख๏

3.1 ௐࠪ಺༰ͱର৅

2.2અͰड़΂ͨηΩϡϦςΟػೳͷద༻཰ɼ͓Αͼ 2.3અ

Ͱड़΂ͨιϑτ΢ΣΞͷόʔδϣϯ৘ใΛௐࠪͨ͠ɽ

ௐࠪର৅Ͱ͋ΔϑΝʔϜ΢ΣΞʢFWʣɼ͓ ΑͼGPLιʔ

είʔυ͔ΒղੳՄೳͳ߲໨Λද 1ʹࣔ͢ɽϑΝʔϜ΢Σ

Ξ͸ɼΞϯύοΫʹ੒ޭͨ͠৔߹ɼ(1)͔Β (4)ʹ͍ͭͯղ

ੳͰ͖ΔɽҰํɼGPLιʔείʔυ͸ɼެ։͞Ε͍ͯΔ৔

߹ɼ(2)ͱ (5)ͷ৘ใΛऔಘ͠ɼղੳͰ͖ΔɽຊௐࠪͰ͸ɼ

GPLιʔείʔυΛɼϑΝʔϜ΢ΣΞղੳͰऔಘͰ͖ͳ

͔ͬͨ৘ใΛิ͢׬ΔͨΊʹར༻ͨ͠ɽ

3.2 ௐࠪख๏

3.2.1 ௐࠪखॱ

ௐࠪ͸ϓϩάϥϜऩूΛ͏ߦProgram CollectorɼϑΝʔ

Ϝ΢ΣΞղੳΛ͏ߦ Firmware Analyzerɼ͓ ΑͼGPLιʔ

είʔυղੳΛ͏ߦ Source code AnalyzerΛ༻͍࣮ͯࢪ

͠ɼηΩϡϦςΟػೳͷ׆༻ঢ়گ΍ར༻͞Ε͍ͯΔιϑτ

΢ΣΞͷόʔδϣϯ৘ใ౳Λநग़͢Δʢਤ 1ʣɽҎ߱Ͱ͸ɼ

֤ௐࠪίϯϙʔωϯτͷઆ໌Λ͏ߦɽ

3.2.2 ϓϩάϥϜऩू

IoTثػͷϑΝʔϜ΢ΣΞ͓Αͼ GPLιʔείʔυ͸ɼ

Program CollectorΛ༻͍ͯϕϯμαΠτ͔Βऩू͢Δɽ

ϑΝʔϜ΢ΣΞऩूɿ IoTثػΛൢച͢Δϕϯμ͸ɼࣗࣾ
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ਤ 1 ௐࠪखॱ֓ཁ

ͷ΢ΣϒαΠτʹͯϑΝʔϜ΢ΣΞΛެ։͍ͯ͠Δɽզʑ

͸ɼϕϯμͷ΢ΣϒαΠτ͔ΒϑΝʔϜ΢ΣΞͷμ΢ϯ

ϩʔυϦϯΫΛநग़͢ΔεΫϨΠϐϯάπʔϧΛɼऩूର

৅Ͱ͋ΔϕϯμͷαΠτຖʹ࡞੒ͨ͠ɽຊڀݚͰର৅ʹ͠

ͨϕϯμ͸ɼੈքతʹγΣΞͷ͍ߴϕϯμ͓Αͼࠃ಺ϕϯ

μͷ߹ܭ 13ࣾͰ͋ΔɽϑΝʔϜ΢ΣΞΛऩू͢Δʹ͋ͨͬ

ͯɼطଘڀݚͰ༻͍ΒΕΔ IoTثػͷఆٛʢωοτϫʔΫ

ʹ઀ଓ͢ΔػೳΛ༗͍ͯ͠Δثػʣʹै͍ɼզʑ͸͜ͷத

Ͱ΋ίϯγϡʔϚ͚޲ͷ੡඼ʢྫɿϗʔϜϧʔλʣΛ IoT

ͱΈͳͯ͠ϕϯμαΠτ͔ΒϑΝʔϜ΢ΣΞΛऩू͠ثػ

ͨɽͳ͓ɼIoT͔ثػͲ͏͔ͷ൑ผ͕೉͍͠ػछ΋গ਺Ͱ

͋Δ͕ଘ͢ࡏΔɽϑΝʔϜ΢ΣΞ͸ɼҰͭͷ੡඼ʹରͯ͠

ҟͳΔόʔδϣϯͷϑΝʔϜ΢ΣΞ͕ଘ͢ࡏΔͨΊɼզʑ

ͷπʔϧͰ͸ެ։͞Ε͍ͯΔશͯͷόʔδϣϯͷϑΝʔϜ

΢ΣΞΛऩूͨ͠ɽ

GPLιʔείʔυऩूɿ ϕϯμͷ΢ΣϒαΠτͰެ։͞

Ε͍ͯΔ৔߹͕ଟ͍ͨΊɼϑΝʔϜ΢ΣΞऩूͱಉ༷ͷํ

๏Ͱऔಘͨ͠ɽҰ෦ͷϕϯμ͸ɼೖखʹ͋ͨͬͯαϙʔτ

ηϯλʔ૭ޱʹ໰͍߹ΘͤΔඞཁ͕͋ͬͨͨΊɼखಈʹͯ

૭ޱʹϦΫΤετΛૹ৴ͯ͠ೖखͨ͠ɽ

3.2.3 ϑΝʔϜ΢ΣΞղੳ

ϑΝʔϜ΢ΣΞͷղੳΛ͏ߦ Firmware Analyzer͸ɼ4

ͭͷϞδϡʔϧͰߏ੒͞Ε͓ͯΓҎԼͷखॱͰղੳ͢Δɽ

FWΞϯύοΫ෦ͰϑΝʔϜ΢ΣΞΛΞϯύοΫ͠ɼநग़

͞ΕͨσʔλΛΞϯύοΫ੒൱൑ఆ෦ʹૹ৴͢ΔʢB-1ʣͱ

ͱ΋ʹɼΧʔωϧ৘ใΛऔಘ৘ใσʔλϕʔεʹૹ৴͢Δ

ʢB-2ʣɽΞϯύοΫ੒൱൑ఆ෦ͰΞϯύοΫͷ੒ޭ͕֬ೝ

͞Εͨ৔߹ɼநग़͞ΕͨϑΝΠϧγεςϜΛ FSอଘ෦ʹ

อଘ͢ΔʢB-3ʣɽͦͷޙɼΞʔΩςΫνϟղੳ෦ɼιϑτ

΢ΣΞղੳ෦ɼηΩϡϦςΟղੳ෦ʹղੳର৅ͷσʔλΛ

ૹ৴͠ʢB-4ɼB-6ɼB-8ʣɼ֤ղੳ෦ͰಘΒΕͨ৘ใΛऔಘ

৘ใσʔλϕʔεʹૹ৴͢ΔʢB-5ɼB-7ɼB-9ʣɽҎ߱Ͱ͸

֤Ϟδϡʔϧͷઆ໌Λ͢Δɽ

ϑΝʔϜ΢ΣΞʢFWʣΞϯύοΫ෦ɿϑΝʔϜ΢ΣΞ͔

ΒϑΝΠϧγεςϜͷநग़ɼ͓ΑͼΧʔωϧ৘ใͷऔಘ

Λ͏ߦɽ͜ͷࡍɼϑΝʔϜ΢ΣΞʹؚ·ΕΔϑΝΠϧͷ

நग़Λ͏ߦπʔϧͰ͋Δ Binwalk [12]Λར༻͢Δɽ·ͨɼ

Binwalk͸ɼϑΝʔϜ΢ΣΞͷղੳ࣌ʹɼϑΝʔϜ΢ΣΞ

ʹؚ·ΕΔϑΝΠϧͷࣜܗ΍όʔδϣϯ໊ͳͲͷ৘ใΛग़

ྗ͢Δɽ͜ͷग़ྗ݁Ռ͔ΒɼΧʔωϧ৘ใΛऔಘ͢Δɽ

ΞϯύοΫ੒൱൑ఆ෦ɿϑΝʔϜ΢ΣΞͷΞϯύοΫ͕ద

੾ʹ࣮͞ࢪΕ͔ͨ൱͔Λ൑ఆ͢Δɽ͜ͷࡍɼϑΝΠϧγε

ςϜ͕நग़͞Εͨ৔߹ΛΞϯύοΫ੒ޭͱΈͳ͢ɽ

ΞʔΩςΫνϟղੳ෦ɿϑΝΠϧγεςϜதͷ ELFϑΝΠ

ϧʹରͯ͠ fileίϚϯυΛ࣮͠ߦɼར༻͞Ε͍ͯΔΞʔ

ΩςΫνϟͷछྨͱϏοτ਺ʢ32/64ʣΛऔಘ͢Δɽ

ιϑτ΢ΣΞղੳ෦ɿϑΝΠϧγεςϜதͷ ELFϑΝΠ

ϧͷόʔδϣϯ৘ใΛԼهͷ 2௨ΓͰऔಘ͢Δɽ

• Δ͜ͱʹΑΓόʔ͢ߦΞϓϦέʔγϣϯΛ࣮ʹࡍ࣮
δϣϯ໊Λऔಘ͢Δɽ͜ͷࡍɼQEMU user mode em-

ulation [13]Λར༻ͨ͠ɽ

• ΞϓϦέʔγϣϯͷ࣮ߦϑΝΠϧʹ stringsίϚϯ

υΛ࢖༻͢Δ͜ͱʹΑΓɼόʔδϣϯ໊͕จྻࣈͱ͠

ͯग़ྗ͞ΕΔ৔߹͸ɼग़ྗ͞Εͨ৘ใΛऔಘͨ͠ɽ

͜ΕΒͷऔಘํ๏Ͱ͸ɼਖ਼نදݱΛ༻͍ͯόʔδϣϯ໊ͱ

ΘΕΔ৘ใΛநग़͢Δɽ͜ͷͨΊɼ༧උௐࠪࢥ [4]Ͱ࡞੒

ͨ͠ղੳϓϩάϥϜͷਖ਼نදݱΛɼਫ਼౓্޲ͱΧόϨοδ

֦େͷͨΊʹվྑͱ௥ՃΛͯ͠ɼղੳՄೳͳ࣮ߦϑΝΠϧ

Λ૿Ճͤͨ͞ɽ

ηΩϡϦςΟղੳ෦ɿRELROɼSSPɼNX bitɼPIEͷద

༻ͷ༗ແΛ֬ೝ͢Δɽ͜ͷࡍɼchecksec [14]Λར༻ͨ͠ɽ

3.2.4 GPLιʔείʔυղੳ

GPLιʔείʔυͷղੳΛ͏ߦ Source code Analyzer

͸ɼ3ͭͷϞδϡʔϧͰߏ੒͞Ε͓ͯΓɼҎԼͷखॱͰղ

ੳ͢ΔɽϑΝΠϧղౚ෦Ͱղౚ͞Εͨ GPLιʔείʔυ

ΛղౚޙϑΝΠϧอଘ෦ʹૹ৴͢ΔʢC-1ʣɽͦͷޙɼιϑ

τ΢ΣΞղੳ෦ɼηΩϡϦςΟղੳ෦ʹղੳର৅ͷσʔ

λΛૹ৴͠ʢC-2ɼC-4ʣɼ֤ղੳ෦ͰಘΒΕͨ৘ใΛऔಘ

৘ใσʔλϕʔεʹૹ৴͢ΔʢC-3ɼC-5ʣɽҎ߱Ͱ͸֤Ϟ

δϡʔϧͷઆ໌Λ͢Δɽ

ϑΝΠϧղౚ෦ɿऩूͨ͠ GPLιʔείʔυ͸ѹॖ͞Ε

͍ͯΔͨΊɼࣄલʹղౚͨ͠ɽ

ιϑτ΢ΣΞղੳ෦ɿGPLιʔείʔυதͷιϑτ΢ΣΞ

ͷόʔδϣϯ৘ใΛҎԼͷ 2௨ΓͰऔಘͨ͠ɽ

• GPLιʔείʔυͷϑΝΠϧ໊ʹɼιϑτ΢ΣΞ໊

ʹଓ͍ͯόʔδϣϯ໊͕هड़͞Ε͍ͯΔ৔߹ʹɼͦͷ

όʔδϣϯ໊Λऔಘ͢Δɽ

• ղౚޙͷσΟϨΫτϦ಺ʹɼର৅ͷιϑτ΢ΣΞͷ
όʔδϣϯ໊͕͞ࡌهΕ͍ͯΔ Makafileؚ͕·Εͯ

͍Δ৔߹ʹɼ͞ࡌهΕͨόʔδϣϯ໊Λऔಘ͢Δɽ

ηΩϡϦςΟղੳ෦ɿGPLιʔείʔυதʹ Linuxͷιʔ

είʔυ͕֨ೲ͞ΕͨσΟϨΫτϦ͕ଘ͢ࡏΔ৔߹ɼಉ
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ද 2 ऩूͨ͠ϑΝʔϜ΢ΣΞͱ GPL ιʔείʔυͷ಺༁
ϕϯμ ऩूͨ͠

FW

(1)ΞϯύοΫ

੒ޭ FW

(2)GPL

ιʔείʔυ

(1)ʹ΋ଘ

Δ͢ࡏ (2)

A 1,314 846 99 136

B 1,791 394 29 6

C 553 264 14 1

D 223 176 2 0

E 247 141 9 0

F 222 128 2 0

G 134 97 106 54

H 113 57 2,067 1

I 239 44 0 0

J 374 40 25 0

K 71 28 0 0

L 163 3 5 0

M 268 1 21 0

Total 5,712 2,219 2,379 198

ද 3 ೥͝ͱʹूͨ͠ܭΞϯύοΫ੒ޭϑΝʔϜ΢ΣΞͷ಺༁
೥ શͯͷ

FW

֤೥ͷϢχʔ

Ϋͳ FW

೥ શͯͷ

FW

֤೥ͷϢχʔ

Ϋͳ FW

2000 1 1 2011 35 28

2001 0 0 2012 46 39

2002 0 0 2013 68 51

2003 5 3 2014 122 75

2004 32 19 2015 247 136

2005 50 37 2016 340 178

2006 17 12 2017 375 220

2007 25 21 2018 387 214

2008 17 14 2019 264 146

2009 16 15 ෆ໌ 109

2010 63 37 Total 2,219 1,246
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ਤ 2 ϦϦʔε͞Εͨ೥͝ͱͷ֤ηΩϡϦςΟػೳͷద༻཰

σΟϨΫτϦ಺ʹ Linux ΧʔωϧͷઃఆϑΝΠϧʢྫɿ

.configϑΝΠϧʣؚ͕·Ε͍ͯΔ৔߹͕͋Δɽ.config

ϑΝΠϧʹ͸ɼLinuxΧʔωϧͷηΩϡϦςΟػೳʹؔ͢

Δઃఆ͕͞ࡌهΕ͍ͯΔͨΊɼ͜ͷ৘ใΛ΋ͱʹɼLinux

ΧʔωϧͷηΩϡϦςΟػೳ͕ར༻Մೳ͔൱͔Λௐࠪͨ͠ɽ

3.3 σʔληοτ

ऩूͨ͠ϑΝʔϜ΢ΣΞͱɼ͜ΕΒͷ͏ͪΞϯύοΫʹ

੒ޭͨ͠΋ͷɼ͓Αͼऩूͨ͠ GPLιʔείʔυͷ૯਺

Λද 2ʹࣔ͢ɽ·ͨɼऩूͨ͠ϑΝʔϜ΢ΣΞͷ೥͝ͱ

ͷ૯਺Λද 3ʹࣔ͢ɽද 2ͷ߲໨ʮ(1)ʹ΋ଘ͢ࡏΔ (2)ʯ

!"!
#!
$!
%!
&!!

!"#

!"#

'()

ਤ 3 ϕϯμ͝ͱͷ֤ηΩϡϦςΟػೳͷద༻཰

͸ɼΞϯύοΫʹ੒ޭͨ͠ϑΝʔϜ΢ΣΞͷ͏ͪɼରԠ͢

Δ GPLιʔείʔυ΋ଘ݅ͨ͠ࡏ਺Ͱ͋Δɽ

Ҏ߱Ͱ͸ɼϑΝʔϜ΢ΣΞର৅ͷௐࠪͰ͸ʮ(1)Ξϯύο

Ϋ੒ޭ FWʯΛɼGPLιʔείʔυର৅ͷௐࠪͰ͸ʮ(1)

ʹ΋ଘ͢ࡏΔ (2)ʯΛௐࠪର৅ͱ͢ΔɽϑΝʔϜ΢ΣΞͷ

Ξοϓσʔτճ਺͕ଟ͍ IoTثػ͸ɼௐࠪ݁Ռʹେ͖͘Ө

ΔͨΊɼ4ষͷਤ͢ڹ 2ͱਤ 3ͷௐࠪ݁ՌͰ͸ɼಉ͡೥ʹ

ෳ਺ճΞοϓσʔτͨ͠੡඼ʹؔͯ͠͸ɼͦͷ೥ͷ࠷৽ͷ

ϑΝʔϜ΢ΣΞͷΈΛධՁର৅ͱͨ͠ɽ͜ͷධՁର৅ͷ਺

͸ɼද 3ͷ߲໨ʮ֤೥ͷϢχʔΫͳ FWʯʹ֘౰͢Δɽ

4. ௐࠪ݁Ռ

4.1 ηΩϡϦςΟػೳͷద༻཰

RELROɼSSPɼNX bitɼ͓ Αͼ PIEͷ೥͝ͱɼ͓ Αͼϕ

ϯμ͝ͱͷద༻཰Λਤ 2ɼਤ 3ʹࣔ͢ɽਤ 2Ͱ͸ɼϑΝʔ

Ϝ΢ΣΞ͔Β ELFϑΝΠϧ͕நग़Ͱ͖ͨ 2003೥Ҏ߱ͷ݁

ՌΛ͍ͯͤࡌΔɽ·ͨɼਤ 3 Ͱ͸ɼௐࠪର৅ͷϑΝʔϜ

΢ΣΞ͕ 5݅Ҏ্ͷϕϯμΛ͍ͯͤࡌΔɽਤ 2ΑΓɼҎԼ

ͷ͜ͱ͕෼͔ΔɽPIE͸ɼ2011೥Ҏ߱ɼద༻཰͕ݮগʹస

͍ͯ͡ΔɽҰํɼNX bit͸ɼଞͷηΩϡϦςΟػೳͱൺֱ

͠ɼ2011೥Ҏ߱େ෯ͳ૿Ճ޲܏ʹ͋Δɽ·ͨɼਤ 3ΑΓɼ

ϕϯμʹΑͬͯద༻཰ʹ͸͕ࠩ͋Δ͜ͱ͕෼͔Δɽ

KASLRɼ͓Αͼ LSMϕʔεͷηΩϡϦςΟػೳͷར༻

༗ແΛɼΞϯύοΫʹ੒ޭͨ͠ϑΝʔϜ΢ΣΞʹରԠ͢Δ

GPLιʔείʔυ 198݅Λର৅ʹௐࠪͨ͠ɽΧʔωϧͷ

ઃఆϑΝΠϧΛ 48݅֬ೝͰ͖ͨ΋ͷͷɼ͜ΕΒͷηΩϡ

ϦςΟػೳΛ༗ޮʹ͍ͯ͠Δ΋ͷ͸֬ೝͰ͖ͳ͔ͬͨɽ

4.2 ιϑτ΢ΣΞͷόʔδϣϯ

ਪఆͨ͠όʔδϣϯʹ੬ऑੑ͕ใ͞ࠂΕ͍ͯͨ݅਺Λ

ද 4ʹࣔ͢ɽ·ͨɼϑΝʔϜ΢ΣΞΞοϓσʔτʹΑΓι

ϑτ΢ΣΞͷόʔδϣϯ͕มԽͨ͠੡඼ͷ૯਺Λද 5ʹࣔ

͢ɽௐࠪͰ͸ɼ࠷΋͍ݹόʔδϣϯͱ࠷΋৽͍͠όʔδϣ

ϯͷϑΝʔϜ΢ΣΞಉ࢜Λൺֱ͠ɼόʔδϣϯมԽΛ֬ೝ

ͨ͠ɽද 4ɼͰ͸ɼ2019೥ϦϦʔεͷ 264݅ͷϑΝʔϜ

΢ΣΞΛର৅ͱ͠ɼιϑτ΢ΣΞͷόʔδϣϯ໊ΛਪఆͰ

͖ͳ͔ͬͨ৔߹͸ௐࠪͷର৅֎ͱ͍ͯ͠Δɽ·ͨɼද 5Ͱ
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ද 4 2019 ೥ϦϦʔεͷϑΝʔϜ΢ΣΞͰਪఆͨ͠όʔδϣϯʹ੬

ऑੑ͕ใ͞ࠂΕ͍ͯͨιϑτ΢ΣΞͷ݅਺

੬ऑੑ Χʔωϧ
Busy

box

Web

αʔό

SSH

αʔό

Open

SSL

༗ 229 234 25 157 160

ແ 0 0 2 10 11

Total 229 234 27 167 149

ද 5 ϑΝʔϜ΢ΣΞΞοϓσʔτʹΑΓιϑτ΢ΣΞͷόʔδϣ

ϯ͕มԽͨ͠੡඼

มԽ Χʔωϧ
Busy

box

Web

αʔό

SSH

αʔό

Open

SSL

༗ 39 42 16 16 15

ແ 330 306 49 85 90

Total 369 348 65 101 105

ද 6 2019 ೥ϦϦʔεͷϑΝʔϜ΢ΣΞͷ Linux Χʔωϧͷόʔ

δϣϯ
όʔδϣϯ ૯਺ όʔδϣϯ ૯਺ όʔδϣϯ ૯਺

2.6.16 1 3.0.36 6 3.10.4 2

2.6.18 3 3.3.8 29 3.10.9 3

2.6.19 1 3.4.10 2 3.14.4 4

2.6.21 28 3.4.11 2 3.14.7 9

2.6.22 8 3.6.5 1 3.18.2 7

2.6.31 27 3.10.1 25 4.1.27 2

2.6.32 1 3.10.2 1 ෆ໌ 35

2.6.36 67

͸ɼΞοϓσʔτ͕ҰճҎ্ߦΘΕͨ੡඼͸ 418݅ଘ͠ࡏ

ͨɽ͜ͷ͏ͪɼൺֱ͢Διϑτ΢ΣΞͷόʔδϣϯ͕Ұํ

Ͱ΋ਪఆͰ͖ͳ͔ͬͨ৔߹͸ௐࠪͷର৅֎ͱ͍ͯ͠Δɽ

ද 4ɼද 5ΑΓɼଟ͘ͷ IoTثػ͸੬ऑੑ͕֬ೝ͞Εͯ

͍Διϑτ΢ΣΞΛར༻͍ͯ͠Δ΋ͷͷɼιϑτ΢ΣΞͷ

Ξοϓσʔτ͸࣮͞ࢪΕ͍ͯͳ͍͜ͱ͕ଟ͍͜ͱ͕෼͔Δɽ

·ͨɼ2019೥ϦϦʔεͷϑΝʔϜ΢ΣΞʢ264݅ʣͰར

༻͞ΕΔΧʔωϧͷόʔδϣϯΛද 6ʹࣔ͢ɽද 6Ͱ͸ɼ

όʔδϣϯ৘ใ͕ਪఆͰ͖ͳ͍৔߹͸ෆ໌ͱͨ͠ɽද 6Α

Γɼ͍ݹ΋ͷͰ Linux 2.6.16ʢ2006೥ 3݄ϦϦʔεʣɼ࠷

΋৽͍͠΋ͷͰ Linux 4.1.27ʢ2016೥ 6݄ϦϦʔεʣͱɼ

ଟ͘ͷϑΝʔϜ΢ΣΞ͸਺೥લ͔Βे਺೥લʹϦϦʔε͞

Εͨ LinuxΧʔωϧΛར༻͍ͯ͠Δ͜ͱ͕෼͔Δɽ

4.3 ΞʔΩςΫνϟͷछྨ

ΞʔΩςΫνϟ͝ͱͷར༻཰Λਤ 4ʹࣔ͢ɽਤ 4Ͱ͸ɼ

ϑΝʔϜ΢ΣΞ͔Βௐࠪର৅ͷ ELFϑΝΠϧ͕நग़Ͱ͖

ͨ 2003೥Ҏ߱ͷ݁ՌΛ͍ͯͤࡌΔɽਤ 4ΑΓɼଟ͘ͷ IoT

͸ثػ 32ϏοτͷMIPSΞʔΩςΫνϟΛར༻͓ͯ͠Γɼ

͜Εʹଓ͍ͯ 32Ϗοτͷ ARMΞʔΩςΫνϟͷར༻཰

ͱ͕෼͔ͬͨɽ·ͨɼ64ϏοτͷΞʔΩςΫνϟ͍͜ߴ͕

ͱͯ͠MIPSɼ͓Αͼ x86-64ΞʔΩςΫνϟ֬ೝ͞Εͨɽ

͔͠͠ɼਤ 4ΑΓɼ͜ΕΒ͕ར༻͞Εͨྫ͸ 2003೥͔Β

2019೥·Ͱ΄ͱΜͲଘͣͤࡏɼࡏݱʹ͓͍ͯ΋ 32Ϗοτ

ͷΞʔΩςΫνϟ͕ओྲྀͰ͋Δ͜ͱ͕෼͔ͬͨɽ

!
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ਤ 4 ΞʔΩςΫνϟͷ೥͝ͱͷར༻཰

5. ϕϯμ΁ͷΠϯλϏϡʔௐࠪ

࣮ଶௐࠪͰ͸ɼηΩϡϦςΟػೳ͕े෼ʹ׆༻͞Ε͍ͯ

ͳ͍ঢ়گɼ͓Αͼਪଌͨ͠ιϑτ΢ΣΞͷόʔδϣϯ৘ใ

͕ඞͣ͠΋࠷৽Ͱ͸ͳ͍͜ͱΛ໌Β͔ʹͨ͠ɽ͜ΕΒͷঢ়

Λൢثػੜ͍ͯ͠Δཧ༝Λ໌Β͔ʹ͢ΔͨΊɼIoTൃ͕گ

ച͢Δϕϯμෳ਺ࣾʹରͯ͠ΠϯλϏϡʔௐࠪΛ࣮ͨ͠ࢪɽ

5.1 ΠϯλϏϡʔௐࠪํ๏

ΠϯλϏϡʔௐࠪ͸ɼίϩφՒͷঢ়گΛؑΈͯɼϝʔϧ

Λར༻ͨ͠ΦϯϥΠϯΠϯλϏϡʔͷࣜܗͰ࣮ͨ͠ࢪɽΠ

ϯλϏϡʔௐࠪ͸ɼ࣮ ଶௐࠪͷର৅ʹͳ͍ͬͯΔ 13ࣾͷத

͔Β 4 ʢࣾҎ߱Ͱ͸ɼV1ɼV2ɼV3ɼV4ͱද͢هΔʣʹ ର͠

ೳʹؔ͢Δ࣭໰ɼ͓ػɽզʑ͸ɼηΩϡϦςΟͨ͠ࢪ࣮ͯ

Αͼιϑτ΢ΣΞͷόʔδϣϯʹؔ͢Δ࣭໰Λߦͳͬͨɽ

զʑ͸ɼ֤ࣾʹରͯ͠೚ҙͰͷΠϯλϏϡʔ΁ͷճ౴Λґ

པ͠ɼ·ͨճ౴಺༰ʹ͍ͭͯ͸໊ࣾΛಗ໊Խ্ͨ͠Ͱ࿦จ

Δ͜ͱͷঝೝΛಘͨɽ͢ࡌܝʹ

5.2 ΠϯλϏϡʔௐࠪ݁Ռ

5.2.1 ηΩϡϦςΟػೳ

ηΩϡϦςΟػೳʹ͍ͭͯ͸ɼ“ಉ͡ϕϯμͰ͋ͬͯ΋ɼ

੡඼ຖʹηΩϡϦςΟػೳͷద༻཰ʹ͕ࠩ͋Δ৔߹ʹ͍ͭ

ͯͷཧ༝” ʹ͍࣭ͭͯ໰ͨ͠ɽ

V1͓Αͼ V2͸ɼηΩϡϦςΟػೳΛҙࣝతʹద༻ͯ͠

͍ΔΘ͚Ͱ͸ͳ͍ɼͱճ౴ͨ͠ɽ·ͨɼV3͓Αͼ V4͔

Β͸ɼνοϓϕϯμ͔Βఏ͞ڙΕΔιϑτ΢ΣΞ։ൃΩο

τʢSDKʣ͕Ө͍ͯ͠ڹΔ͜ͱ͕ࢦఠ͞Εͨɽ͜ͷ৔߹ͷ

SDKͱ͸ɼϦϑΝϨϯεͱͳΔϑΝʔϜ΢ΣΞͰ͋Γɼ͜

ΕΛϕʔεʹ֤੡඼ͷϑΝʔϜ΢ΣΞΛ։ൃ͍ͯ͠ΔɽV3

͸ɼϏϧυ৚݅Λมͨ͠ߋ৔߹ͷӨൣڹғ͕ෆ໌Ͱ͋Δ͜

ͱ͔Βม͕҆ߋқʹͰ͖ͳ͍͜ͱΛࢦఠͨ͠ɽV4͸ɼη

ΩϡϦςΟػೳͷద༻ʹؔ͢ΔূݕίετʹՃ͑ͯɼνο

ϓϕϯμʹΑΔ SDKͷಈ࡞อূ΍αϙʔτͷՄ൱ʹ΋஫

ҙ͢Δඞཁ͕͋Δ͜ͱΛࢦఠͨ͠ɽ

͜ΕΒͷճ౴͔ΒɼηΩϡϦςΟػೳͷద༻཰ͷҧ͍ʹ

͍ͭͯ͸ɼϕϯμ֤ࣾͷ։ൃํ਑ͱ͍͏ΑΓ͸ɼνοϓϕ
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ϯμ͕ఏ͢ڙΔ SDKͷಛੑʹӨ͞ڹΕ͍ͯΔ৔߹͕ଟ͍

͜ͱ͕൑໌ͨ͠ɽ

5.2.2 ιϑτ΢ΣΞͷόʔδϣϯ

ιϑτ΢ΣΞͷόʔδϣϯʹ͍ͭͯ͸ɼ“ιϑτ΢ΣΞ

ʹ੬ऑੑ͕ൃ͞ݟΕͨ৔߹ͷରԠ”ɼ͓Αͼ “ιϑτ΢ΣΞ

ͷόʔδϣϯΞοϓɾ࠷৽Խ͢Δج४”ʹ͍࣭ͭͯ໰ͨ͠ɽ

શͯͷϕϯμ͔Βɼύονͷద༻ʹؔ͢Δ͕͋ٴݴΓɼ

ಛʹ V2ɼV3ɼV4͔Β͸ɼ੬ऑੑͷରॲͰ͸όʔδϣϯ

ΞοϓΛߦΘͣύονΛద༻͢Δ৔߹͕͋Δɼͱ͞ٴݴΕ

ͨɽV2͔ΒɼϞδϡʔϧͦͷ΋ͷ͸جຊతͳόʔδϣϯ

ͱͯ͠͸ਖ਼͍͠ɼͱ͍͏ճ౴͕͋ͬͨ΋ͷͷɼશͯͷϕϯ

μΑΓɼόʔδϣϯΞοϓͤͣʹύον͕ద༻͞Εͨ৔߹

͸όʔδϣϯ൪߸͔Β੬ऑੑΛࣝผ͢Δํ๏͸ਖ਼֬Ͱ͸ͳ

͍ɼͱͷࢦఠ͕͋ͬͨɽ

ϑΝʔϜ΢ΣΞΞοϓσʔτ࣌ͷιϑτ΢ΣΞͷ࠷৽Խ

ʹ͍ͭͯ͸ɼV1ɼV2ɼV3͔Β͸ඞͣ͠΋࣮͠ࢪͳ͍ͱͷ

ճ౴ΛಘͨɽV2͸ɼ੬ऑੑ͕֬ೝ͞Εͨ৔߹ͷΈόʔδϣ

ϯΞοϓΛ࣮͢ࢪΔͱճ౴͠ɼV3͸ɼ࠷৽Խʹ͢Δ͜ͱ

ʹΑΔ੡඼ʹର͢ΔӨڹ౓΍։ൃϦιʔεͷঢ়گʹΑͬͯ

Δͱճ౴ͨ͠ɽ͢౼ݕ৽Խ͢Δ͔Λ࠷

6. ࡯ߟ

6.1 PIEͷద༻཰͕ݮগ޲܏ʹ͋Δཧ༝

PIE Λద༻͍ͯ͠Δ৔߹͸ະద༻ʹൺ΂ɼΞʔΩςΫ

νϟʹΑͬͯ͸ॲཧ͕࣌ؒ໿ 5ʙ10%૿Ճ͢Δ͜ͱ͕஌Β

Ε͍ͯΔ [15]ɽ͜ͷͨΊɼ͜ͷΦʔόϔουΛճආ͍ͯ͠

Δ͜ͱ͕͑ߟΒΕΔɽ·ͨɼ32ϏοτͷΞυϨεۭؒͰ͸ɼ

ASLRͷΤϯτϩϐʔ͕ϒϧʔτϑΥʔεܸ߈ʹे෼଱͑

ΒΕΔ΄Ͳେ͖͘ͳ͍͜ͱ΋ཧ༝ͱͯ͑͠ߟΒΕΔ [16]ɽ

ਤ 4͕ࣔ͢௨ΓɼIoTثػ͸ 32ϏοτΞʔΩςΫνϟΛ

༻͍Δ৔߹͕ଟ͘ɼPIEʹΑΔར఺͕ಘΒΕʹ͍ͨ͘Ίɼ

ར༻཰͕ݮগ͍ͯ͠ΔՄೳੑ͕͋Δɽ

·ͨɼจݙ [16]Ͱ͸ɼϒϧʔτϑΥʔεܸ߈ʹ଱͑ΔΤ

ϯτϩϐʔΛ࣋ͭ ASLRͷઃܭʹ͸ɼ64ϏοτΞʔΩς

ΫνϟΛར༻͢΂͖ͱओு͍ͯ͠Δɽ͜ͷͨΊɼηΩϡΞ

ͳ։ൃΛ࣮͢ࢪΔ৔߹ɼίετΛྀ͢ߟΔඞཁ͕͋Δ΋ͷ

ͷɼ64ϏοτΞʔΩςΫνϟ͸े෼ʹબ୒ࢶʹͳΓಘΔɽ

6.2 Χʔωϧόʔδϣϯ΍ϓϩηοαͷ੍໿

LinuxΧʔωϧͷόʔδϣϯ΍ɼϓϩηοαͷΞʔΩς

ΫνϟʹΑΔ੍໿৚݅ʹΑΓɼͦ΋ͦ΋ KASLR΍ LSM

ϕʔεͷηΩϡϦςΟػೳΛར༻Ͱ͖ͳ͍৔߹͕͋Δɽ·

ͨɼSELinux͸૊ΈࠐΈثػͷϑΝΠϧγεςϜͰଟ͘ར

༻͞ΕΔ SquashFSͰ͸ར༻Ͱ͖ͳ͍ɽ͜ͷ͜ͱ͔Βɼη

ΩϡϦςΟػೳ͕ະ࢖༻Ͱ͋Δ৔߹͕ଟ͍ͱਪ࡯Ͱ͖Δɽ

6.3 ੬ऑੑௐࠪͷͨΊͷόʔδϣϯಛఆख๏ͷ՝୊

ιϑτ΢ΣΞʹؚ·ΕΔόʔδϣϯ൪߸จ͍ͮجʹྻࣈ

ද 7 ಉҰͷόʔδϣϯؒͰϋογϡ஋͕มԽͨ͠ιϑτ΢ΣΞ
มԽ Busybox Web αʔό SSH αʔό OpenSSL

༗ 242 33 36 34

ແ 64 12 48 54

Total 306 45 84 88

ͯ੬ऑੑͷ༗ແΛௐࠪ͢Δํ๏ʹ͸ɼ໰୊఺͕͋Δ͜ͱΛ

ϕϯμ΁ͷΠϯλϏϡʔௐࠪͰ໌Β͔ʹͨ͠ɽද 4ɼද 5

ΑΓɼ੬ऑੑ͕֬ೝ͞Ε͍ͯΔ΋ͷͷɼιϑτ΢ΣΞͷ

όʔδϣϯΞοϓΛߦΘͳ͍ IoT͕ثػଟ͍͜ͱ͕Θ͔

Δɽ͜ͷཧ༝ͱͯ͠ɼϕϯμͷճ౴ͷ௨Γɼιϑτ΢ΣΞ

ͷόʔδϣϯΞοϓͰ͸ͳ͘ɼύονΛద༻͢Δ͜ͱʹΑ

Γ੬ऑੑʹରॲ͍ͯ͠Δ͜ͱ͕͋Δɽ·ͨɼόʔδϣϯ໊

ͷޙΖʹʮdevel-XXXʯͳͲɼ௨ৗͷόʔδϣϯ໊Ͱ͸ͳ

͍όʔδϣϯ໊Λ΋ͭ lighttpd͕ଘͨ͠ࡏɽ͜ͷ͜ͱ͔Β

΋ɼύονΛద༻͍ͯ͠Δ͜ͱ͕ਪ͞࡯ΕΔɽ·ͨɼϕϯ

μ͔Βͷճ౴ͱͯ͠ɼύονΛద༻ͨ͠৔߹͸όʔδϣϯ

൪߸ʹมԽ͕ͳ͍৔߹͕͋Δͱࢦఠ͕͋ͬͨɽ

࣮ଶΛௐ΂ΔͨΊɼಉ͡੡඼ͷ͏ͪɼ࠷΋͍ݹόʔδϣ

ϯͱ࠷΋৽͍͠όʔδϣϯͷϑΝʔϜ΢ΣΞͷ྆ํ͕ಉ͡

όʔδϣϯͷಉ͡ιϑτ΢ΣΞΛར༻͍ͯ͠Δ৔߹ɼ྆ऀ

2ͭͷιϑτ΢ΣΞͷϋογϡ஋Λൺֱͨ͠ɽௐࠪର৅ͷ

4ͭͷΞϓϦέʔγϣϯͰ্هͷൺֱΛ݁ͨͬߦՌΛද 7

ʹࣔ͢ɽද 7͔Βɼಉ͡όʔδϣϯͷಉ͡ιϑτ΢ΣΞͰɼ

ϋογϡ஋͕ҟͳΔ৔߹͕ଟ͘ଘ͢ࡏΔ͜ͱ͕෼͔Δɽ͜

ͷݪҼͱͯ͠ɼύονͷద༻ʹΑΓɼϋογϡ஋͕ҟͳΔ

৔߹͕ଘ͢ࡏΔͱਪ࡯Ͱ͖Δɽ͜ΕʹՃ͑ͯɼϏϧυ͞Ε

ͨ೔෇΍ϑΝʔϜ΢ΣΞͷόʔδϣϯ͕ ELFϑΝΠϧʹ

ຒΊࠐ·Ε͓ͯΓɼϋογϡ஋͕ҟͳΔྫࣄ΋֬ೝͨ͠ɼ

Ҏ্ͷ͜ͱ͔Βɼ੬ऑੑͷ༗ແΛௐࠪ͢Δࡍ͸όʔδϣ

ϯ൪߸΍ϋογϡ஋ʹΑΔ୯७ͳൺֱͰ͸ͳ͘ɼύονద

༻ͷ༗ແΛؚΊͨΑΓৄࡉͳϓϩάϥϜղੳ͕ٻΊΒΕΔɽ

6.4 IoTثػ։ൃʹ͓͚ΔαϓϥΠνΣʔϯͷ՝୊

ϕϯμ΁ͷΠϯλϏϡʔௐࠪʹΑͬͯɼIoT Ληثػ

ΩϡΞʹ։ൃ͢ΔࡍʹɼͦͷϕʔεͱͳΔ SDKΛఏ͢ڙ

ΔνοϓϕϯμͱͷαϓϥΠνΣʔϯ্ͷ੍໿͕߲͋ࣄΔ

͜ͱΛ໌Β͔ʹͨ͠ɽThompsonͱ Zatko͸ɼIoTثػͷ

ηΩϡϦςΟػೳͷ௿͍ద༻཰ʹରͯ͠ɼ“ηΩϡϦςΟػ

ೳΛద༻͢Δ͜ͱ͸ͳΜΒ೉͍͜͠ͱ͸ͳ͍ͷͰɼIoTػ

Ͱར༻͢Διϑτ΢ΣΞͷϏϧυ࣌ʹ༗ޮʹ͢΂͖”ͱث

ఏ͍ͯ͠ݴΔ [17]ɽ͔͠͠ͳ͕Βɼ্هͷαϓϥΠνΣʔ

ϯΛؑΈΔͱ IoTثػϕϯμͷ౒ྗ͚ͩͰ͸ղܾͰ͖ͳ͍

໰୊Ͱ͋Δ͜ͱ͕Θ͔ΔɽΑͬͯɼIoTثػϕϯμ͚ͩͰ

͸ͳ͘ɼνοϓϕϯμʹରͯ͠΋ηΩϡϦςΟΛྀͨ͠ߟ

։ൃΛਐΊΔͨΊͷٕज़Λݕ౼͢Δඞཁ͕͋Δɽ

7. ཧྙڀݚ

σʔληοτͱͯ͠ར༻ͨ͠ϑΝʔϜ΢ΣΞɼ͓Αͼ
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GPLιʔείʔυ͸֤ϕϯμͷαΠτͰެ։͞Ε͓ͯΓɼ

୭Ͱ΋ೖखՄೳͳ΋ͷͰ͋Δɽ͜ΕΒΛऩू͢Δʹ͋ͨΓɼ

αΠτ΁ͷෛՙΛ௿͢ݮΔͨΊʹɼΞΫηε͸ҰൠͷΤϯ

υϢʔβ͕ࣗ͏ߦવͳಈ࡞ʹै͏Α͏ʹ࣮ͨ͠ࢪɽ۩ମత

ʹ͸ɼ֤ϕϯμͷαΠτʹΞΫηε͠ɼର৅ͱ͢Δ IoTػ

ͷ੡඼ϖʔδ͔Βμ΢ϯϩʔυϦϯΫΛ୳ͯ͠ऩू͠ث

ͨɽͦͷࡍʹɼΞΫηεͷִؒΛे෼ʹۭ͚Δ͜ͱͰɼα

Πτ΁ͷෛՙ͕ूத͢Δ͜ͱΛආ͚ΔΑ͏౒ྗͨ͠ɽ

8. ؔ࿈ڀݚ

จݙ [17]͸ 2018೥ʹਓؾͰ͋ͬͨ 28୆ͷϗʔϜϧʔλ

Λର৅ʹɼASLRɼNX bitɼRELROɼ͓Αͼ SSPͷద༻

཰Λௐ͍ࠪͯ͠Δɽ͜ͷௐࠪʹΑΓɼPCͱൺֱ͠ɼϗʔϜ

ϧʔλ͸ELFϑΝΠϧʹे෼ͳηΩϡϦςΟػೳΛద༻͠

͍ͯͳ͍͜ͱΛ͍ࣔͯ͠Δɽ·ͨɼશମతʹ ARMΛ࢖༻

͍ͯ͠ΔϗʔϜϧʔλͷํ͕ɼηΩϡϦςΟػೳͷద༻཰

͸ɼϗʔϜϧʔڀݚͱड़΂ΒΕ͍ͯͨɽզʑͷ͔ͨͬߴ͕

λʹݶΒͣ෯͍޿ IoTثػΛର৅ͱͯ͠େن໛ʹϑΝʔϜ

΢ΣΞɼGPLιʔείʔυɼ͓Αͼϕϯμ΁ͷௐࠪʹΑΓ

ղੳ͍ͯ͠ΔͨΊɼΑΓ IoTثػͷશମͷ޲܏Λ࣌ྻܥม

ԽΛؚΊͯࣔ݁͢Ռ͕ಘΒΕ͍ͯΔͱਪ࡯Ͱ͖Δɽ

จݙ [6]͸ 32/64bit LinuxσΟετϦϏϡʔγϣϯΛର

৅ʹRELROɼSSPɼPIEɼ͓ ΑͼAutomatic Fortification

ͷద༻཰Λௐࠪ͠ɼσΟετϦϏϡʔγϣϯຖͷීٴ౓ͷ

ҧ͍΍Ұ෦ͷରٕࡦज़͔͠ػೳ͍ͯ͠ͳ͍ྫࣄΛ໌Β͔ʹ

ͨ͠ɽຊڀݚ͸ɼIoTثػΛଟ֯తʹେن໛ௐࠪ͠ɼղੳ

ͨ͜͠ͱʹ৽͕͋ੑنΓɼIoTثػʹ͓͚Δ Linuxͷར༻

࣮ଶ΍ηΩϡϦςΟػೳͷద༻཰ͱཁҼΛ໌Β͔ʹͨ͠ɽ

จݙ [11]͸ LinuxΛར༻͢Δ૊ΈࠐΈثػͷϑΝʔϜ

΢ΣΞͷΤϛϡϨʔγϣϯͱಈతղੳΛ࣮͠ߦɼ੬ऑੑΛ

ௐࠪ͢Δ FIRMADYNEΛఏҊͨ͠ɽ͜Εʹର͠ɼզʑͷ

͸ɼϑΝʔϜ΢ΣΞΛ੩తɼ͓Αͼಈతʹղੳ͠ɼηڀݚ

ΩϡϦςΟػೳ͕ద༻͞Ε͍ͯͳ͍ཁҼΛௐࠪͨ͠ɽ

9. ͓ΘΓʹ

IoTثػͷιϑτ΢ΣΞͷηΩϡϦςΟ্ͷ՝୊Λ໌Β

͔ʹ͢Δ͜ͱΛ໨తʹɼϑΝʔϜ΢ΣΞͱGPLιʔείʔ

υΛղੳ͠ɼར༻͞ΕΔηΩϡϦςΟߏػ΍ιϑτ΢ΣΞ

ͷόʔδϣϯΛௐࠪͨ͠ɽ·ͨɼ͜ΕΒͷௐࠪ݁ՌΛ΋ͱ

ʹϕϯμ΁ΠϯλϏϡʔΛͨͬߦɽ

݁Ռͱͯ͠ɼIoTثػ͸ηΩϡϦςΟରे͕ࡦ෼ʹߦΘ

Ε͓ͯΒͣɼ·ͨ੬ऑੑ͕ଘ͢ࡏΔόʔδϣϯͷιϑτ

΢ΣΞΛར༻͠ଓ͚͍ͯΔ͜ͱ͕෼͔ͬͨɽ͜ͷཧ༝Λϕ

ϯμʹ࣭໰ͨ͠ͱ͜Ζɼϕϯμ֤ࣾͷ։ൃํ਑Ͱ͸ͳ͘ɼ

νοϓϕϯμ͕ఏ͢ڙΔ SDKͷಛੑʹӨ͞ڹΕ͍ͯΔ৔

߹͕ଟ͍ͳͲɼαϓϥΠνΣʔϯ্ͷ੍໿৚͕݅͋Δ͜ͱ

Λ໌Β͔ʹͨ͠ɽ·ͨɼ੬ऑੑʹରͯ͠͸ύονΛద༻͢

Δ͜ͱʹΑΓରॲ͞ΕΔ͜ͱ͕͋Δ͜ͱΛ֬ೝͨ͠ɽ

ͷ՝୊ͱͯ͠ɼ੬ऑੑͷ༗ແΛ൑ผ͢ΔͨΊʹϓϩޙࠓ

άϥϜͷύονΛղੳ͢Δٕज़ͷ࣮͕͋ݱΔɽ

ँࣙ ຊڀݚͷҰ෦͸ɼJSTɼ͞ ͖͕͚ɼJPMJPR1938ɼ͓

Αͼ JSPSՊݚඅ JP19H04111ͷॿ੒Λड͚ͨ΋ͷͰ͢ɽ
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