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Large-scale Survey on Secure Development of IoT Devices
by Software Analysis and Vendor Interview
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Abstract: The damage caused by attacks targeting IoT devices becomes more serious. It is expected that
attacks will become more sophisticated in the future. Therefore, we conducted a preliminary investigation
based on the firmware analysis of IoT devices and clarified the update status of the security mechanism and
software. However, the preliminary survey was limited, and the result was insufficient. In this research, we
conducted a large-scale and systematic survey of IoT devices and conducted an interview with the vendors of
ToT devices to clarify the factors of the security problems found by the survey. In addition, we added KASLR
and LSM-based security functions as new survey items, and added GPL source code as a new survey target.
Furthermore, we established a new survey method for conducting a systematic survey. In this paper, we
explain the processing flow of the program created when conducting these surveys and the survey method.
Finally, we describe the results actually obtained by the survey.
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