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Abstract: We have tried to support OAuth 2.0 based security profiles to Keycloak and found some issues. In this paper, we propose
a flexible method to resolve these issues and also support multiple security profiles and newly introduced ones that might be defined

in the future. Finally, we report the result of this method’s evaluation.
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8. TX L FUADORERITHE
423 HiTHARZT A TV A EFETT D, Fida~wy
K% 3217 L Keycloak % /L K9 5.

> git clone https://github.com/keycloak/keycloak.git

> cd keycloak

> git checkout eOfbfa722ec70c429c3e8dal9e5298dfbe9c57¢cl
> mvn install -Pdistribution -DskipTests

integration-
arquillian/tests/base/src/test/resources/log4j.properties @ T 7LD
ETDO A N7 U MafRRLe ZHOERHLETD.

A D=

log4j.logger.org.keycloak.services.clientpolicy=trace
log4j.logger.org.keycloak.testsuite.clientpolicy=trace

FANHODa~vy REFETT5.

> mvn -f testsuite/integration-arquillian/pom.xml ¥
install -DskipTests

> mvn -f testsuite/integration-arquillian/tests/base/pom.xml ¥
test -Dkeycloak.logging.level=info ¥
-Dtest=org.keycloak.testsuite.client.ClientPolicyBasicsTest
#testCreateDeletePolicyRuntime

FRa~r FE2ETTLE, FRRouZHARRsn5.

#triggerOnEvent,

Client Policy Operation :

event = AUTHORIZATION_REQUEST
#getProviders, Loaded Policy Name = MyPolicy
#doPolicyOperation, Policy Operation :

name = MyPolicy, provider id = client-policy-provider
#getConditions, Loaded Condition

id = 8657b817-9534-4a29-8e3f-6bbffob3e92f,

name = TestClientRolesCondition,

provider id = test-clientroles-condition
#isSatisfied, POSITIVE :: This policy is applied.
#getExecutors, Loaded Executor

id = b9b8164d-c835-482b-967d-23d2d1102bd1,

name = TestPKCEEnforceExecutor,

provider id = test-pkce-enforce-executor
#execute, EXECUTOR EXCEPTION :

name = TestPKCEEnforceExecutor,

provider id = test-pkce-enforce-executor,

error = invalid_request,

error_detail = Missing parameter: code_challenge_method
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