Computer Security Symposium 2020
26 - 29 October 2020

X1V TALR—FDILFSIRLSED-HD
FEY O ETILORLEREICER LIS M iERE OER

BmEBT wEm o I\ A B g EmT
Ml SR BRI kM mliEr R R B

BME: tX2 V7 VAR MNIEESND T UVERITRICE > TR TEY, AMEICEETSZLAR—- 1 2R
FHTOIIRS TRV, LR— FORNFITG L T—Mic 7252 encaEiul, Ex=2V 7 0421
—H =T ERFEOEX 2 VT 4 VIR— N EELTOOMTIZ D, ARTIE, My Z7ETAMICEIDESF2 YT o
LR—= FDO=LF TV EIT ) L EOCGEIHE SN~ AT FTULOE DM L2 AR E LT, NENME & 5
DXEENNECELRAL, ANBELEEZRNC MYy 7 BT VERMET DL L E2IRETDH. ¥—ARLT 4L L
TeXa VT 4R —8 123 2017 A D 2019 FITHITLTZ 2386 hDEX =2 U 7 ¢ LA — Mkt L CTIREF LA
WAL, MY ZETLVORGETH S Perplexity BT 52 & THE Y 7T VOPALERRNM L5 2 L 2
RUT. E7o, PULPERROR FICEEY, 7T AZ D T OMBENRL D 2 L 2R L.

F—IJ—F : BEER, ~VFIRY T, by IETN, ANERE, EX2UT 4 LER—

Applying Outlier Detection to Improving Modeling Accuracy of
Topic Models for Multi-Labeling Security Reports

Yoshiaki Shiraishi !
Yasuhiro Takano ™! Masakatu Morii ™!

Keisuke Furumoto
Masami Mohri ™

Yuki Osada™ Makoto Takita
Takeshi Takahashi

Abstract: Because the labels given to security reports vary from one security vendor to another, finding the reports associated
with the incidents is not easy. So, if we can label the reports appropriately according to their content, it will help the security
operators to get suitable security reports. In this paper, we propose a method for constructing a topic model for multi-label
classification of security reports, excluding outlier documents whose contents are different from other documents in order to
improve the quality of multi-labels. As a case study, the proposed method was applied to 2386 security reports published by eight
security vendors from 2017 to 2019. The results showed that considering the evaluation value of the topic model (Perplexity)
improved the generalization performance and the clustering results.
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