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Distantly Supervised Learning for Adversary Behavior Extraction

MAYO YAMASAKIH®

Abstract: Although threat reports are shared for effective incident responses, it is difficult to utilize
vast knowledge of natural language reports manually. Therefore, it has been proposed that supervised
machine learning-based extraction methods for adversary behaviors. However, these methods suffer
from low performance because of a shortage of labeled data with high costs to develop manually.
This paper proposes a distantly-supervised learning method that utilizes attack method names and
observables related to adversary behaviors and creates large pseudo labeled datasets without human
annotations. On a multi-label sentence classification task, this paper experimentally shows that the
proposed method with the pseudo labeled data and noise modeling networks achieved an F1l-score of
0.82, which is 0.29 higher than that of the conventional method. Furthermore, visualization of co-
occurrence relationships in adversary behaviors extracted from large scale threat reports shows that
the proposed method should be useful to obtain intelligence to be used to support operations such as
incident response.
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Input: Hackers sent emails containing URLs linked to Word files
with malicious macro that execute PowerShell script.

Output: Spearphishing Link, User Execution, PowerShell, Scripting
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Fig. 1 Adversary Behavior Extraction Task
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