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Evil Twin Attack Detection Method Using User Access Information
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Abstract: In recent years, public wireless LAN environment has been improved. Although free Wi-Fi in
a city is convenient, it comes with various security problems. One of the problems is Evil Twin Attack,
which spoofs a legitimate wireless LAN access point and carries out various attacks against users who are
mistakenly connected. Many methods for detecting Evil Twin Attack have been proposed. However, there
are still no perfect methods. In this study, we propose a method for detecting Evil Twin Attack that is easy
to deploy. It is a combination of two indicators: a method that focuses on RTT distribution and a method
that uses GPS & RSSI relationships. We did experiments to examine feasibility. The accuracy of detection
by RTT was 0.861, whereas I found the condition that can be detected by GPS & RSSI. Both results showed
certain utility.
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