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Pict Place Authentication: Realizing better security
for Recognition-based Graphical Authentication
by an alternative credential input scheme

MITSUHIRO YOSHIDAY® TETSUJU TAKADALP)

Abstract: There are three categories in the proposed image-based graphical authentication schemes. Among
them, recognition-based graphical authentication (RbGA) is expected to be an alternative to the conventional
authentication because it is considered to be easy for users to retain a user credential. However, the security
level of RbGA is almost same with 4-digit personal identification number authentication. We, then, propose
a novel RbGA named “Picture Place Authentication” (PPA). We changes the credential input scheme. The
scheme of PPA is to place credential images to a pre-determined position in the image-grid instead of simply
picking up the images. This change could improve security without increasing the number of credential
images. We implemented a prototype system and conducted an online experiment through a crowd-sourcing
service. The result shows that the memory load of a user credential is comparable to that of conventional
authentication methods.
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(1) FEX (recall)

(2) F3» DA EHAER (cued-recall)

(3) F#R\ (recognition)
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