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Study on User Preference of Authentication Rule
in Image-Generation-based Authentication

KENTARO IsuIr!®

Abstract: This paper studies an image-generation-based authentication method on what kind of authenti-
cation rules the users of the method prefer and whether the system of the method can generate the preferred
rule-based images. The targeted method aims at shoulder-surfing resident utilizing many images generated
by using the style mixing of StyleGAN, which is an implementation of Generative Adversarial Networks
(GAN). The genuine user of the method can distinguish the correct image from the dummy images by a
predefined generation rule. In the process of the rule definition, the genuine user needs to pick up both which
images should be correct images and which images should be dummy images. In this paper, we investigate
the process of the rule definition and discuss user preference.
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