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Extracting Common Behavior of SOC Analysts
for Efficient Security Operation
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Abstract: In a Security Operation Center (SOC), multiple analysts analyze alerts triggered by security
devices to determine if they are threats. Once a threat is identified, analysts notify it to a customer or
respond to it. This analysis and determination is not stylized and depend on experience and skills of SOC
analysts. Specifically, SOC analysts make decisions through trial and error. As a result, the analysis requires
a lot of time and the quality of the decision is not constant. Therefore, we propose a method for clarifying
the decision-making procedure and criteria of SOC analyst by extracting implicit knowledge from behavior
of SOC analysts. We record the actions taken by SOC analysts in their analysis, and extract the common
actions. The experimental result shows our method clarified the procedure for alert analysis, which was
previously implicit.
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Table 1 A list of actions we collect.
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R—=U7 7t (page) | WZl, Web ~— D URL
27 DHEH (tab) M%l, HEHLTWS X 7D Web
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HTML %%, 7V v 7kDRA
b
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XTF
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b+ =2k (copy, cut, | XFH|
paste)
XFHIA (input)

7 ) w7 (click)
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K%, Web *—>® URL, AJS
XFF

Fi%l, Web ~—Y® URL, xf
L HTML B#, A7 o—)E&
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A 21— (scroll)
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*1 https://developer.mozilla.org/ja/docs/Mozilla/
Add-ons/WebExtensions/Porting_from_Google_Chrome
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Fig. 1 Overview of our research.
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Table 2 Normalization process for each action content.
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Table 3 Participants in our research study.
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Table 4 A list of analysis scenarios.

F5 | BEMER | #RX 7 7 — MER HEST S | BEHEOHH
BRI RE

S1 ct PC iR TT 7 — MEMIZ/RT | tiagac3.png 28 WNEDT 7 ANZIETIL T LT
T T ANKIRT 2 F T AV AL KRB LRI E Y va—X %
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WEYL Y = TR EED N, B o.
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HengEbn, BEL 225 0%
LTIiEL .

S3 S? WAF T7 7 — MF#IZRT Y 2 | GET BT | ZOKEIZ Cisco WA THRE
IAMDPKAIENZ., TD WAF | /+CSCOT+/translation-table | \» Ntz Ho7~D0THY,
PR L LTWD Web ¥ —/NT | ?type=mst&textdomain= HWED Web H—1DT —F T2
I& WordPress 23 & 11T\ | /%2bCSCOEY%2b/portal _inc.lua F v LHEIRD720, WENENLT
5. AR OD, b5VIFHE | &defaultlanguage 522D\,
DFRAELUCTHB L D% W | &lang=../ status: 200
T5. response_size: 1423

Yogqa47 vl
2 95— Sf

TR, CHEDRIIZE > - BB % b e LTHRT
BEDRH BH, SEOERTIZZE DRI E 72 580 % 7
FTIERTETVWRWED, ZOWDIZLSBOHEETH .
4.3.2 BMERB®D Web 7 7 & AR
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BEHENEWIEIZEA TV, BIfiO Sk R2 S b5 &
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EHETHIENS, KOEELRU»SHEZITES LT
LITEPMEDBINE L DEREEATLLEZD. ZDLS

2 MESMES SRR TH D Z L EMAET 52— N

12, ML 72 SOC 7F Y A b2 o £ DRI % BffEIC Uik
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Table 5 Common operations observed for each scenario.
HE | MHE | Web ¥4 b #fE URL /8 & il R AR
1-1 1.00 page /search
1-2 0.83 scroll | /search T % EE “tiagac3.png”, “Adhi-
www.google.com .
juac3.png”, “IcedID”
1-3 0.67 tab /search
1-4 0.50 click /search 72U v 74 <h3 class=“LC20lb
s1 DKvVOMd” >
1-5 1.00 page /forums/diary /*
1-6 0.83 | isc.sans.edu scroll | /forums/diary/*
1-7 0.67 tab /forums/diary/*
1-8 0.67 page /report/* /*
1-9 0.67 | any.run scroll | /report/*/*
1-10 | 0.50 tab /report/* /*
1-11 | 0.67 1 page /2020/05/19/index.html
malware-traffic
1-12 | 0.50 tab /2020/05/19/index.html
2-1 1.00 | www.google.com page /search MR GEMH:  “37.221.% %7 “45.153.% %7
CR—FAF Yy, GEMEEIP 7 RLR?
2-2 0.67 page /gui/search/45.153.% *
2-3 0.67 page /ip-address/45.153.%.* /detection
52 2-4 0.50 page /search/37.221.* *
2-5 0.50 page /ip-address/37.221.* *
2-6 0.50 | www.virustotal.com | page /ip-address/37.221.* * /detection
2-7 0.50 page /ip-address/37.221.%.* /details
2-8 0.50 page /ip-address/37.221.* * /relations
2-9 0.50 page /ip-address/45.153.*.* /details
2-10 | 0.50 page /ip-address/45.153.* * /relations
3-1 1.00 page /search MEREEG]: K% a3 — F, “portal_inc.lua”,
“CVE-2020-3452 wordpress”
3-2 0.83 www.google.com click /search 20w 7% <input ... aria-label=%“&
S3 E
3-3 0.50 tab /search
3-4 0.50 scroll | /search
3-5 0.67 . page /vuln/detail/CVE-2020-3452
nvd.nist.gov .
3-6 0.50 click /vuln/detail/CVE-2020-3452 70w 7% <p data-testid=“vuln-
description” >
3-7 0.50 | jp.tenable.com page /blog/*

! www.malware-traffic-analysis.net
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Table 6 Status of web site accessed for each scenario.

YFUA 1 YFUA 2 vFVUA 3
S P1 P2 P3 P4 P5 P6|P1L P2 P3 P4 P5 P6|PL P2 P3 P4 P5 P6

www.google.com X X b'e X

X X X X X X X X X X X
www.virustotal.com
any.run

isc.sans.edu X b'q b'q

KomoR XK
Y
"

malware-traffict
nvd.nist.gov X e x
jp-tenable.com X X
ipinfo.io b'q b'e
cve.mitre.org X x
github.com
twitter.com X
blogs.juniper.net b'q
www.cylance.com e
web-designer.cman.jp
WWWw.cman.jp
project.iw3.org X
www.abuseipdb.com X
www.security-next.com
tools.cisco.com
securityaffairs.co
www.idaten.ne.jp
wWww.cisco.com
www.exploit-db.com

www.secpod.com

KoMmoX X M

gblogs.cisco.com
www.tagindex.com x

blog.rapid7.com <

packetstormsecurity.com X

1 www.malware-traffic-analysis.net

SE Xk Cam, and William Glodek. RankAOH : Context-driven

(] S, W, R, AL HRE, b Y Similarity-based Retrieval of Experiences in Cyber Anal-

WRTR D, EREE. €¥ a5 1 i (SOC / ysis. In IEEE CogSIMA, pp. 230-236, 2014.
CSIRT) 0575(%4% AAtFa)FqAl—3 oy fik [8]  Tatsuaki KIMURA, Akio WATANABE, Tsuyoshi TOY-

FHa2 (1SOG-), 2018, ONO, and Keisuke ISHIBASHI. Proactive Failure De-

2] Chen Zh John Yen. P Li d Robert F E tection Learning Generation Patterns of Large-scale Net-
bacehner Ezg’rnir?gnFroi;LEx;I;grts’“Exirclricn:c (.er Towarr(i work Logs. IEICE Transactions on Communications,

. . 2018.
?;5?::;?%1010 }ger Se%%réizaag%;fglage. IBEE Systems [9] Neminath Hubballi and Vinoth Suryanarayanan. False

3] Faris B{l ra.KoiﬂIIlI;- Tiffan ’ Bao ) and Adam Dotné Alarm Minimization Techniques in Signature-based In-
Matched gand Misma;;ched S(}SCS : ’A Qualitative StuIzh; trusign Detection Systems: A Survey. Computer Com-
on Security Operations Center Issues. In ACM CCS, pp. mumcatzons, Vol. 49, pp. 1717, 2014. .

1955-1970. 2019 [10] Robin Sommer and Vern Paxson. Enhancing Byte-level

4] Sathya Ch7an dra;l Sundaramurthy, John McHugh, Xin- Network Intrusion Detection Signatures with Context.
mingl Ou, Michael Wesch, Alexandru G. Bardas, and S. In ACM CCS, pp- 2627271’. 2.003' .
Raj Rajagopalan. Turning Contradictions into Tnnova- [11] Christopher Kruegel and William Robertson. Alert Veri-
tions or: How We Learned to Stop Whining and Improve fication: Determining the Success of Intrusion Attempts.
Security Operations. In SOUPS, pp. 237-251, 2016. 19 ;;E;E]'mﬁﬁfi = AL AL, KO — R

[5] Wil M P Van Der Aalst, Martin Bichler, and Armin [12] \;I < 71’511/__“/ 37 \/7, %15 < Wi b7 ?70 5! ;_'5__‘/ o ik
Heinzl. Robotic Process Automation. Business & Infor- - RIRRE. e S e ot -
mation Systems Engineering, Vol. 60, No. 4 269 32 BUEDMEFETIR. FRILIE P 2SR, Vol. 60,
57 08, g 9, YOL DU, 0 %, pP- pp. 945-955, 2019,

[6] Ikujiro Nonaka and Ryoko Toyama. The Knowledge- [13] S%..’?{%faf /J\]? fg%?bﬁ%ﬁi&lﬁ; ﬁ?iﬁﬁ?ggg 9 l_a
creating Theory Revisited: Knowledge Creation as a l\o 0)0;’;“{061’11:1: g?‘; ya_?y’ e @'%jjifjl:f. :c: S 1:"1—7- P
Synthesizing Process. Palgrave Macmillan UK, 2015. ‘123,\‘1?}37:_ P “/‘/‘J“"‘/‘?’;Aéﬁj‘(% * +109'271099 2019

[7] Chen Zhong, Deepak Samuel, John Yen, Peng Liu, ’ ! » PP ’ '

Robert Erbacher, Steve Hutchinson, Renee Etoty, Hasan

— 652 —



