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Application of similarity of binaries to show the difference of
instructions
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Abstract: The similarity of the procedure is an important metric in the field of cybersecurity and program
analysis. The way is used for detection that uses known vulnerable code and for detection of the domain-
specific process such as malicious software. At this time, to turn out the difference of the similar procedures
is important to make sense what the procedure processes. In this paper, we present a way to show the
difference between the two similar procedures. Additionally, we apply the proposed way to the obfuscation
VM(Virtual Machine) to show the difference between instructions.
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Strand 2 [ZfEL TWA. HAHEEMT 2EHOMHIZHB WV

mov rbx, 0x147
lea rl5, [rax+1]
add rbx, ri5

sub r1l3, ris

cmp ril3, -2

Basic Block

ok W =

1 mov rbx, 0x147 2 lea r15, [rax+1]

2 lea rl5, [rax+1] 4 sub ri13, ri5

3 add rbx, ri5 5 cmp rl3, -2
Strand 1 Strand 2

1 Basic Block @ strand ~D43#] [5]
Fig. 1 Baisc Block and extracted strands [5]
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Algorithm 1 Longest Common Substring

Input: seql, seq2

Output: longest common substrig of seql and seql
1: max_length := 0
2: max_of fset :== 0
3: for of fset = —|seql| to |seq2| do

4: current_length := 0
5:  for i = max(of fset,0) to min(|seql|+of fset, |seq2|) do
6: if current_length > maz_length then
7 maz_of fset <— i — current_length — of fset
8: maz_length < current_length
9: end if
10: if seqli — of fset] = seq2[i] then
11: current_length < current_length + 1
12: else
13: current_length < 0
14: end if
15:  end for
16: end for

17: return seqlimaz_of fset...(max_of fset + mazx_length)]

f1: f2:
push rbp push rbp
mov rbp, rsp mov rbp, rsp

sub rsp,0x20

mov. QWORD PTR [rbp-0x181,rdi nov OQWORD PTR [rbp-0x181,rdi
mov DWORD PTR [rbp-8xlc],esi mov DWORD PTR: [rbp-Oxlc]l esi
mov DWORD PTR [rbp-0x4],0x0 mov DWORD PTR [rbp-0x4},0x1

MoV DWORD PTR [rbp-0x8],0x0 MoV DWORD PTR [rbp:0x8],0x0

jmp 718 <f1+8x38> : jmp 84b <f2+0x42>

mov eax,DWORD PTR [rbp-0x8] i) eax, DWORD PIR [rbp-0x8]

cdge : : cdge

lea rdx, [rax*4+0x81 : lea rdx, [rax*4+0x0}

mov rax,QWORD PTR [rbp-0x18] mov rax,QWORD PTR [rbp-0x18]
add rax, rdx add rax; rdx

mov eax, DWORD PIR [rax] : mov eax,DWORD PTR [rax]

add DWORD PTR [rbp-0x4],eax mov edx,DWORD PTR [rbp-0x4]

imul eax,edx
mov DWORD PTR [rbp-0x41,eax

add DWORD PTR [rbp-0x8]1,0x1 add
mov eax,DWORD PTR [rbp-0x8] mov

DWORD PTR {rbp-0x8],0x1
eax ,DWORD PTR [rbp-9x8]

cmp eax,DWORD PTR [rbp-0x1c] cmp eax,DWORD PTR [rbp:-0xic]
J 7db <f1+0x1b> hEs 828 <f240x1f>

mov eax,DWORD PTR [rbp-0x4] pxor xmm0 , xmmo

cdq cvtsi2sd xmm@,DWORD PTR [rbp-6xlc]

idiv  DWORD PTR [rbp-0xlc}
pop rop

movsd xmml,QWORD PTR [rip+@x14c]
divsd xmml,xmmo

pxor xmmo , xmme

cvtsi2sd xmm@,DWORD PTR [rbp-0x4]
call 650 <pow@plt>

cvitsd2si eax,xmm@

leave

ret ret

2 HHINEYy (F2) LMY (h) DBBREES O
Fig. 2 The comparison of machine code of mean(left) and ge-

ometric mean(right).
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ZITED, 22 HiDONRIZEDNT strand IZHEL7-H D
% LLVM IRIEATHNT 2 CH+8BoTarss 6k, 0
HH%EZITH-T, 22HOARICHESIVWTERERRT
% Python DA 27V SN Thb. HWSHHESIEDERE
¥ LT, flizid VEX-IR % BAP IR MEFE L 7278, Wi
Tu s T LAOREEX, BRCREC - DD DY —)L
PIFET HZ2Hh 5 LLVM IR 28HA U7z, F /- B35
wHH 5 LLVM IR ~D W28 #1121 retdec[9] Z2 M L 7z.
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®2 VM oOGa—%
Table 2 VM instruction list

e R
NOP

ADD REG1,REG2,REG3
ADD REG1,REG2,IMM
SUB REG1,REG2,REG3
SUB REG1,REG2,IMM
MUL REG1,REG2,REG3
MUL REG1,REG2,IMM
DIV REG1,REG2,REG3
DIV REG1,REG2,IMM
AND REG1,REG2,REG3
OR REG1,REG2,REG3
XOR REG1,REG2,REG3
NOT REG1,REG2
STORE REG1,REG2
LOAD REGI1,REG2
MOV REG1,REG2

MOV REG1,IMM

LT REG1,REG2,REG3
LE REG1,REG2,REG3
GT REG1,REG2,REG3
GE REG1,REG2,REG3
EQ REG1,REG2,REG3
NEQ REG1,REG2,REG3
JMP IMM

JIF REG,IMM

wliv|le|le|le|e|ele|lo|w|lw|w|w|e|ale|lale||e|e(ale]|~

+ %143 = add i32 %140, %142
+ %146 = add i32 %144, %145
+ store 32 %197, i32* %200

- %143 = sub i32 %140, %142
- %146 = sub i32 %144, %145
- store 132 %197, i32* %200

3 ADD % & SUB i D#4)
Fig. 3 Difference between ADD and SUB instruction.

MEPFEELRVWEHBENT WS,

X 3 (38R AkE R Td 5, "ADD REG1, REG2, REG3"#%
FEEE U - BEEE S & JEL T B BEMKEES "SUB REG1, REG2,
REG3" X DENTH 5. — 1 ADD @4y, 5 —HILSUB
WHAEEELTWB I ERELLSHATNS,

—7J, "ADD REG1, REG2, IMM"IZX}L TIX"SUB REGI,
REG2, IMM"& DZESDE SN, TOMEIIK4DLED
THotz. HMAVM ETLIAZHEDE D HEMEHED
LD WVWIERIE, TNENOMETITIET 57204
FrEnTwad. Z otz b imilEAE X LBEHE O M Iis D
WT, ZNENHLT D05 L DESIE SN,

# 3 Tl, "DIV REG1, REG2, REG3"IXF U < BRE %%
%L T\ 3"DIV REG1, REG2, IMM"X ML TW3 & ¥
IhTwsd., ZHIZBREDOUIOIER D BRI UART

K3 HELTIHMBELTDED

Table 3 similar instructions and difference

e BT 50 | mad | E0
NOP - - -
ADD REG1,REG2,REG3 | SUB 294 3
ADD REG1,REG2,IMM | SUB 284 3
SUB REG1,REG2,REG3 | ADD 294 3
SUB REG1,REG2,IMM | ADD 284 3
MUL REG1,REG2,REG3 | ADD 281 8
MUL REG1,REG2,IMM | ADD 271 8
DIV REG1,REG2,REG3 | DIV 285 21
DIV REG1,REG2,IMM | ADD 223 11
AND REG1,REG2,REG3 | ADD 285

OR REG1,REG2,REG3 | ADD 285

XOR REG1,REG2,REG3 | ADD 285 4
NOT REG1,REG2 DIV 229 17
STORE REG1,REG2 - - -
LOAD REG1,REG2 NOT 206 115
MOV REG1,REG2 NOT 193 3
MOV REG1,IMM - - -
LT REG1,REG2,REG3 LE 16 2
LE REG1,RECG2,REG3 LT 20 5
GT REG1,REG2,REG3 | LT 22 7
GE REG1,REG2,REG3 | LT 18 3
EQ REGI,REG2,REG3 | LT 16 3
NEQ REG1,REG2,REG3 | LT 18 5
JMP IMM - - -
JIF REG,IMM - - -

+ %137 = add i32 %134, %136
+ %140 = add i32 %138, %139
+ store 132 %191, i32* %194

- %137 = sub i32 %134, %136
- %140 = sub i32 %138, %139
- store 132 %191, i32* %194

4 [fED ADD fr & SUB s D75
Fig. 4 Difference between ADD immediate and SUB immedi-

ate instruction.
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"LOAD REG1,REG2"MI XA UK 2 AT Vv N %&£
DU'NOT REG1,REG2"#4r L FMLIL T3 & Wi X728,
strand D¥NRE TR S7-ZARL R -TED, BROD
LEMI/OoNG Pz, BHUZEME IS L CREE
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+ %87 = add 132 %86, 3

+ %89 = add 132 %88, 3

+ %93 = xor 132 3, %87

+ store volatile 164 4119, i64* @0
+ %105 = add 132 %104, 3

+ %107 = add i32 %106, 3

4+ %111 = xor 32 3, %105

+ store volatile 164 4128, i64* Q0
+ store volatile 164 4130, i64* Q0
+ store volatile 164 4132, i64* Q0
+ store volatile 164 4134, i64* @0
+ store volatile i64 4136, i64* @0
+ %158 = add i32 %157, 4

+ %160 = add 132 %159, 4

+ %164 = xor i32 4, %158

+ store volatile i64 4139, i64* @0
+ %176 = add i32 %175, 4

+ %178 = add 132 %177, 4

+ %182 = xor 132 4, %176

+ store volatile i64 4142, i64* @0
+ store 132 %193, i32* %196

- store volatile 164 4118, i64* @0
- store volatile 164 4120, i64* @O0
- %116 = add i32 %115, 7

- %118 = add i32 %117, 7

- %122 = xor i32 7, %116

- store volatile 164 4129, i64* @O0
- %134 = add i32 %133, 7

- %136 = add i32 %135, 7

- %140 = xor 132 7, %134

- store volatile 164 4132, i64* @0
- store 132 %151, i32* %154

B 5 VYARFETLO DIV dr4 & ML D DIV %5 0457
Fig. 5 Difference between DIV register and DIV immediate in-

struction.
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RT3 B FEoMiz, ¥R v 7547 tainting 2 AW
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F e U TRBEIREBERE SN TWS., VM HIE% T
TBFEHEE LT, [1] D& S BEWRRNT 78 —F O
IZREE D VPC 72 ¥ OMEIE % FINfENT CEfT 5 Z &
IZ& > TS AT BTk 8] HBIFEIET 5.

5. ELHESEDRE

BT 2GRS 2 NE T 2 EE OBz LT, T—
X DEIFIZHED K strand IZ73EIU, strand O HalHR S >CF
FIZHIBRT A2 Z LI Lo TERZRRTDHFEEZREL,
VM IR UCFEEZBEAT A Z e TEMMEZMRIEL 2. &5
BROEEL LTI, BEFERZIGHLTAA=Ya DRz
BENAFYOHEGEMEHSNZT BV AT LR, VMOD
HEN 72 gt > AT LA DREEE, 72 LLVM IR IZ£H# L 7=
strand & UTRRINT VB EDZITTOEMEDZES & L
TRRTEZDDRAREDH 5.
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