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Abstract: In targeted attacks, an attacker who invades the organization uses Windows commands to per-
form remote management operations and file operations. Inside the Windows command, a protocol called
Server Message Block (SMB) is used. With SMB version 3.0 or later, it is possible to encrypt end-to-end
data transfer. The high-speed forensic method developed by the authors is one of the network forensic meth-
ods. This method captures the communication data, reconstructs the flow, analyzes the SMB protocol, and
extracts the trail of remote management operations and remote file operations. In this paper, we clarify the
version of SMB supported by Windows OS, the behavior of SMB interprocess communication, the encryption
setting of SMB, and the behavior of encrypted communication. We verify to what extent our method can
extract trails according to the encryption settings, and describe the effectiveness of the method. We also
consider the forensic method when SMB communication is encrypted.
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Windows OS Samba
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Windows Server 2008 R2

SMB 3.0 Windows 8 Samba 4.2
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Windows Server 2012 R2
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Windows Server 2016
Windows Server 2019
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Fig. 1 SMB negotiation protocol
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Table 2 SMB versions used in OS combinations
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Table 3 Result of Experimentation #1

Table 4 Result of Experimentation #2
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NCACN_NP Cij NCACN_NP )
psinfo RPN NCACNIP.TCP N/A delete file AR/ NCACNIP.TCP N/A
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