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Identification of library functions statically linked to stripped IoT
malware

Shu Akabane' Takeshi Okamoto!

Abstract: Many Linux malware have been found to have statically linked library functions. Much of this malware are stripped of
function names and addresses, hindering function-level analysis. For function-level analysis, we identified library functions
statically linked to stripped IoT malware with the Intel 80386 architecture by matching patterns. The pattern matching identified
all library functions for the 2,148 samples we collected. Only five toolchains had been used to build the samples, and the five
toolchains are available on the Internet. The C library used by the malware was uClibc in 98.6% of the samples and musl in 1.4%.
VirusTotal classified the samples into only two malware families, i.e., Mirai and Gafgyt, but we found approximately 263 different
variants by classifying the samples based on the SHA2 hash of the library function name list.
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