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Abstract:

In recent years, more and more companies have entered the pay-as-you-go business because it has become
easier to monitor services constantly due to the development and increase in the number of IoT devices.
Research is in progress to introduce cryptographic assets into the settlement, but if the private key is stolen,
the cryptographic assets associated with it are stolen.In this paper, we propose a system that integrates a
Contractwallet and a service to maintain a secure automated payment system, even if the user compromises
the private key. By using internal transactions, we have made it possible for smart contracts to make secure
and automatic payments to each other from IoT devices. Furthermore, we have demonstrated our system on
the Ethereum blockchain and measured the cost of gas.
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Transactions

15 Latest 20 from a total of 20 transactions

Txn Hash Block Age From Y To Y Value [Txn Fee]
0x62e7a2cee31da0. 6934770 1 min ago 0x5cad396b242e73... ouT [ 0x85f0aa756988e67. 0 Ether 0.000036615
0x8f889086d3539dc.... 6934749 6 mins ago 0x5cad396b242e73... out  [B0x85f0aa756988e67. 0 Ether 0.000036741
Ox4ecf390f4ee8ecc. 6934728 11 mins ago 0x5cad396b242e73... out [® 0x85f0aa756988e67. 0 Ether 0.000036741
0x97b1c78875c4ae. 6934707 16 mins ago 0x5cad396b242e73... ouT [ 0x85f0aa756988e67. 0 Ether 0.000036741
M4 IoTH5D T ¥ rvay

Transactions Internal Txns Contract Events

1= Latest 20 internal transactions
Parent Txn Hash Block Age From To Value
0x62e7a2cee31da0. 6934770 1 hr 27 mins ago [2) 0x85f0aa756988e67 ... - B 0x41c0dab07bfb6df. . 0 Ether
0x62e7a2cee31da0. 6934770 1 hr 27 mins ago [2)0x85f0aa756988€67 ... = [® 0x41c0da607bfb6df. . 0 Ether
0x8f889086d3539dc... 6934749 1 hr 32 mins ago [) 0x85f0aa756988€67... - 0xa4820181be90b5.. 0.000000000000008355 Ether
0x8f889086d3539dc... 6934749 1 hr 32 mins ago [510x85f0aa756988667 ... - [30x41c0da607bfbbdf.. 0 Ether

M5 ab52b7FLy bRODAYR—FN NS UF IV ay

VD NI UH I a v EMRTESLZY A NEAVL
7-. X4, M5 H6ixZoYy A bTHEZRELZT NL
AZeDII VY IvavDEBTH .

(2) AV b I 7 TF LY MBIV R—FIN TS
YavERTL, avio—ilarvhs7 DK
calcuration ZFE7 L, TDEZZITHLS. 505
AVR=FIN NIV I arvBRETFINTVWE I &
Nhohb.

(3) ZO—HDOEENTET T 5L, RFEDEOA IZEED
REBEINTVWEIL2MERTES (M65R). DAk
NOREFETH 2 HEESIZ EREICHET I L %
TR TE/-.

FEITURBEBEICRE LT AT A MEE 2, 0T, 1%,

IVEI 784y bOT RVAIEERS, 2—FR&EIZa

YEI b xLy METI T, avbhe—Larv T2

M 3217 TH5B. £72, 201948 H 10 HBE, gas T A

M 1% 10000wei &7z H B £ % 0.0000000004 FITH 5.

6. EX

6.1 EXa1UF1IlDWVWT
ZDVATLIIRLUTEZONZRELEE LT, 12—
P, MM, FEHCLIZBHBO=Z DI/ LTEX
LI EMNTES.
6.1.1 1—H—fAIrS5DHE
Y —frsOKBEHEE LTIE, VY—EAZ2%II7%
NS, TOV—UEARETIORWERNEZ SNDS. HiiE
ELUTHE - Rz, ZOHIZBWTHHALZ20E

EEXISLTE, ZORHRO ETUA LY NOKEEZT
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CAZZIIHRBLEL 5D T, REMDIEELEE DR R
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DD gas AANBRKT B728, XEMIEIXMRE 2%
BHTH5.

6.1.2 EAISDHE

Y- AREEP S OREHEL UTIE, - A%
L TOWRVWDIZERb ST, REE2ZIIE Z 22d
Fohsd,

UL, TORBIZHLTIE, 22— —2HHLEZEIC
SHUTKRE2EHE, XV ENEESICAY—rav b
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Z5.

6.1.3 BE=FHMLDOKE

HEENSOWEL LTIE, Mol TIoT i, *
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Transactions Internal Txns

1= Latest 9 internal transactions

Parent Txn Hash Block Age From

0x8f889086d3539dc... 6934749 6 mins ago (B 0x85f0aa756988667.
Ox4ecf390f4ee8ecc. 6934728 11 mins ago [3 0x85f0aa756988e67.
0x97b1c78875c4ae. 6934707 16 mins ago B 0x85f0aa756988e67.

To Value
- 0xa4820181be90b5.. 0.000000000000008355 Ether
- 0xa4820181be90b5.. 0.000000000000011635 Ether

- 0xa4820181be90bs.. 0.00000000000001197 Ether

6 MFEDT NLVANEMEEZITINS

HUTIE, bI U Ty a URIFRIZA RV MAFKL,
aA—¥-NTuvrFr—rEEHEHTLEI LT, HEARMIZ
I -RGFRELWI I Uo7 a iz L TiREI< 2 e
MTE5L. LT, RECHKEZLDIETYH—EAZE
L2 2N TEL72D, HEZR/NNRICHIZ S Z 225
RETH5.

I —-OMBERVPERMS NIGE, HEHTI—V—
DAVEIT T MU ALY bADT 7 AZRAD Z LB
eIz %. L L, 2—F—0OMERZ I TRHE—ED
BEHEUDBEHZLTIENTET, TNULOSEEEZT X
B FHIETBERNF VX BHED BB DT80,
WEEZBNRIZHZ D ZNTES, £, TOBIZ, 1
RY MPFEKL, 2=V =270y rFz—r2EHTS
ZeT, BMLARWR I VY IV a i/ oniza—H%—
oA Ly MEBERRIIC Y ALy OFIEED EOA BH
DKL, 22— —PHZIMEHK L7 EOA ZZFDay b
Z7b U4 by bOFAEHICHEL TEZIE, HEHITa
VAR TUALY FADT IR AMER L, -V =&
BENDT I A%AETEILNTES.

6.2 TISANY—REICDOWT

REFETE, FHLEZF—RIZH LU THESEEBL T
WARWREETAT Y w7 Fz—VIZABEATLES &0
SHERHITSENE. L, —RKIZ2—5—0 EOA
L a—HF—DEANERIZEOL Z L IZRVDT, ESEE
DEBBEPAFENT WS Z & LRI K E RIETIX
HWEEZLHND.

Z DR % RS 5 72812, Paillier K572 & o ¥ [F] 1Y 1%
STHEESLEZETCIVY NI DALY MZT—X 23
L, avbma—ary 527 VNTHEFEZETL,
B&DEz2HET 2 HENEZO6NS. L, MEHE
BETTH L, gas TAMBKIEIZHEML, BEMOAH
PHEUTUES>RELRH D, MEAPBLETHS.

¥/, X7 Vv Tuv s F—UEGFHETEZDOTIAR
, AVY =T LM, T34 R= DT ay s Fz—>
ZHEHTSAEEEZONS. LI o070y s F o —
VERWRZ T, BHOAHE -HEIRT S e TE
LM, Ty Fz—rnD) — KIARIEZE  wTREM: % HE

RTERWED, TH555RADBBRETHS.
7. £&H

ARTI, avFS52 b hTxLy hEEDNEAY—L
AVRINEAWSEZET, MEBEPENIN-ZZEICX
LG EEERED) A7 2 MA DD, MEIREH OB EHR
B AT b EEE, FiiL 7.

AEOBEFEICBWT, A ha—LaY 57 MR
HEIZTBZ I 59522 T, & 0EMANEITEEIC
50, FD5 gas A MK T 2 Z L HERITANLRIT
N7 S 7\,

SHBOBEE UTIE, B0 713y —[#EIC
BWOMADD, gas A NDPNSLK BB FEERFTTHF
ETH 5.
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