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Early detection of attacks
which pervert bytecode execution in smart contract

Shuntaro Miyazato'®  Kanta Matsuura'

Abstract: Reentrancy attacks and Transaction Ordering Dependence attacks that exploit vulnerability of contracts are currently
reported as a part of attacks against smart contracts, which are systems that run programs called contracts on blockchain. Although
technology for detection of the vulnerability has been actively developed, there are few studies that detect contracts and transactions
used for the attacks. The problems with the current attack detection technology include the fact that only Reentrancy attacks can
be detected and the overhead of monitoring all transactions at execution time. In our research, we consider detection of Transaction
Ordering Dependence attack and suggest the method to reduce the overhead of detection of Reentrancy attacks by monitoring only
the transactions which define contracts and analyzing them statically.
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contract VictimBalance {
// array (address - balance)
mapping(address => uint256) public userBalances;

//address myAddress = address(this);

//private function VictimBalance() {}

function addToBalance() public payable {
// user send money to user's account
userBalances [msg.sender] += msg.value;

}

function withdrawBalance() public payable returns (bool) {
// if user have no money
if (userBalances[msg.sender] == 0) {
return false;
}
// external function (can be defined by the attacker) call
// before updating state (vulnerable)
msg.sender.call.value(userBalances[msg.sender])("");
userBalances [msg.sender] = 0;
return true;

1 27 /V72 Reentrancy JfE55M % F5o
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import "./victim.sol";

contract Attack {
VictimBalance public victim;

function attack() public {
victim.addToBalance{value: 2};
victim.withdrawBalance();

}

fallback() external payable {
victim.withdrawBalance();

}

M2 KBEENEXRTHAFTZ b
BAEIIETIEE S A TR Y, £7, callvalue &9 k4 M
DOBIFIIFNE T (msg.sender I T) EFEFITMZ D &
DHBR DA L Th Y, I, SNBIEOH L &
DOIREER REZ 0127 5) KV TRhoTnNHI L
BDEMTHD. W NT7 7 MWL, #EE= v
FZ2 27 F @7 FLRAERLATZEIZLD (import
victim.sol) X 1 TER I N-BHAME S Z L3k, £/
fallback BE%k L V9 b OEERTDHZ EMNHKD. 0
BIASkK, MO IR SBEEB RO bR G AT
e LTHEITINTrTEZH D LD T8 TH S0,
tEER |, call.value 23N CTREZAILIZHEIC LT ETIN
%. [X 2 T fallback B OPCTHICHEE L R T2 RO
withdrawBalance 23T TV 5 Z & T, X2 @ attack B%
DH T withdrawBalance ZFFOMH3 &, FERE L TE DB
B FIRANEREIEIND L WO BRNEZ 5. TOM
WZECH OB 012722 > TV MR LS E 78T
LTRW) OT, &M if UFELAEEREREZ > TN D
HO LIRS B, o T, WEa L NF 7 ML, T< P
DE&EEL —JEWHEZT AL T MIESTHB T, HEE=
Y EF 7 NOFOBERTEEHT I ENHRTLES.
AR, ZOWEBHIEITBREOIEEREZZEZ D GMIEOH LA
wBEIZT D) T TEERKRS L, BEBEEICE > T
call.value BESHIIAHELE L L CHEEBESIND D, ZNHDOEE

— 480 —



Contract Ticket Mempool
array ticket_price
function buy_ticket » (1) "buy 5 tickets "
function raise_ ticket_price (2) "make the price of a ticket go up"
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function withdrawBalance() public payable returns (bool) {

// if user have no money

if (userBalances[msg.sender] == 0) { _ tagged
return false;

} This variable can change control flow

// external function (can be defined by the |attacker) call

// before updating state (vulnerable)

msg.sender.call.value(userBalances [msg.senger]) ("");

userBalances [msg.sender] = 0; - tagged
return true; i
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transfer BEAZIFONH U CRIEZREEE2T 5 Z LIRS,
5 I Delegated Reentrancy Maggtta#f-7z=2 M7 7 b
ZRLTWA, Victim 22 M7 7 FOH O delagetecall #iy 1w
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1 mapping (address => uint) tokenBalance;
2 mapping (address => uint) etherBalance;
3
4 | function withdrawAll () public {
5 uint etherAmount = etherBalance[msg.sender];
6 uint tokenAmount = tokenBalance[msg.sender];
7 if (etherAmount > 0 && tokenAmount > 0) {
8 uint e = etherAmount + (tokenAmount = currentRate);
9 etherBalance[msg.sender] = 0;
10 // cannot re-enter withdrawAll ()
11 // However, can re-enter transfer ()
12 msg.sender.call.value(e) ();
13 // state update causing inconsistent state
14 tokenBalance [msg.sender] = 0;
15 }
16 |
17 function transfer (address to, uint amount) public {
18 // uses inconsistent tokenBalance (>0) when re-entered
19 if (tokenBalance[msg.sender] >= amount) {
20 tokenBalance[to] += amount;
21 tokenBalance [msg.sender] -= amount;
22 }
23 |
Victim
Victim
/i?LL ____*[ transfer (address, uint) J
re-enter different function
4 Cross-function Reentrancy M85 [19]
1 |1library Lib { // Library contract
2 function send(address to, uint256 amount) public {
3 to.call.value (amount) (); // CALL
4 }
5 /] ...
6 |}
7 contract Victim {
8 mapping (address => uint) public credit;
9 Lib lib; // address of library contract
10 /.
11 function withdraw (uint amount) public {
12 if (credit[msg.sender] >= amount) {
13 // DELEGATECALL into Library
14 address (1ib) .delegatecall (
15 abi.encodeWithSignature ("send (address,uint256) ",
16 to, amount));
17 // state update after DELEGATECALL
18 credit [msg.sender] -= amount;
19 }
20 }
21 | /7 ...

DELEGATECALL

5 Delegated Reentrancy ffigatt [19]
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FETHD. EANIC U N T 7 MEOLOIEHEE kA
WA, 2 77 FNTHIO=2 Y R T 7 M EROHTEE
WZixar v 77 b7 RVATHRT B4, 7 KL ALK
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import "./victim.sol";

contract Attack {
VictimBalance public victim;

Victim{
function attack() public { (1)The same function is withdrawBalance() {
victim.addToBalance.value(2); detected call.value
victim.withdrawBalance(); }
¥
fallback() external payable { U !
victim.withdrawBalance(); (3)call.value is detected

} (2)Trace

event Received(address, uint);

receive() external payable {
emit Received(msg.sender, msg.value);

(Victim's address is needed)

}

6 KL —2R T4 % Simple Reentrancy K EE DN

mapping(address=> uint) tokenBalance;
mapping(address=> uint) etherBalance;
function withdrawAll() public {
uint etherAmount = etherBalance[msg.sender];
uint tokenAmount = tokenBalance[msg.sender];
if (etherAmount> 0 && tokenAmount> @) {
uint e = etherAmount + (tokenAmount % currentRate);
etherBalance [msg.sender] = 0;
// cannot re-enter withdrawAll()
// However, can re-entert ransfer()
msg.sender.call.value(e)();
tokenBalance [msg.sender] = 0;

(1)The same contract

Attacker {
{ is detected

function A
victim.withdrawAll

}
fallback { —

victim.transfer (2)trace | }

} function transfer(address to, uint amount) public{
if (tokenBalance[msg.sender] >=amount) {
} tokenBalance[to] += amount;
tokenBalance [msg.sender] -= amount;
}

¥ (3) The same variable is detected

7 FL—212L%
Cross-function Reentrancy HEE D %0

library Lib {
function send(address to, uint256 amount) public {
to.call.value(amount) ();

Attacker {
¥ (3)call.value is detected

function A {

victim.withdraw contract Victim {
} mapping (address => uint) public credit;
— Lib lib;//address of library contract
fallback {

function withdraw(uint amount) public {

victim.withdraw (2)trace if (credit[msg.sender] >= amount) {
address(1lib).delegatecall(
} abi.encodeWithSignature

} (1)The same ("send(address, uint256)",

to, amount));
credit[msg.sender] -=amount;
}
b
]

8 hL—2 12L%
Delegated Reentrancy 5 DA

function is detected

e —R )V TAT D FEATITIR R A R B 0, BBEE PSSl 2%
X CEBIATOBBEE DT X A LMRAT LRSI
BN EI ML ERNENIOREFEOEETHDH. K
BRAORZIZE S WV IR AT ZIXR VO FEFITVEIC
X RTW2RWR, BZELLIE, hFrFrvariyna
IR IAEND ETICBRANT D, bovH s varvE
FEATLTET RLRZHRET 2R EOREREZHND.

4. REFZX

BEAFF1k Sereum [20] OREA & LTI, Reentrancy K&
DHDBMTIH D Z LITMAT, WEBRIME WS BEOE
WIEA ==y RRRENWE W) ZERET NS, E
ITRT V7 v a v OFATICHGCBEE OO 9.6% O
KM, BHEOAEVHEED 55% DA —N—~y FLR5.
EHFLIX, TLELT 0y AROBEMIZERXT R oW
7 vary®Oa— FIETIEDLN A RN EW O T, 7
HETay 7 AREERO 0.034% 1% E DI A — /=~y

RTHEDEIFIRXTWS, LrLANS, B<HMoLiTn
X902, 7oy s Fa— i REIE TR LB
HEZERIHEET D5, /MM LA — N —~y ROYE
THEEMICH O SN DENEIIRE V. HISfHiFmz
bhbé, 2V T 7 hADBBIERRZA VTV M
FlE 290, EBICHE Z > TW D EITD 20 &) 5T
EERLHD [4] 120, FTUF I arDiFtAEEED
DHIER 72— Nioxt U CRHEERZ#E 5 0% b 2 bikT
LRETHDELEZLND. 2T, AR TIE, EIT
NPT arDETERLOTIERL, HRLETE
RO T W7 v a &Ko TRINY — Va8 d 2
LTEHEaA MR FIT, ORI BAERTH L
PHE D kA2 T 5 Reentrancy WEBICEI L TiX, =2
N7 b EETTDH NI I a v EEHEL, v bT
J MNEEBETDN T UV I ar0he BRTD. £72,
#7 L < Transaction Ordering Dependence W% &, Mk Hi >k % T
EERETIN, HELZoRRIT, 2 527 PO
BEETTDL I I oF s gy OBRBETLIMRETS D
ED SRR,

4.1 Reentrancy LEDRA

Reentrancy BB (2B L Cld, &7 WEORHI RS 1LEME
Darr77 s (K238 277 vA LRTHUZWNT 72
W, BEEFETIE, 2oary I RRFEIT N T U
aVICFHEN D ETIHER L TWeny, ZhaEx bk
TrH I ayORRT (T7aARHD) a— RET~A
TR AT LRI AT O Z & THEEMNRDO N T W
s varERD. A~v—bhar 77 botEL, €%
GV a NFET T oY a0 ERIICD
Wy, BRI NE DS, BN E LCE, 2 b
7 bOTFTaA BN, FlxEK e, 7, K8 L5k
BREROBB AT S (FEBRT Solidity = — FTIE7Z<
EVM A b a— REMIRT2) . 7ok, A —H U7 LR
DA b a3— RZEWT, BT MethodID (2 Y v R4 &
SIBOMAE ARN—2BLTE LD FHE Ny 2{bL
JeBH 4 NA RERVHLEZBO) &0 HIETER SR,
EHix= 2 b7 7 NNECRER S ILIZIBE OFHE (0x00 72
E) TR - EHIND.

6 TlXv > 7 /L7 Reentrancy WEEA ML TV 5. F
9", Reentrancy B IZMZAD fallback B D H ¢, FMERBI%K
DI INTWDIERIZDHR, T bT 7 NNOR]
O Ffe & TR CAMBREE IO H ST 2 i+ 2
Rl CAMIHBE S AR LD, Z0ORxTHDHa L NT 7 b
FTChL—R ZIT\W(TuryrsFz—rFRy hT—7 En
barhI7 FEROVHETZEZEELTND) , FFOH
SNHBHOEEEFRERTS. T LT, TOoBEEKOF T,
4 A O call.value BIEAME DI TV 356, MARIIIZIE T
BEAAREICEEBIFFOHEND EoT St %, KL
BT WEHa L T 7 MERESINTES, =— &
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1T~AF—13Zx0ar b7 7 b aT 7aAfEFICmEET 5

7 ClE Coss-function Reentrancy WEE A R LT\ 5. ¥
> 7 )L 7% Reentrancy W% & [33E ), fallback BIELAET CREOR
HEN2DMBBE L, WEBEHORIEL (function A) TR
SNDHEENRELD, LoT, MEowe—%TIERL<,
MUay hT7 MIHRT DB ARR LR T R L —
A ERBT D, FL—ASN 2 OO O b, KERA
A% D b L —2 ENTBEh TEEH D call.value A3
IEN TV A, callvalue DBRICEF SN TWAEEH A4
TRidk$ % (Z Z Tid tokenBalance[msg.sender]) . % DK
23, fallback BAEMD M L—R2 ENF-BEEATHERAEINT
WD YA, callvalue (ICL > THEZF 2 N7 7 MUBERK
LW Z D LT L, WL BT,

9 Tl Delagated-Reentrancy WE Z I L T\ 5. v
7' V78 Reentrancy BB & FERIZ, [ USMEIBE4LAS fallback
BA%LN LRI DB D 2 EEFT TSN DERRT 5.
T OB A B L, 2O HBEBOFTIHIC
delegatecall i THIOBAEAIFOH SN TV A EEITEN
b EBHT 5. BIOREE, REMIZEESHO callvalue
DRERENTZD, WBEE T

Create-based BB (ZRH Ui, XNIHEMEIC 72 D 48T 5
D, WEHIL, EHF L NT 7 MEMK LT BT, B
EA—N—=F A RCEZHZD Z LT, fallback BEKIC & 2
FEONH L D & 95 12 H OB & EHEIEA TV D, B
THIIE, £, M= 77 FoEBIcx L TA—
N=TA REfTo TV LKL E= T 7 hOHRITHE

RL, ZOR THEICHMBBEED I TW 25680 5.

SRS O Ta Ly T 7 MEEEE{To TV, &5
ay T 7 MEKBEO IV A N7 2RO TT, F—
—J A4 FENTHRROBENI R Sz, B0 L
DN—TNERENDZ LI Dh, WBRLERRENS.
INOLDOFEOLHIZL, WEa L T 7 T 7 A R
WEHaL T 7 SBHIEIC DD BERD DN, WEE
PWEZED L NT 7 MT RUVAZERICLT, T 7a Ak

CITEIBATHT L E THELZRILSEL5ELHD.

ZoLGEbMERET S8, Hloar NF 7 b7 RLA%
RYTE) 2 EZDEEICRTET T Vs a v
BT 200 THitke LTHERALND.
4.2 Transaction Ordering Dependence BLEEDRA
Transaction ordering dependence WEIZBI L ClE, 4T h 7
YYI L a COIEFRICHET O KERDT, ER T HF Y
vaVORRTRERRT20IRETCHL EZHT 5. K9
IZH D £ 51T, Mempool ZHIZEMRL, MILar T2 k
DFE CEFENZRINTWDHE, IBFICL > THRN R
RAEGEIITEY T W95, 2T TEE Ak S
HARTIERWGEIXLRR DT, BEROET MBI FET
oY v a VNEETH - T AIZ D FH Mempool PO
oo b7 W e CEREGET D, B EERE X IALW

Mempool

(1) "buy 5 tickets === The same array is

s Used ("ticket price")

(2) "make the price of a ticket go up"

¥

Only state transition transaction(2) will be cancelled

9 FL—2R 2k5
Transaction Ordering Dependence B8 O FR A1

HOMENEFELEEEIE, FXALHO N T o7 v
a Y OFH% Mempool 22HHIBRL, ¥ v AT 5.

5. RELFMOER

4 BETRZE UIMITEIL, &EIE, v/ =it ko
THELNDL LA =P VT A BZRZ T4 T b (Go 5
FETENN geth 72 L) D EICFIES N, BATHIE L ik
THMNEND D ATHFZEIT geth BIZEEINTWDS) .
Lo L, BUEE, a— I MCBEMONA ha— R Eg
EFERDOAA b a— RREFEET DIRETHRIT 280, 7
N Y XLHEZBHO 2 — R% Python TEELLLFHTHD.
Z D a— RIZBWT, £71E Reentrancy 1R A1 D MEHENE D
P& LT, Sereum [20]23MEHIHR D & L CRasSCITHRT &
T\, WEEY 7 ra—FK 21] 2 LE. 20
YT a— NI, v L7 Reentrancy 25, 3 FEEED
HESE L S U7 Reentrancy £ T2 EHATWD DS, & CTREIH
KD Z & NHEF I i, £ 72, Transaction Ordering
Dependence MEFFPEICBA L T, #iEZa b T7 7 N B
STHEIT E DR L EOBIEUE FFOH EAVIVUERSLT D
PHET D a— FaennT, BIEOY T A ha—F
CHRGE L7z

LSHBOB AT L LTI, geth BICZ D7 VT Y XL EFE

L, RKEO NV HF U vay BRGESE T, A=A
—~y ROREERER S, ABMEO/NS S4BT 554
ERbD.

6. RAFEMNEDND &S (ZHDH5HDOHMR

BEAFFSE [20] (2P R HE T O BRMBIEEL TV D
N, BUEO NT YT v arhk~A = JEANMCHERT S
20X, HRB721a— NET~ A F—R2O0TI T &
IIRBEBMMNEE L, L LR G, ¥kkmmy —n
TRHREEME D B2, a— FETvA T —ICE IR THR
HEIFDIA BT AT EGZDDNEEL D, BB
7250715 & L C, Proof of Stake 7’1 h /L CTHWHNS
Slashing 7/ XA [22] B DH. ZHUE, HdH7 v
D& LTRNT D220 EDT vy 7 B{EoTELT D
E, Fx—r ORI MORORZEN) ICBERD L
EzoNb~A = T B Tolo~A F—ICEE 5257
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NIV ZXNTHD, v~ =7 LRI~ AFT—I1ZH DD
FoTWAEHEDO—EET Ry y FELTELHEL, RE
MBHRET D EBEO BN/ D LV 7r ha Ry
FETD. ZRERU LI, FfT L= — RRRIETH
WZ L ERTEA Y a— RFEIT~ A F—ICiBH S ®, 20
Ba— RICRERER LIEEWVW) ZENAESNELES
FHOBEO—MPEINEINDE EWVWo7eTa harnEZz b
N5, BEOEIEZBET D512, 22— RETA F—1THR
HY — NV EEIZEDN LI ARG E 25, ZOHMEAETELD
L, BRIICARERa— FE2BLe NI o7 v a U EHEDR
HRLTERL, BRRMICEIEETINE VI LS
2B, —oITiX, PEOREE - BIEEDEREITV,
EENBLEITOZETHDZaY TN, T UV
arvEETENITDEE VIR FRBEZLND. #Ein
A TADRRDY (A —F VT AR Tar T
7 M IABR &N TS Etherscan [23] 72 &) TIrH> Z & T
BAMEEEE L, HL ETa— FEIT~ A T —BNLBR
BoHAORAE LTHEMT 52 & T, REICZN
BUTSN D TREME AR 5 Z L bFans

7. 8bHYIC

AT, A~—hrar 727 bETEa NI NE
FHOWEFHEEZEH LT BERW L ONERINTEBY, 1
— )V CHEERFANDT 5 MEFFTERREN 7210 CIEBA T 22 WG G
DHDHLENI T EEBN Lz, WBBRIICER & LEFE
i, ET TV v a Vv ETEERT A FENMENT
HY, A==~y FOBLRTHRIALDLED D Z L ERL
T, WIZZOREKE L TCOTELREL, BN OFEE
W&, #HDE 27, BEIA~Y— a5 7 FFn
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