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Abstract: Arm TrustZone is one of the technologies of Trusted Execution Environment (TEE) and it sep-
arates a secure world from a normal world, in which OS and hypervisor live. Even if the normal world is
compromised, the secure world must be clean, but many TEE’s bugs are reported. In this paper, we present
Baremetalisp, which is a new TEE for TrustZone, and its design and implementation adopt the type safety as
a core design principle. Baremetalisp is implemented in Rust language, and it consists of a firmware and OS,
called Baremetalisp TEE, and a domain specific language, called BLisp, for defining API. Baremetalisp TEE
is carefully designed and implemented from a memory safety perspective. BLisp adopts the effect system
and distinguishes functions having side effect and others. This makes it possible to inject program into the
secure world. In other words, edge computing like computations can be performed in TEE securely.

Keywords: operating system, trusted execution environment, programming language, type system, effect
system
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