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Abstract:

This paper proposes an oblivious inference protocol aiming to achieve efficient computation and privacy of
user data and machine learning model parameters. This work focuses on decision tree ensemble (DTE) as a
means of higher inference accuracy and less computation and communication, and explicitly proposes a model
construction guideline for efficient inference execution. A novel feature is that the secret key is generated
and held by the model owner and the model owner can outsource most inference computation to untrustable
cloud servers. Our discussion on the security model reveals that the proposed homomorphic evaluation of
DTE prevents the model leakage to a third party. Experimental results show that the proposed protocol can
reduce the computation at the model owner side by more than 90% thanks to the outsourcing. Also, it is
confirmed that DTE helps not only improve the inference accuracy but also reduce the calculation time and
communication amount.

Keywords: oblivious inference protocol, homomorphic evaluation, decision tree ensemble, privacy preser-
vation, machine learning model protection
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Fig. 1 An example of decision tree
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Fig. 2 Overview of ensemble learning
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Fig. 3 Baseline of the proposed protocol
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q 1 XHE 5220, bits & BGV 75 2 TR FH AT RE 72 e 5 [R5
WIZBE T BNTRA—=RTH5. tFaVFsLRX)eLT
222.608-bit T¥ 2V T4 ZEHLTWV5.

7Yy TNEBFIZE W T python A A—T > Y —
AMEWFEE T 4 7 V) scikit-learn 2 AW 5. Fkx R T v
YU ITNHERD 5D, ARFEBRITIE AdaboostClassifier &
AdaboostRegressor Z H\ 5.

4.2 FEEE, BEEOFM
FBR1Z1E UCT repository[12] TRX N TH D, SEiT
ifgE 3] THRMAINTWS (1) heart disease (HD), (2)
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Table 2 Data set and DT/DTE structures 701 : izz:gggg
601 —— Accuracy:0.90
Single DT DTE E 50 -
Data set | (N;, Ng,d) | Accuracy | (Ni, Ng,d) X Ny | Accuracy S a0
HD (13,7,3) 80.0% (13,1,1) x 3 86.6% & -
HG (13,24,5) 86.9% (13,3,2) x 6 87.1% 5
SP (57,35,6) | 89.8% (57,1,1) x 7 90.4% 201
101
x 3 SfrwrzE e b 2V OFHERE (ms) o1 . . : : .
Table 3 Computation time of conventional protocol [3] (ms) 25 50 TIE-:'eptl'::D.u 2.5 150

Data owner Model owner
Data set | Encryption | Decryption Inference
HD 27.82 8.6 365.83
HG 33.64 16.97 1247.94
SP 192.12 83.04 1791.04

R4 BETE N IVOFHERM (ms)

Table 4 Computation time of proposed protocol (ms)

6 [A UHERRMGIE 2 B D EARB L RS Dl AGDE (MNIST
F—&Ey M)
Fig. 6 Combinations of Depth (d) and number of DTs (Ny) for

the same accuracy

R 6 ME SSRERITLELINT A=A
Table 6 Parameters for 85% accuracy
(Nivd) (577 2) (287 3) (167 4) (87 5)
Ny x 224 912 1792 4,096 | 8,192
N x 24 228 224 256 256

&7 MNIST 7—X v h DOFHHIFH
Table 7 Calculation time for MNIST (ms)

Data owner | Cloud server | Model owner
Data set | Encryption Inference Decryption
HD 70.55 272.74 30.04
HG 91.38 2437.02 88.58
SP 270.72 645.49 50.64
x5 BEROLLK
Table 5 Comparison of communication amount
Data Set | Conventional [3] | Proposed
HD 16E 20E
HG 50E 7T4E
SP 7T0E 44E

Spambase (SP), (3) Boston housing (HG) ® 3 DD 7 —

Xy bEAWS, R2IFHEPFERERERT VYT

WZE o CHFOREZERLUZBDNTA—=XE2RLT
W5,
4.2.1 FEEHE

K3 LRAFEGHET O han 3] LRE T han
IZDWT, WSk, #Em, HEEicB 55 ERMEZRL
TWwWa., HETERATF—=7 R VA=t bbb THIhTW
5., R3eRARWETDE, HETB N INITE-TE
TV A & DR A HD T 92%, HG T 93%, SP T
%D LTz, TV RAMEDKEELIZ L > TF —XE#H
DOHBERHMOEMMAR SNDH, ETFINREE DB
WEIZHARNIED T TH S,
4.2.2 BEE

K5 ATLATHIZE 3] LIRET B F VB 2BERE
RLUTWS. ElZ—D2DBESXDOY 1 AThHD. TNEN
DOBEFREBUETT b INPS N+ Ny, N+ Ny x 2N, +1
B, RETET—XEy MzkoTRESohaLo
BERF OGN WIBE L KE WSSO AR TE

Data owner | Cloud server | Model owner
(Nt,d) | Encryption Calculation Decryption
(57, 2) 5153.65 23580.62 873.60
(28, 3) 5130.21 40579.61 873.98
(16, 4) 5008.55 94632.78 990.22
(8, 5) 4009.03 128475.55 737.37

L. ZHURRERT VY TIDIIRT A =R (N, d) \ZH
FLTED, EEIRELRTNIR SRV, RETIEK
ERROBPRIZLELTET— XLy bEAVWT,
T A =R (Ny,d) 12 & BEHERHEPEEFERO LK ETTS.

4.3 7 IVEEIEH O

X 6 134 0.80, 0.85, 0.90 DEFIZIMHEIRINT A —&
(N, d) D ZERLUT WD, BB BERARDES, Hitih
NRER RO TH 5. 35T DERD S, e in
INT A=K (N, d) IZBWTEREE O(N, x 224) Li@fF &
O(Ny x 24 #F/NE T 5 (N, d) 2BIXZEDRETH S
L HERRT B,

6 1%, K 85N & EMK T 587 A — Kl (N, d) (IZxT
% Nyx221 2 Nyx 22 OffizRLUTWA. ZORES D Tl
(N, d) = (57,2) ORHIZFIEREE A BN, (N, d) = (28,3)
DB EREPRNE ZoTWS., ZORMD W HIEL
WY S h, BETa b aNEETLTCHET 5.

KT, REIWTADDNRT A =R (N, d) 1237 5 $2
E7o b VOFHEREM, BEEE2RT. X7, XS H
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Table 8 Amount of communication of MNIST

(Ntvd)

Communication

(57, 2)
686E

(28, 3)
674E

(16, 4)
T7T0E

(8,5)
T70E

5, HEEH0EY (N, d) = (57,2) DRIZEI R H/D,
(Ni, d) = (28,3) DIFITBERR/NEm>TWS. 3.5 il
U T FIOVHESESE 3 & FI D TR RN 72 AT ST RE 7R P E
K7 VYV TUDPREETE D Z L &R L 7.

5. 5

KR TIRHIERT VY TN ER—2 L L, HERMUE
BEHWERERGH IO N AV ERELE. ETAHES
PRI R A2RLTES &5, BESO baLvTiEET
WHTEEPMERE LD, REAMEZES{LLTVS.
FRET O N OVIESBERE N R ERM, BE =]
BD7ZDIZREBM 72T Y TVEHERZRA L 2. &
Ko bharEexa) T, fE - EEECIEBED
BEP ST L. TEFIANRTA—RDREM%HERL,
T IVIAE B I BB G RE 2 Bk 9T%HIIR L 7. &5
IZ, MNIST F— &t v MMz X BFiIc & > THREKRT >
YU ITNOEMNMEEFEI L, BE 7o bavix, T
NI A—=R L EEERETICETNVRAEEDE T IVELA
PHRER A DR AT H b, BRFE I w8 FH #iPH O 5K I
HiHkd 5.

T

ARuFgelE, JST, CREST, JPMJCRI19K5 DX % 3217
ZHDTHS.
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