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Abstract: In this paper, we present an attribute-based encryption scheme from lattices called Group Ori-
ented Attribute-Based Encryption Scheme (GO-ABE), which facilitates users from the same group to pool
their attributes to match the decryption policy of a given ciphertext. This scheme is applicable when no
single user can read the message as he fails to satisfy the given policy. The idea is first presented by Li
et al. in NSS 2015. However, their scheme is not secure once the quantum computers become a reality as
their construction is based on bilinear mappings. To ensure the security of the scheme against quantum
computers, we construct the scheme using lattices.
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1. Introduction

Attribute-based Encryption (ABE) was first introduced

by Sahai and Waters [26] at EUROCRYPT 2005. In their

scheme, both ciphertexts and user private keys are con-

structed based on sets of attributes. Thus, a message sender

encrypts his message with a specific attribute set w. Again

each user has a decryption (private) key based on the pos-

sessing attribute set α. A user can decrypt the ciphertext

only when at least t (threshold value) attributes that he pos-

sesses match with the given policy w. For instance, Alice

encrypts a message to the attribute set {A,B,C} and set

threshold value t = 2. Thus Bob with attributes {A,B} can
decrypt the message.

The scheme of Sahai and Waters satisfies the thresh-

old access structure, and they presented Fuzzy Identity-

based Encryption (FIBE) in their work. Later more works

([14], [15], [16], [17], [24]) were delivered using the thresh-

old ABE technique. On the other hand, attribute-based

encryption schemes can be seen as a generalization of the

identity-based encryption ([7], [8], [25], [29]). Again Goyal,

Pandey, Sahai, and Waters [12] categorized ABE into two

ABE types, namely, Key-Policy Attribute-based Encryption

(KP-ABE) and Ciphertext-Policy Attribute-based Encryp-
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tion (CP-ABE).

In KP-ABE ([2], [22], [23], [27], [28], [32]), each data has

attributes, i.e., a ciphertext is associated with a set of at-

tributes, and a user private key is associated to a policy (an

access tree). Thus the ciphertext can be decrypted when it

satisfies the user access tree. KP-ABE is used when need

to decide which data can be accessed by a user. However,

since the user key has the access tree (policy), KP-ABE

has no authority to check access data. KP-ABE is widely

used in applications like purchased (subscribe) broadcast-

ing, structured organizations, and secure forensic analysis,

which control data access. For instance, Alice can access

data that only she paid to watch in a broadcasting chan-

nel. Many KP-ABE schemes were presented [22], [27], [32]

to secure outsourced data in cloud.

In CP-ABE ([1], [6], [10], [11], [20], [21], [30]), a message is

encrypted with an access tree (policy) selected by the mes-

sage sender (or encrypter), and a trusted authority generates

private keys for users based on their set of attributes. Thus,

only users whose private key matches the access policy can

decrypt the message. CP-ABE control who can access data.

For instance, if a data is encrypted with attributes A, B,

C, then a user only with those attributes can decrypt the

message. CP-ABE is applied more than KP-ABE as it is

more suitable in real-life applications.

However, all the schemes mentioned above are in danger

once the quantum computers become a reality as their works

are not based on quantum resists primitives. Some schemes

successfully realized using lattices. In [13], the authors de-

liver the construction of Lattice based IBE scheme in the

random model by using trapdoor functions, while in [3], [4],

authors present an (H)IBE scheme in the standard model.
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In [5], Boyen suggested an attribute-based functional en-

cryption scheme from lattices. Again Yongtao Wang [31]

presented the CP-ABE scheme in the standard model from

lattices.

In 2015, Li et al. [18] presented a new variant of attribute-

based encryption called Group-Oriented Attribute-Based

Encryption (GO-ABE), enabling users from the same group

to pool their attributes and private keys to generate a de-

cryption key. Thus if the union of attributes matches the ac-

cess policy, then they can retrieve the message. This scheme

seems advantageous in an emergency when no user alone

possesses an attribute set that matches the access tree. In

their scheme, they guarantee no user from different groups

cannot generate a valid decryption key pooling their at-

tributes. Again, the scheme ensure no user reveal their

private keys. However, their scheme is not quantum-safe

as they form their scheme using bilinear mappings. In this

paper, we construct their idea with lattice cryptography.

1.1 Contribution

Since the existing GO-ABE scheme is not quantum-safe,

we construct GO-ABE scheme from lattices. For the con-

struction of the new scheme, we employ Yongtao Wang’s

scheme [31] and the group signature scheme [19] from lat-

tices. Thus our new GO-ABE scheme ensures security

against quantum computers. The existing GO-ABE scheme

is a threshold policy encryption scheme. That is, a user (set

of users pooling their attributes) can decrypt the cipher-

text if they can satisfy at least t attributes, where t is the

threshold value declared in the policy. On the other hand,

Wang’s scheme concern policies that achieve in AND-gates

on multi-valued attributes. In our scheme, we also concern

AND-gate achieving policy, and we assume no set of at-

tributes are shared by two users as considered in [31]. How-

ever, the existing schemes ([18], [31]), and the new scheme

have limitations that should be realized in the future. At

the end of the paper, we discuss those limitations.

2. Preliminaries

2.1 Notation

We denote matrices by upper-case bold letters and vec-

tors by lower-case bold letters. For any integer k ≥ 1, a set

of integers {1, 2, . . . , k} is denoted by [k ]. If S is a finite set,

|S| is its size. S(k) indicates its permutations of k elements

and b←↩ D denotes that b is sampled from a uniformly ran-

dom distribution D. The encoding function with full rank

differences (FRD) H : Zn
q → Zn×n

q described in [3].

2.2 Lattices

Let q be a prime and B = [b1| · · · |bm] ∈ Zr×m
q be lin-

early independent vectors in Zr
q. The r-dimensional lattice

Λ(B) for B is defined as

Λ(B) = {y ∈ Zr | y ≡ Bx mod q for some x ∈ Zm
q },

which is the set of all linear combinations of columns of B.

The value m is the rank of B.

Definition 1 (Learning With Errors (LWE))

For integers n,m ≥ 1, and q ≥ 2, a vector s ∈ Zn
q , and

the Gaussian error distribution χ, the distribution As,χ is

obtained by sampling a ∈ Zn
q and e ← χ, and outputting

the pair (a,aT · s + e). LWE problem (decision-LWE

problem) requires to distinguish LWE samples from truly

random samples ← Zn
q × Zq.

For a prime power q, b ≥
√
nω(logn), and distribution

χ, solving LWEn,q,χ problem is at least as hard as solv-

ing SIV Pγ (Shortest Independent Vector Problem), where

γ = Õ(nq/b) [13].
Definition 2 (Small Integer Solution (SIS))

Given uniformly random matrix A ∈ Zn×m
q , find non-zero

vector x ∈ Zm, such that A · x = 0 mod q and ∥x∥∞ ≤ β.

For any m, β = poly(n), and q >
√
nβ, solving

SISn,m,q,β problem with non-negligible probability is at

least as hard as solving SIV Pγ problem, for some γ =

β · Õ(
√
nm) [13], [19].

2.3 Lattice Related Algorithms

Lemma 1 (TrapGen[31]) For a odd integer q ≥ 3 and

m = ⌈6n log q⌉ this algorithm outputs a matrix A ∈ Zn×m
q

and a basis TA ∈ Zm×m
q for Γ⊥

q (A) such that ||T̃A|| ≤
O(
√
n log q) and ||S|| ≤ O(n log q) with all but negligible

probability in n.

Lemma 2 (SamplePre [13]) On input a matrix

A ∈ Zn×m
q , a trapdoor basis R, a target image u ∈ Zn

q ,

and the standard deviation σ ≥ ω(
√
logm), the PPT

algorithm SamplePre(A,R,u, σ) outputs a sample e ∈ Zm

from a distribution that is within negligible statistical

distance of DΛ u
q
(A),σ.

Lemma 3 (ExtBasis [9]) ExtBasis is a PPT algorithm

that takes a matrix B ∈ Zn×m′

q , whose first m columns span

Zn
q , and a basisTA of Λ⊥

q (A), whereA is the left n×m sub-

matrix of B, as inputs, and outputs a basis TB of Λ⊥
q (B)

with ||T̃B|| ≤ ||T̃A||.
Lemma 4 (SampleLeft [31]) On input a n−rank ma-

trix A ∈ Zn×m
q , a matrix M1 ∈ Zn×m1

q , a short basis

TA ∈ Zm×m
q of Λ⊥

q (A), a vector u ∈ Zn
q , and a gaussian

parameter σ > ||T̃A|| ·ω(
√

log(m+m1)), outputs a vector

x ∈ Λu
q (F1) satisfying F1 · x = u, where F1 = (A|M1).

2.4 Attribute Based Encryption (ABE)

Setup: This algorithm takes the security parameter λ as

inputs, and generates a public parameter PK and a master

secret key MK.

KeyGen: For a given public parameter PK, a master se-

cret key MK, and an attribute set S for a user, this algo-

rithm outputs a user private key SK associated with S.
Encrypt: On input the public parameter PK, and an ac-

cess tree (policy) W, and a message m, this algorithm out-

puts a ciphertext C.

Decrypt: On input a user private key SK and a ciphertext

C for a message m, this algorithm output the message m, if

the user attribute set S can satisfy the given policy.
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3. Group Oriented Attribute Based En-

cryption Scheme

In the GO-ABE scheme suggested in [18], the users are

belonged to a specific group and only users from the same

group can pool their attributes to satisfy the access tree.

However, no user will reveal their private keys.

3.1 GO-ABE

Definition 3 (GO-ABE) [18] A group-oriented

attribute-based encryption scheme is parameterized by a

universal set of possible attributes A, a space of group

identities G = g1, g2, . . . , gn, and a message space M, and

has the following algorithms.

Setup: This randomized algorithm takes inputs as only

the security parameter, outputs a public parameter PK and

a master secret key MK.

Encryption: On input, a message m ∈ M, the public pa-

rameter PK, and a set of attributes (access structure) W,

this algorithm outputs the ciphertext C.

KeyGen: On input, an attribute set S of a user, a group

id g, the master secret key MK, and the public parameter

PK, this algorithm outputs a decryption key SKg
S .

Decryption: On input, the ciphertext C, that was en-

crypted under a set of attribute W, the public key PK,

and a set of users from same group g, this algorithm pools

the user attribute sets as U = S1∪S2∪. . . ,SN to generate a

decryption key SKg
U and outputs message m if |W∩U | ≥ t,

where t is the threshold value.

3.2 Security Definition: Selective-Set Model for

GO-ABE

Int: The adversary declares the attribute set W that he

wishes to be challenged upon.

Setup: The challenger generates a public parameter PK

and a master secret key MK executing Setup and sends PK

to the adversary.

Phase 1: The adversary queries the private secret keys

SKg
Si

fro different attribute sets Si with a group id g ∈ G,

where |Sj ∩W| < t for all i.

At the end of Phase 1, |Ui ∩ W| < t, where Ui =

S1 ∪ S2, . . . ,SN is the union of attribute sets all from the

group g.

Challenge: The adversary sends two messages M0 and

M1 whose lengths are the same. The challenger selects

b ← {0, 1} and encrypts Mb with W. Then he passes the

generates ciphertext C to the adversary.

Phase 2: Phase 1 is repeated with the same conditions.

Guess: The adversary outputs a guess b′.

The advantage of the adversary winning the game is

Pr[b′ = b]− 1/2.

Definition 4 The GO-ABE scheme is secure in the

Selective-set model of security if all polynomial time and

adversaries have at most negligible advantage in the above

Selective-set game.

4. CP-ABE Scheme from Lattices

In [31], Yongtao Wang presents a lattice ciphertext pol-

icy attribute-based encryption scheme and gives two corre-

sponding constructions. In that scheme, the policy is AND-

gates on multi-valued attributes. We define this access struc-

ture below.

4.1 Lattice CP-ABE in the Standard Model

Definition 5 [31]

Let U = {att1, att2, . . . , attn} be a set of attributes. For

atti ∈ U , Vi − {vi,1, vi,2, . . . , vi,ni} is a set of possible val-

ues, where ni is the number of possible values for atti. Let

S = [S1,S2, . . . ,Sn],Si ∈ Vi be an attribute list for a user,

and W = [W1,W2, . . . ,Wn],Wi ∈ Vi be an access struc-

ture. S |= W indicates that an attribute list S satisfies an

access structure W, namely Si =Wi(i = 1, 2, . . . , n).

Setup: This algorithm takes as input the security param-

eter λ and generates a public parameter PK and a master

secret key MK.

KeyGen: For a given public parameter PK, a master se-

cret key MK, and an attribute set S for a user, this algo-

rithm outputs a user private key SK associated with S.
Encrypt: On input the public parameter PK, and an ac-

cess tree (policy) W, and a message m, this algorithm out-

puts a ciphertext C.

Decrypt: On input a user private key SK and a ciphertext

C for a message m, this algorithm output the message m, if

the user attribute set S |=W.

In [31], two constructions are given using [3] and [4]. For

the development of our scheme we employ the construction

built using [3]. Again the scheme used the encoding function

with full rank differences (FRD) H : Zn
q → Zn×n

q described

in [3].

We provide the construction given in [31] using [3] in be-

low.

4.2 Construction

Setup(1λ): Take a security parameter λ as inputs, and

output the public parameter PK and the master key MK.

• Set parameters n,m, q, σ and A as in [3].

• Execute TrapGen(n,m, q) to obtain a matrixA ∈ Zn×m
q

and a short basis TA ∈ Zm×m
q .

• Select uniformly random matrices B,A1 ∈ Zn×m
q and

a uniformly random vector u ∈ Zn
q .

• For each vi,j select a random vector ui,j , where i ∈
[n], j ∈ [ni].

• Output PK = (A,B,A1,u, {ui,j}i∈[n],j∈[ni]) and

MK = TA.

KeyGen(PK,MK,S): On input the public parameter

PK, the master key MK, and the attribute set S of a user,

this algorithm output a private key SK for the user.

• Set FS = A|A1 + (
∑

vi,j∈S H(ui,j)) ·B.

Assumption:
∑

vi,j∈S H(ui,j) ̸=
∑

vi,j∈S′ H(ui,j) for

all S ̸= S′.
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• Get xS ← SampleLeft(A,A1 + (
∑

vi,j∈S H(ui,j)) ·
B,TA,u, σ), where FS · xS = u.

• Outputs xS .

Encrypt(PK, b,W): This algorithm takes the public pa-

rameter PK, a message bit b ∈ {0, 1}, and a policy W, and

output the ciphertext C as below.

• Set FW = [A|A1 + (
∑

vi,j∈S H(ui,j)) ·B].

• Select a uniformly random s ∈ Zn
q and a uniformly ran-

dom matrix R ∈ {−1, 1}m×m.

• Select noise vectors e1 ∈ Zq and y ∈ Zm
q , and set

z← RTy ∈ Zm
q .

• Set c1 = FT
Ws+

[
y

z

]
∈ Z2m

q ,

c2 = uT s+ e1 + b⌊q/2⌋.
• Output C = (W, c1, c2).

Decrypt(PK,C,xS): On input the public parameter PK,

the ciphertext C, and the private key xS this algorithm ex-

ecutes as below and returns a message m if the attributes

satisfies the policy, i.e S |=W.

• Compute w ← c2 − xT
Sc1 ∈ Zq.

• If |w − ⌊q/2⌋| < ⌊q/4⌋ in Z then outputs 1, otherwise

outputs 0.

5. Our Scheme

5.1 Overview

For the universal attribute set A, each attribute is associ-

ated with a random vector u. At the setup stage, a trusted

authority generates public parameter PK and a master key

MK. This master key is used when generating private keys

for users. A message sender encrypts the message by se-

lecting an attribute set. In this construction, we consider a

message bit b. We take a group with N users, where N = 2ℓ.

Different groups have a different number of users. Thus each

group gets ℓ-bit id. For a user with a set of attributes, the

trusted authority with master key MK generates a private

key. First, the trusted authority, selects a vector z for each

attribute that the user possesses, and he creates a secret key

x. Again based on the possessing attributes the user gets

a trapdoor TDS . Thus a user’s private key is (TDS ,x).

When decrypting a message, no user reveals their private

keys. They generate y using their private keys and pass

only y. Anyone can combine all y and decrypt the message.

Since we assume S ̸= S′, each user outputting y is unique.

5.2 Construction

We assume a group has N no of users such that N = 2ℓ.

Setup(1λ): Take inputs a security parameter λ and out-

puts the public parameter PK and the master key MK.

• Set parameters n,m, q, σ and A as in [3].

• Execute TrapGen(n,m, q) to obtain A ∈ Zn×m
q and a

short basis TA ∈ Zm×m
q .

• Select uniformly random matrices B ∈ Zn×m
q .

• Select A1,A2, . . .Aℓ ∈ Zn×m
q .

• For each attribute in A select a random vector ui.

• Output PK = (A,B,A1,A2, . . .Aℓ, {ui}i∈||A||) and

MK = TA.

Encrypt(PK, b,W): This algorithm takes the public pa-

rameter PK, a message bit b ∈ {0, 1}, and a policy W, and

outputs the ciphertext C as below.

• Set FW = A|A0 + (
∑|W|

i=1 H(ui)) ·B.

• Select a uniformly random s ∈ Zn
q , e1 ∈ Z2m

q , and

e2 ∈ Zq.

• Set u←
∑|W|

i=1 ui

• Set c1 = FT
Ws+ e1,

c2 = uT s+ e2 + b⌊q/2⌋.
• Output C = (W, c1, c2).

KeyGen(PK,MK,S): On input the public parameter

PK, the master key MK, and the attribute set S of a user,

this algorithm output a private key SK for the user.

• Select ℓ-bit string d for group id g.

• Generate Ag = [A|A0 +
∑ℓ

i=1 diAi].

• For a user with attribute set S:
– Select zi ∈ Z2m for all attributes in S =

{u′
1,u

′
2, . . . ,u

′
|S|}, such that Ag · zi = u′

i.

– Compute x =
∑|S|

i=1 Ag · zi.
– Get DS = [A|A0 + (

∑|S|
i=1 u

′
i)B].

– Get TDS = ExtBasis(TA,DS).

• Outputs user private key (TDS ,x).

Decrypt(PK,C,xS): On input the public parameter PK,

the ciphertext C, and the private key xS this algorithm ex-

ecutes as below and returns a message m if the attributes

satisfies the policy, i.e S |=W.

• Each user obtains and passes yi ←
SamplePre(TDS ,DS ,x, σ).

• Compute w ← c2 −YT c1 ∈ Zq.

• If |w − ⌊q/2⌋| < ⌊q/4⌋ in Z then outputs 1, otherwise

outputs 0.

6. Discussion of Security and Limita-

tions

6.1 Security of the Scheme

Theorem 1 The advantage of an adversary on

selective-set model is negligible under the hardness of LWE

problem

Suppose there is a PPT adversary A against selective-set

model with advantage ϵ. We build a simulator B that can

solve LWE problem. The simulator B uses A to solve LWE.

First, A publishes the access structure W∗ that he wants

to use for challenging stage. Next B honestly generates PK

and gives to A. When A queries private keys for a differ-

ent set of attribute S, where S ̸= W∗, he queries his own

oracle and responses. At the challenge phase B receives a

message bit b∗ ∈ {0, 1} from A, and he encrypts b∗ us-

ing the parameters he selected honestly. Then he selects

a random r ∈ {0, 1} and if he gets r = 0 then he sends

C∗ = (W∗, c∗1, c
∗
2), where c

∗
1, c

∗
2 are honest values. If he gets

r = 1, then he selects randomly c1 ∈ Z2m and c2 ∈ Z, and
passes to A. Next A guesses r′ for r, which is the solution

for LWE.
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6.2 Limitations

The scheme given in [31] assumes two users share no same

set of attributes. Our scheme also assumes the same. How-

ever, in the real world, this assumption is not practical.

Again, GO-ABE scheme in [18] and our scheme users who

are pooled are not tracked. Thus users who miss used the

decrypted data cannot be punished. This problem is a sig-

nificant concern that should need attention. Again, even

though the GO-ABE scheme is advantageous in emergencies

such as decrypting a patient’s data to analyze his medical

condition, users can use this scheme even when it is not in

an emergency. Thus anyone can misuse this scheme. We

note that it is required to control the situation that GO-

ABE applies. The existing schemes and the new GO-ABE

scheme from lattices have these issues that are opened to

discuss in the future.

7. Conclusion

In this paper, we provide a construction of GO-ABE

scheme from lattices that supports users to pool their at-

tributes anonymously (without revealing their secret keys)

to satisfy a given access tree. Since we used lattice cryp-

tography, our scheme is quantum resistant. However, some

limitations need to discuss in the future.
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