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Zero-Knowledge Proof of Isolation in Graph
Using Pairing-Based Accumulator
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Abstract: Network systems can be represented using graphs. What is important for a tenant is that his
system is well connected (connectivity) and that his system is separated from other tenants (isolation). There
is a demand for a method of confirming the connectivity and isolation to tenants without disclosing the net-
work topology. As a solution, an RSA-based zero-knowledge proof scheme for a graph has been proposed.
On the other hand, a scheme using a pairing-based accumulator has been proposed, where the proof size
and the verification time do not depend on the total number of all vertexes and edges. However, only the
zero-knowledge proof of connectivity is equipped. In this research, we propose a zero-knowledge proof scheme
for isolation by extending the previous pairing-based scheme. Then we implement the proposed scheme on a
PC and evaluate it by measuring the processing time.
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