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Privacy-Preserving XGBoost Introducing Federated Learning Scheme

Fuki YamMamoTo!® Linua WanGZP)  Sercur Ozawal:©)

Abstract: Privacy-preserving machine learning is attracting attention because it can build Al systems for
classification and anomaly detection without exposing sensitive data owned by multiple organizations related
to fields such as medical and finance. In this study, we propose a privacy-preserving XGBoost that intro-
duces a federated learning into XGBoost, which is an ensemble decision tree model with high performance
and interpretability. To achieve this, Yang et al. proposed a method of aggregating the gradient of the loss
function, and Zhao et al. proposed a method in which each data owner updates a common model in order.
In contrast, we propose improved methods with both the security of data shared by multiple organizations
with a central server and the performance of AI models. We evaluate security and model performance to
verify that data owned by data owners can be utilized without revealing each other. The result showed high
security and model performance.

Keywords: Machine Learning, Federated Learning, Privacy Preserving, Big Data Analysis, Ensemble Tree
Classifier.
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