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Abstract: In recent years, cloud computing has been attracting attention as a new network service; however,
privacy leakage to cloud servers or data analysts becomes a serious concern. In this paper, we focus on two
techniques to prevent privacy leakage. One is differential privacy that prevents guessing at the original values of
data providers by adding noise to the data. The other is homomorphic encryption that enables arithmetic operations
over its encrypted data. By combining differential privacy and homomorphic encryption, we can construct a system
that preserves the privacy leakage from the computation output that will be revealed to the analysts as a plain data
besides preserving it during communications, computing processes, and storing. In this paper, we investigate privacy
preservation techniques that combine differential privacy and homomorphic encryption. We also summarize recent
research trends. Specifically, we focus on the data collection methods and the timing of adding the noise. Then, we
classify these methods depending on how they combine differential privacy and homomorphic encryption and how
the use case is, and discuss the future research trends.
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