Computer Security Symposium 2020
26 - 29 October 2020

BEZILICLEDERDTSAR—NBABRIO774) VY

4ty i )

WE : ELMTEAMIZIE, VAZZ2EMIZEMLUT, X2 ) Fq EERAMEDONS V22 RKD B Z LW
HTHD., AT, BEEBEET—2%2707 74 ) 7S50 ERETVERET S, IBEEFNVITHE
RIBELUEARBODIHEAOESE2RTETEDORY ML TH L. SHEDEBRELZHESGL, 70774
NEeT5, ZO7aT77ANVEAFLUEZREENENSSWVWDY ATIZREPEHEETEI 2R AS.
WL ODRDFEDTT, T—EW¥HB707 71N ER/HEOEREZFHL, Z07 514NV —ItB 575
ANY—BEFMT S, 2T T 7 ANERE, TOT7ANDTSA N —%2FlidT 571 TIEEL,
YR EDOE T — 2 O 2FMM T2 Z 2 2T LT WA,

ZDETNVEHANC, by Ta—Fa1 7, ¥ 7V 07, ik, BEY, k-EaMEREORERZINT
NEZSTTIANY—MEZFMT S, MTIEEMALSTIA—XTETIMELENTVWEDT, 7077
AN DZEAL % WAL R DA DHERBE DM EIRET 52 2T, T4V —H%E L EHx iz DR % 7]
BEIZL T3,

F—O—RN:EHINT, #7714\ —

Differential-Private Profiling Customer Payment Records with
Anonymization
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Abstract: To assess accurately the risk of being compromised, anonymized data requires a balance between
utility and security. In this paper, we propose a new model of profiling customer purchase records. Our
model is a fixed-size vector that indicates the set of all goods that the customer has purchased before. Ag-
gregated all records for n customers, we define the profile for customers. Our interest is how much risk of
re-identification against an adversary who has the profile matrix as an adversarial knowledge. To evaluate
a privacy budget of the differential privacy, we show the probability of dataset to have a profile under some
reasonable assumptions. The probability of profile allows us to estimate not only the privacy of the profile,
but also the utility as the form of mean absolute error of profiles.

We have examined the privacy gain expected by performing representative anonymization including a
top/bottom coding, a sampling/suppression, and a generalization (fundamental elements in k-anonymity).
These anonymizations are modeled by means of simple factors, which allow us to estimate the privacy loss
and the mean absolute error under assumption that the profile’s bit errors occur as a sum of independent
and identically distributed random variables characterized by the number of records.
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% 1 Example transaction table D

% 3 List of Symbols

ta t.o t.s toa t.s te | tr
cust. ID | inv. date time | stock ID | price | qty
12361 0 2011/2/17 | 10:30 21913 3.75 4
12361 0 2011/2/17 | 10:30 22431 1.95 6
12361 0 2011/2/25 | 13:51 22630 1.95 12
12361 0 2011/2/25 | 13:51 22555 1.65 12
12362 0 2011/4/28 | 9:12 21866 1.25 12
12362 0 2011/4/28 | 9:12 20750 7.95 2
12362 0 2011/4/28 | 9:12 22908 0.85 12
12360 0 2011/5/23 | 9:43 21094 0.85 12
12360 0 2011/5/23 | 9:43 23007 14.95 6

#* 2 Example of profiles for n = 5,m =13,/ =3

ID ¢ rankr; profile ®; # records m; minority
1 1 (1,1,1) 6 0
2 2 (1,0,1) 3 0
3 3 (1,1,0) 2 0
4 4 (0,1,0) 1 1
5 5 (1,0,0) 1 1
R¥E m; = |Di| TRT.
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ko, WEEARES T OEZ OB OREERL
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1 Probability distribution p; with parameter m; (a number

of records for i-th customer)
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5 Differential Privacy for Generalization with ¢
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€% 5.1 (MAE) n AOBEEVEDET—2Ey b D
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5.2.3 Top/bottom coding
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pi

B 6 Probability of an inconsistent bit of w; to be 1, Pr(pi, p})

3000
|
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|
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rank

7 Number of records in the Online Retail dataset[4] with
respect to the rank ranging 1 to 100
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n—r_
<
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TRUEDIT, ek e, FTHAIET, LVEVTT
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8 Mean Absolute Error of top coding
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|

MAE

9 Mean Absolute Error of bottom coding

MAE
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|
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10 Mean Absolute Error of sampling
A 1 c
[ P 1_1_777’7,@ 1_ 1_7mi
o 2P (L (= )

THEIND. 72770, Zo—&kibizk->T, TarrA
VDY NEW LIPS /ey MZELLTLES DT,
ZTOMAEFMIERL LS TR RS2V, HIZE, (=4
DHBHTU7 74V AD;) =(0,0,0,1) %, ¢=2T—f%
{EUT, A(fo(D))) = (0,1) &#ro7zb L&D, ZOK, T
M2y MZREMADRZVDOT, 202200707 74
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Pi
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11 Probability Distributions p; after generalization with
c=1,2,5

0.175
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# 4 Summary of privacy and utility for representative anonymizations techniques

anonymization parameters privacy utility
techniques f factor Range(m;) 4 z € é MAE
identity N/A [Mmin, Mmaz] V4 m; N/A N/A w(D)
top coding O, [Momin, Om, | V4 2 €2 o Wy, N (D)
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sampling B [BMmin, BMmaz] V4 € do wg(D)
generalization c [Mmin, Mmaz] e 2 €c do we(D)
k-anonymity Ck [Mmin, Mmax] L/cy 2 €cy. do We, (D)
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