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Abstract: If we can utilize resources accumulated by new services that have appeared as a result of the spread of 10T, we can expect
further development of these services. However, an increase in the number of applications utilizing the resources leads to an increase
in a burden on users to manage authorization. To reduce the cost to the users, a concept of User-Managed Access (UMA), which is an
authorization protocol, is useful. However, if a system is simply built according to the UMA, there is a risk of not being able to detect
breaches of information about authorization by a malicious actor because the authorization system is managed by a single trusted third
party. In this paper, we propose a UMA-based cross-domain authorization framework using blockchain as a more secure authorization
framework that reduces the burden on users.
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