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Abstract: We consider how to make deep learning-based face recognition robust against adversarial exam-
ples. An adversarial example is a maliciously crafted input that machine learning models misclassify it while
humans do not. A large number of studies have proposed methods for protecting classifiers from adversarial
examples. One of the most successful methods among them is to prepare an ensemble of models and promote
diversity among them. We directly applied this successful method to feature extractors and found that it
does not work at all, unlike to classifiers. Then, we proposed a method that synchronizes the direction
of features among models and promotes the diversity of features compared to the synchronized directions.
We experimented that our method of promoting diversity under the synchronization for feature extractors
prevents adversarial examples significantly.
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BRERDTATVTAT1THIEHET S,

DNN N — 2 DR EME SR OFE X 2 DD HIENDH
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= log

_ W f(=)
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g0 cos 0((z,y)+p) + ZZG{l oy g0 cos 0(z,0)

= log (1)
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WEDR =y bR Y Y TIVDW S OMERSAIZE
filiEZz AW TEDT 5. Basic Iterative Method (BIM) &
FGSM OHEER T, BEIO Y1 ZiZ#lf% MA 22 FGSM %
MO UEA LT &0 EMERER) 2K 5 [14]. Projected
Gradient Descent (PGD) i& BIM & kRO FE TEE) % £
29 5 [16]. BIM & OEWNFIHIAATH D, BIM 1Z4H
M%Zxs & U, PGD & oy 2o —EHMNIZH S 7V X L
TR EVIMEE T 5. Carlini & Wagner (CW) WEBIdxS
INE WA ZOMEB % BT 2 [4]. LB L7z BIM, PGD,
CW DFEIFBOSHY » TV s 564 Th O I%
FIETH 5.
2.3.2 BHEBHMHSBICS T IBNENY Y TV
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U T Y Y SV ERERT S Z e TES. LOTS
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DIFLAED, IVBIBBBIZE>TTTIZHEONT
% [2), [3].
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B, WY Y IV TAurANZ MEL RSO B Z L
MRENTZ. Pang 517 V¥ ¥ T E T ILVOIIKIZ,
non-maximal predictions (HEIMDOHETIRTZ MDD S5,
Eff S ROVIZHIRT 2 EEERWZRT ML) % ETIVH
TEHRRMICR 2 &S RIERLE H\W3 Z & TR S >~
TVIZHUTENZAMIRS Z 2R UK (18], Zhid

Adaptive Diversity Promoting (ADP) Fik L XN 5.
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EDMEIS TR o TV,

25 EEETI
AFETIEUATO &S RO BEE 2 BET 5.
BWEHIETNVIZRBIIT IR ATEHIENTES., Z
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3. REFE

3.1 Adaptive Diversity Promoting (ADP) D&

TYYVTNVET I EHWCTHEHRIESRDO B ANZ MEE &
HB7-HIZ, ADP Fi£% Angular Margin Penalty (238
U7-%E 29 5. Pang o HMEZE L 72 ADP Fi% [18]
OBE % LLTFITRT.

T VINE K AOET ARSI NTED, Th
ZTNDETNEN 7 FANEETHHDETH. Likdio
T Angular Margin Penalty QL BEHIZE T2 2 TDN
IA=R g(x), f(x), f(x), We, Wi, 0(x,0) X K &7 5.
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ATDRT (z,y) 2T 27 PV TINETIVOELRH
B Luarc,ou & kFHDET VD Angular Margin Penalty
DK LE, OfRFITH D,

Z £§!RC,o,p(x7y) (3)

kE[K]

‘CEARC,O'”LL ($, y) =

THhs.

ZIZT, gryy ER"P 2 gp e R* ROHIEMRT )Ly 1T
WHnT 2y BHOERZRW/zn — 1 IRTGRZ ML e
5. gy € R"V & Ly IEBMEL 7 gy € RV 2L,
(n—1) x K1151% M(z,y) = (G1,\y(2),...,dx\y(2)) €
R=DxK » 32 Z @& &, non-maximal prediction
ZRRIEFRFE T dH 5 ensemble diversity ED %

ED(z,y) = det(" M(z,y) - M(z,y)).

CEHT S, LEOEAE T VIE K x (n— 1) 74L&
(n—1)x K f78l055fiTcdhb. ZZTEDIERZ b
WEE g1y (), Greny ()} DIRB RO KR R KT
ADP FIEDIERIE ADP, g(z,y) %

ADP, s(2,y) = a-H(G(z)) + B - log(ED(z, y))

LB, al BIENANR=NTA—XTHS. ADP F¥
I8 5 EEOEEBEBUSIERIEIHZ W,

['EARC—ADP,U,H,a,[i = (EEARC,O',,M (I, y) - ADP(y,ﬁ (xa y)) .

5.

N ﬁEARC—ADP,a,u,a,ﬁ W THlE & 7= R
B E (i e Ry 2T 5. RHEBEDOT V¥
TV F 2 B OREBER B0 D E LT,

1.
= =3 ula). (4)
k=1

LEHRTD. REEMBERDOT VY Y TV E AW RERE X
ADZBIT BHPERBIZ I, AT 2 12T 2R RO T
VY YTV Fx) ERDOAT o TS BREEO T VY
TV F(x') & ® Euclidean distance % FA\ 5.

3.2 Feature Diversity Promotion

ADP FIEIZBWVWTIX, 7Y H Y T E T IO non-
maximal prediction % ZHHIZT 5. LA LA S, K
BEITE TN D prediction & 0 b U 2 REEZ W T

WY TNV EERT S, LT, xiE7vry v 7

VR % LT 5. ADP Rk e FRIZ, AJ ot
T57 vV TIVRHED LN EDjeqy 1EH 2 Z 20T
3. Fx)=(fi(z),..., fx(x)) e R”E % dx K 175l &
T35, Z0rE, 7YY TIVRBEDO LI

EDfear(2) = det(" F(z) - F(x))

LERES,
U7=h > T, AFOIEANMEZHWT, 7Y v 7IVEHR
BE2LMILTBIENTE S,

FDP, () = v10g(ED feqt (2))

EHADBE v INAR=RNFA=KXTH5. ADP Tk
13570, ERMEIEIZ Shannon T¥ h R E—%2 & F 722\,

Feature Diversity Promotion (FDP) FiEDE T IV DY
BB EEEBEUTDOL S IZRT.

LEARC-FDPou~y = (LEARC,0.u(T,y) — FDP,(2)).
3.3 EpIER

= 2, EAULIETH % ADP, 4(x,y) O FDP. (z) ®
SR A RERT A REBROMERE2RT.

Single Model: 8EBEHBIZ Larc,s, AV, ERMKIA
L FHI N E— DR HEM L.
Baseline: KB Lrarco,, & AV, ERMEIEZ <
FEI NGO EE M AR,
ADP: #HRBEIZ Lparc—apPo s EHWTEEI N
BB DR EER AR,
FDP: #HERBBIZ Learc—rpPouy ZHVWTE
@B ORI AR,
single model, baseline, ADP, FDP iZ & > TFHE I 7z
ZNENDETNVORIED EMETEX, ROC H—T %R LT
WBR SRS NMEEIITTRTHEELEVWAS., i,
WO > Tzt d 532y VT =7 OEREEERL TV
26, 7,875, ADP LU FDP lEx v k7 —2Z 00N
ANEEEDDBLIIFEABRNZ EhbRrd
1, 2, 3 1%, baseline, ADP, FDP Z1ZIiZ D\ T
t-SNE IZ & » TR E 2 5/ L -agiboRTtH 5. FU
BoTay MIFAUZ IAIZET S Z L 2EKL, AOB
EIZEWVIRRDZETIVEZEKLTWVWS., 205 DRH
5, ADP ¥ baseline & R THR#ERZZHR/ILTETWVWR
WZ ehbnb., F£7-, FDP X ADP LR TRHES2 S
FRAEL TW 3B, baseline X R B & ZNIEE LML TE
TWBERFFARV. EB50FES, xv M7 —27 DM
S > T T 2 aNA MEEZEDRNE VR D,

#Hxn

3.4 %ﬁ%ﬁtﬁwéﬁ%

BHERAEIZ B WT, &\ true acceptance rate & &\
false acceptance rate & EK T 272012, BT 55
@EA7FWiUT®20®*#%ﬁtTMg#
% (7], [15], [23], [31] :

e H\\ true acceptance rate D722, FHEENZ bL

D2 T ANTEDINE .
o fK\ false acceptance rate D7z &
D2 T AMTBIPIRE .

, HE~RT ML
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1 t-SNE visualization of feature

mappings without regularizer

T YU TIVREEO LRI ERROSM KT 208,
B2 DEBRTIEET VDR T =< VY AZBEFEIERNE
WHRERAE SN, RIZ, 207 Fa—FI2813 5HE
By Izt 2 082 MEIZDWTHRAR S,

Angular Margin Penalty DEEEEII 2 TOREE RS
MV fe(2)bhmr, e EEARZ MVIWE ot k=1,
M dIRFTOEMNIKE FIch 2 BELH L. ZHIZBEWT
&, AT MLWF Bk BHOETVORTHRES S 5
AR THWIFEMZ IS & 512, BOFR—027 5 AR TH
BRI B EDIINRTA—RE2FEHTH. o
S ERT BHOSIY > TV o' =x +6 1%, fu(z) HBEWE
LIELIRBN, frl@)dy#£y THD W?f, IZiEL 72 5.

TUHVITNVET LN EHAWTETIVEOLERMEE & 5
ZriE, BETNVHENT IRHBEIIN U CEEIOZED
A EEHEKICT 222 THD. ADP & FDP Difi 5
DOFEIIHFHEOEENI N T 2% LHEINIC T 5 AT ReME:
WhHsb. LrL, ETUETEARY MVIFMNIZEE X
N3, BEZNZS L TEFVIZERED GICE
AT T THEELRD 5. I, o cEBHZMNR 5
T fi(x) WL OHFECBEI L E, folz) d Wi
CREITAAEEERH S, O XS IRKTIE, ADP ¥
FDP %D FETH N EET VB TERMIZLEZE LTH,
BONIGY > T RdT 2 a2 MEEZED 28R TR W
LhRbhrb, FIT, K7 I ABRETLIHEARY ML E
ETNETHAEL, BOMEZHRNICT 2 EAMLEZT S
RBEDIH B,

3.5 fRRAE

FEHOMEE MR T S5, ETFVORKEDEANR
7 MV AWEN kot Kyx{1,..n} ERTDETIVTHE
T252LTHD. Thbb, TRTOELIZOVWT, Wi %
Wy iZfi—3 5. Fx DRPRIKETIE, TRV yIitds 58
TOREEN W, 1ITEDL 51295, ZokE, TUy
VINETMIH U THEEZ RN I 572017, WEET
RTDET IV EDREEDL W, DHEH S W, DA ENE
B9 25&5 R EREERTIZHENH L. RIZEHBIZHL
THMEDZ I 2HENETIVETRL > TVWIIE, K8
FIXLETOETIVORBERY MLV EEOM EIZENT

2 t-SNE visualization of feature
mappings with ADP

3 t-SNE visualization of feature
mappings with FDP

20 10 0 10 2
4 t-SNE visualization of feature mappings with SRV-FDP

ZEHREETH L. ETIVHTHRAET ZREEOEANY
bV % Shared Repreentative Vectors (SRV) IR Z & &
5.

SRV ThH 5 W, LFiE fi(2) € RY L DfEE ¢y (x, ()
LIseE,

ol ) — We fu(x)
cos Yl £) = F e ]

LERES.
SRV 7?‘7_’1%)\ bf:?ﬁﬁiﬁ@@l EEARC—SRV’J,H ti,

LEARC-SRV,0u(T,Y)

i 40 conn(o:0)H1)
= log .
p e0 cos(Yk (z,y)+n1) + ZEE{I,...,n}\y e cos Vi (z,0)

LEREDL. TOEREBBIIHK > THEE I NI EHEMT
BEMHOHIY > FVIZR U T ENNA N Th B e T 5.

LEARC—SRV—FDP,o,u~ (T, Y) (5)

= LrArc-SRrv,eu(2,y) — FDP, (). (6)

K 413X 5 0EEEBICULEN s TEEINET VY Y
TILVETFLVORMED t-SNE IZ k50t TH 5. H»
5, FEERKR4PEELTHEEYDOME - T-.

4. EE&

ARETH, BFEFE REFE REFHECELETO
WL DODRDEBRN) T— 3 VIZDOWT, REEEXCH
REILD N T A =< vV AERFHII L 72, FRIFEBRTRLUZ LD
2, BEfFD ADP F¥k¥ FDP FikiZn NZA MEZ ED 5
SRP e r o7z, ETNVORMEDEANRY NLVET VH
YINDETFVETHE LR &2, ADP 4% FDP F
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FIZONA MEZ @O DR EeF-E o 2N TE 0%
MGEES 5.

4.1 EEDFEM

Dataset
FHTO R AFLTHR [T 12U > T T o7z, FHE
WEHDT— 2121 emore dataset[7), [9] & =, emore

dataset 13T — RIZEET 5.8M OEHEERIEEFNTE
D, 8KDTATYTAT 4055, £z, FHOHRTTE
TVDBEDNT 4+ —< v AZJET 57212, LFW(11],
AgeDB-30[17], % U CFP-FP[24] % F\ 7z, EHE R D FiAL
H & L TlX, MTCNNI[32] ZFH\\ T facial landmark # %
TV, 794V AV Miol, 7=, #Eifg%z (112 x 112)
W2V YA AU

4.2 XY NT=DENAN=NRNFA =%

Rt oxry b7 —2121%, JK<KHWSN TS
CNN 7 —% 75 7 F ¥ Td % MobileFacenet[5] & FH\\7z.
& D convolution JE DEIZ, 512 IRTORHBEZ2E 57
®1Z, BN [12]-Dropout [26]-FC-BN D #HLH A7z,
ZHoEHR [7) ERUERBETH 5.

£ 72, SCHR [31]
U7z, FEBOI =Ny FHA XL 256 ITHEL, €T
W 3ONSHERE NS T YT )L% NVIDIA Tesla V100
(32GB) GPU ET¥E U7z, FERIWIAEEZ 1073 &L,
12, 15, 18 TR v Z# THRIZ 1/10 ITBE I ¥ 7. dlfix
20 LRy 7 THRT & LT

ADP FHEIZETBAINA N =NRIFTA—=ZF (o, ) =
(2.0,0.5),(2.0,10.0), KO (2.0,50.0) 2 £ L, FDP F
HEIZBITENANR=1RTF A —=&iLy=1.0,10.0, X0 50.0
EFEERUTZ. WO Y TV OABIZIE LOTS D7 L — L4
7 — 2T BIM, PGD, CW % [\ 7-.

FEHULET VYV ITLVETILVOMBIELTOEED T
H5.

Original Angular Margin Penalty (Single model):

IZHEW, o = 64, angular margin p = 0.5

Larcou(2,y).

An ensemble of AMP (Baseline):
LEArc,ou(T,y).

AMP with ADP (ADP):
LEARC—ADP,o,u,0,8(%,Y)
= LEARC,o,u(2,y) — ADPy g(x,y).

AMP with Feature Diversity Promotion (FDP):
LEARC-FDPou~(Z,Y)
= LEARC,ou(®,y) — FDP, ().

AMP with Shared representative vector (SRV):
LEARC-SRV,0,u(T,Y)-

SRV with ADP (SRV+ADP):

LEARC—SRV—ADP,o,u,0,8(%, Y)

method LFW | CFP-FP | AgeDB-30
single model | 99.30 89.60 94.22
Baseline 99.12 89.71 94.15
ADP 98.90 86.20 90.52
FDP 99.40 89.94 94.13
SRV 99.26 90.94 94.93
SRV+ADP 99.38 86.62 93.98
SRV+FDP 99.40 89.97 95.15

% 1 Accuracy of verifications by different methods

ROC curve

-
=

7

=
=]

2
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= single model: ROC-AUC=0.96326
Baseline: ROC-AUC=0.96290

— ADP: ROC-AUC=0.92793

— FDP: ROC-AUC=0.96306
SRV: ROC-ALIC=0.97245

— SRV+ADP: ROC-AUC=0.94296
SRV+FDP: ROC-ALUC=0.96417

=
I
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=
¥
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5 The ROC curves on 1000 pairs of test samples of VGG2

dataset. Each model is trained on emore training data.

= LpARC-SRV,0.u(T,y) — ADP, g(z,y).
Proposed (SRV + FDP):
LEARC-SRV—FDP,ou~(T,Y)
= LEARC—-SRV,0,u(%,y) — FDP, g(2,y).

4.3 EBYYTNICNTENRT -T2
EHRDT—ZIZOWT, EHBGEORIEREEZ K 1T
R ZORONAIR=NTF A =R (o, 8) = (2.0,0.5)
T, y=100T»H%. K&, Baseline & SRV & FDP i
single model & [FFRED NN T 4+ =XV ATH D Z Wb
LIREFIETH S, SRV-FDP 1L T single model 122 —
7T, ADP FEEEBHMH U-FIETH S ADP & SRV-ADP

1L H T single model 1285 2R & o 7=,

E7z, VGG2 7T —X vy MIBWTHRIFEZ HIE L
7=. 5D ROCH—TIZRT LDIZ, ADP 2R<&TD
ETIIVCRBEORIEE L o7z,

4.4 BEMY Y FILICRT RO/ ME

4.4.1 HWEBEFZE

ORI > TV kT 5 D IR E R ST L
T, LOTS[21] ®7 L —AL7—2 %ML 7. LOTS iZA
N o NI BETIVOHBIRFZBLED X =7y b 2y D
FERBITEDS T 5 X5 ICHfis 2 FETHS. Iz
57012, v, OFFRE L x, DFEZRHED Eucldean
PREEZ W, AFEIZE D 2z, 2F LTV, ZDEE,
BV, |f(xs) — f(ze)]s THZ. ZOHFEIE BIM K
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P PGD WE, XS5IZCWHRBIZFIWSZNTE 3.

FZRBOFEMIUTTHS. BIMKETIEY 1 X
e = 0001 DEHZKEVRIT D& THEHT 2. 2
AR 2 BIM IZEFHO Y 1 AA—EAFIZIZ#R 5 &
SIZHIFI Z MATWB A, AREGTOF CIZEE 1 X
FUTHRER - 2nwWZ &2 U=, PGD WETIX, &
VYOV & oS I E R D BEREAY Lo / VT 10% 2K
TIZHF LT, EHZEREG 7. CW KXE T iteration
step & 1,000 & U, binary search step % 9 £ %€ L, #&
Y A AR RINOBSIY > TV ERER U, BEHOT v
75— MiZlE Adam optimizer A\, z, & x, D Ly /)b
LEEEEDS —E ORME % N % £ CEBZ 72, BE
IZOWTIE, FETIVBICHIEICE TS F-1 237 HBRK
ERBEEDLEDEHAWT.

4.4.2 BERINXRDIER

PHRBRED T B Y 7N OuaNA MMEERHI B 72012, e
attack success rate ZLA R D L D IZEFET 5.

HZado|Tadw € AX; |Tagy — Ts]a < €} G

|[AX

72720, 2, WIEEY Y TIVTH Y xhg0 1E s DOERI N

TN > TV TH B, AX 1 white-box i E THER L

Tz, WINPT BHONIY Y TIVDOEETHD. IO

B TOERY Y T UTEEY A AR e IRTH

LY Y TV DEIEEERT 5. FEE A <

7O LD REREHZHEL TR0, ZOREEM

HEBZEDONZAINTHBEEWVWZ S, €decc ZHIET H7-

DIZ, VGG2 T =Xy "o BRETATYT4T4D

BRDRT % F XL 500 @Y 7Y 7L, Lilos3

FIETHOSHY > TV &2 AR LU T-.

4.4.3 #HER

6, 7, KO 8 1% BIM, PGD, CW @ eAcc 2% LT W5,

BIM & CW OFfERN S, UMTFOHFEEZE S Z LW TE .

e Dbaseline & single model IZFFEED TN METH D,
ADP & FDP I3BHE (0N A MEZFE DR,

e SRV ZHATHI L TuNA MDA ETE. ZOH
%%, SRV OENTTT VH Y T LVDEETIVHAH N
PEORXAEEIZ AR o722 e HEU B EELRT B,

e ADP % SRV IZEATZZLIE, EFTIVOBENAME
ZE D7\, ADP & SRV IZH U TR TIEZR .

e SRV IZFDP #fiA&HHESZ & T, SRV HiKkL b
NAMZ325. ZOBRIFITE% DIRFETH > 72 FDP
DR TH B L WS Z e DHBMN T E R -1D, £
TN TREMERS MVOREEZZRITIHELD >
7. HADSRVIZL D, ZHDfERI NIz,

WIZ, PGD IZDWT#E%9 5. SRV & FDP A E
R REEHRNIHFAY > T/ U TR A NARNT
HBEVIFERITR o2, MOFIEIE, BIM » CW &1L
FER Mo 7z,

eAcc =

5. A

HHliZ ADP ®RED—DTH S Feature Diversity Pro-
moting (FDP) Z R H#R IS AT 57210 Tld, o
By TNzt 20 N2 MEE2EDEZ VR TE RN
L EMRALE. TIT, TV Y ITILVOEETIVHEE
713 B R D FLME ¥ 72 5 Shared Representative Vectors
(SRV) 2 F % 1XEL7Z. SRVIZFDP 2L 21 /NA Mb
DREEHD D Z & 2 EHITHER L. fwme LT, 7
VTV ORHEE M I B SRR Lo S5 & B
Wz U, £/, 7oH Yy Vo aEsRmiT oL k-
DY, 7YYy TV OREEM A O kIR R R
52\ BRI NEE & FER U 7=,
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