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Identifying Crypto API Usages in Android Apps using a Static
Analysis Framework
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Abstract: Forensic analysis of mobile devices is essential work for digital forensic investigators. While there
are various data stored in smartphones, some of the data is encrypted by applications. Data encryption is
one of the major issues of digital forensics, preventing investigators from analyzing the data quickly.

In this work, we develop a tool to automatically analyze crypto API usages in Android apps. There are
many Android apps which encrypt their data in smartphones using standard crypto APIs. In such cases, we
can identify the cryptographic algorithms and parameters via application analysis, which helps us to analyze
encrypted data. Most existing studies focus on single app, and rely on manual analysis, which requires a
certain amount of skill and knowledge about reverse engineering. For this reason, we develop our tool which
can analyze apps automatically, therefore we can easily identify crypto API usages in new apps.
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WEDAERESNLBSEZEHAL T — & 2E5T 2
BEOHIERT. ZDFA, Cipher A 7Y =7 MIKE
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public static byte[] encrypt(Key key, bytell
data) throws Exception

{
Cipher cipher = Cipher.getInstance ("AES");
cipher.init (Cipher.ENCRYPT_MODE, key);
byte[] encrypted = cipher.doFinal (data);
return encrypted;

}

public static bytel[] decrypt(Key key, bytell
data) throws Exception

{
Cipher cipher = Cipher.getInstance("AES");
cipher.init (Cipher .DECRYPT_MODE, key);
byte[] decrypted = cipher.doFinal(data);
return decrypted;

}

String TRANSFORMATION = "AES/CBC/PKCS7Padding";

String KEY_GEN_MODE =
"PBEWITHSHA256AND128BITAES -CBC-BC";

int SALT_LENGTH = 20;

int ITER_COUNT 1024;

int KEY_LENGTH 128;

char [] passwd = new char[] { ... };
byte[] salt = new bytel]l { ... };
byte[]l iv = new bytell { ... };

Cipher cipher =
Cipher.getInstance (TRANSFORMATION) ;
PBEKeySpec kSpec = new PBEKeySpec(passwd, salt,
ITER_COUNT, KEY_LENGTH);
SecretKeyFactory skFactory =
SecretKeyFactory.getInstance (KEY_GEN_MODE) ;
SecretKey sKey = skFactory.generateSecret (kSpec);
IvParameterSpec ivSpec = new IvParameterSpec(iv);
cipher.init (Cipher .DECRYPT_MODE, sKey, ivSpec);
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Table 1 Cipher class APIs

API Method and Return Value

Method Description

Cipher getInstance(String)
Cipher getInstance(String, String)
Cipher getInstance(String, Provider)

Returns a Cipher object

void init(int, Key)
void init(int, Key, SecureRandom)

void init(int, Key, AlgorithmParameters)

void init(int, Key, AlgorithmParameters, SecureRandom)

void init(int, Key, AlgorithmParameterSpec)

void init(int, Key, AlgorithmParameterSpec, SecureRandom)

Initialize the Cipher object

£ 2: 5 X —ZAEH API O

Table 2 Parameter specification APIs

Class Description API Class Method for Initialization Parameters Description
void <init>(char[]) char[] : password
PBEKeySpec void <init>(char([], byte[], int) bytel] : salt
Key Specification void <init>(char([], byte[], int, int) int : iteration, length
void <init>(byte[], String) bytel] : key
SecretKeySpec
void <init>(byte[], int, int, String) int : offset, length
void <init>(bytel[]) bytel] : iv
IV Specification IvParameterSpec v v
void <init>(byte[], int, int) int : offset, length
) . void <init>(byte[], int) byte[] : salt
Parameters Specification = PBEParameterSpec . .
void <init>(byte[]l, int, AlgorithmParameterSpec) int : iteration

e char[] Bl
e String BIODfH
e int BODfHE
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Table 3 Crypto APIs

API Class Method and Parameters Method Description

Cipher Cipher getInstance(String)

Cipher Cipher getInstance(String, String)

Cipher Cipher getInstance(String, Provider)

Cipher void init(int, Key, AlgorithmParameters)

Cipher void init(int, Key, SecureRandom) Cipher Initialize

Cipher void init(int, Key, AlgorithmParameterSpec)

Cipher void init(int, Key)

Cipher void init(int, Key, AlgorithmParameterSpec, SecureRandom)

Cipher void init(int, Key, AlgorithmParameters, SecureRandom)

SecretKeyFactory | SecretKeyFactory getInstance(String)

SecretKeyFactory | SecretKeyFactory getInstance(String, String) Key Factory

SecretKeyFactory | SecretKeyFactory getInstance(String, Provider)

DESedeKeySpec void <init>(bytel[])

DESedeKeySpec void <init>(bytel[], int)

DESKeySpec void <init>(bytel])

DESKeySpec void <init>(byte[], int)

PBEKeySpec void <init>(char([]) Key Specification

PBEKeySpec void <init>(char[], byte[], int)

PBEKeySpec void <init>(char[], byte[], int, int)

SecretKeySpec void <init>(byte[], String)

SecretKeySpec void <init>(byte[], IIString)

GCMParameterSpec | void <init>(int, byte[])

GCMParameterSpec void <init>(int, bytel[], int, int)

IvParameterSpec void <init>(bytell) . . .
Algorithm Specification

IvParameterSpec void <init>(bytel[], int, int)

PBEParameterSpec | void <init>(bytel], int)

PBEParameterSpec void <init>(byte[], int, AlgorithmParameterSpec)

public class DecryptActivity extends Activity {

String TRANSFORMATION =
String KEY_GEN_MODE =

"AES/CBC/PKCS7Padding";
"PBEWITHSHA256AND128BITAES -CBC-BC!;

int SALT_LENGTH = 20;

int IV_LENGTH = 16;

int ITER_COUNT = 1024;-«- \
int KEY_LENGTH = 1283« \
@Override

protected void

}

onCreate (Bundle savedInstancéSpate) {

N

public void onAction(View view) { ‘}

TextView textViewPassword =
char [] password =

FileInputStream fileInput =
byte[] salt =

openFileInpu¥ (FILENAME) }
new byte [SALT_LENGTH]; \

fileInput.read(salt)+ |

byte[] iv = new byte[IV_LENGTH]; |
fileInput.read (iv)s i

Cipher ,cipher =

Cipher.getInstance(TRANSFGRMATIDN);

(TextView)findV%ewByid(R.id.editTextPassword);
textViewPassword.getEditableText().toString().toCharArray();

Step 2.

PBEKeySpec kSpec<«=_new PBEKeySpeC(pas§word, salt, ITER_COUNT, KEY_LENGTH);
SecrgtKeyFactory skFactory—= SecretKeyFactory.getInstance (KEY_GEN_MODE);
SecretKey sKey«= skFactory.generateSecret(kSpec);
IvParameterSpec ivSpec.= new-IvParameterSpec (iv);
cipher.init (Cipher .DECRYPT-MODE , sKey, ivSpec);

-Step 1.

String BDMEKR U byte [1 R OEZ [ 2412757

Code 3: N— Fa— F X7z String BUOE

L TR OB

Fig. 1 Analysis steps using code example

public static final String TRANSFORMATION
"DES/CBC/PKCS5Padding";



Cipher ¢ = Cipher.getInstance (TRANSFORMATION);

Code 4: N—Fa— F &7z byte[] B DfE

byte[] sKey = new byte[] {0x00, 0x01, 0x02, 0x03,
0x04, 0x05, 0x06, 0x07, 0x08, 0x09, 0xO0A,
0x0B, 0x0C, 0x0OD, OxOE, O0xOF};

SecretKeySpec sKeySpec = new SecretKeySpec (sKey,
"AES") ;

F 72, Android 7 7V CTIXEEMEZ Y Y —A L Ta—
FOHEICERT 2 Z DAJRETH 5. Code 5 T, V
V= RIBBERER L THEDIRLIEE Y LRS54
N

Code 5: 77V DY Y —ZANITER I NER I ZDORIE

<?xml version="1.0" encoding="utf-8"7>
<resources>

<integer name="iteration">1024</integer>
</resources>

int iterationCount =
getResources () .getInteger (R.integer.iteration);
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Code 6: IMEI OO ES

TelephonyManager tm = (TelephonyManager)
getSystemService (Context . TELEPHONY_SERVICE) ;
String device_id = tm.getDeviceId();
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ANANDEHED T 7+ X, SharedPreferences ND 7 7 &
A, SQLite 7 7 A NA\DT I ADH 5.

Code 7: 7 7 4 V%5 byte[] BLDIEDFEAR D

FileInputStream fileInput =
openFileInput (fileName) ;

byte[] salt = new byte[16];
fileInput.read(salt);

Code 8: SharedPreferences ICEFHR X N/-HDOFEAILD

<?xml version=’1.0’ encoding=’utf-8’
standalone=’yes’ 7>
<map >
<string name="password">PasswOrD</string>
</map>

SharedPreferences sp =
getSharedPreferences ("DataSave",
Context.MODE_PRIVATE) ;

string Password = sp.getString("password", "");

Code 9: SQLite 7 7 £ L2 & DFAHLD

SQLiteDbHelper dbHelper = new
SQLiteDbHelper (getContext ());
SQLiteDatabase db =
dbHelper.getReadableDatabase () ;
Cursor ¢ = db.rawQuery("SELECT password FROM
null);

secret",

ZNHDAPI DS 5, ERENGAAL DD API %
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Code 10: —H = AN L= FH OIS

EditText et =
(EditText)findViewById(R.id.editTextPassword) ;
String passwd = et.getText().toString();
PBEKeySpec kSpec = new
PBEKeySpec (passwd.toCharArray ());

CDEIRI—F - AN OEEZEIRT 2 AP1 %7
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Source 5 B kT—UH5DEDEIE
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Code 11: # v b7 —ZHIZ X 2485 6 D 7 — XS

URL url = new URL("http://www.android.com/");

HttpURLConnection urlCon = (HttpURLConnection)
url.openConnection () ;

InputStream input = new
BufferedInputStream(urlCon.getInputStream());

DX HTTP BENC X W EZEIE T2 API 285
X—=ZDY -2 LTK>S.
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Table 4 Experimental Results (Usages of Crypto APIs)

Class Category Crypto API # Usages
Key Factory SecretKeyFactory 42
DESedeKeySpec
. . DESKeySpec 2
Key Specification
PBEKeySpec 19
SecretKeySpec 50
GCMParameterSpec 2
Algorithm Specification = IvParameterSpec 47
PBEParameterSpec 7
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Table 5 Experimental Results (Source Identification)

Category / Parameter Types # bytel[]  # char[] # String # int
Source 1 3 0 60 24
Source 2 0 0 0 0
Locally Obtainable Files 17 1 2 1
Source 3  SharedPreferences 53 4 0 0
SQLite 16 4 0 0
User defined value Source 4 9 14 0 0
Obtainable via network  Source 5 0 0 0
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