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Abstract: In mobiles apps, vulnerabilities of improper certificate validation(CWE-295) and improper validation of certificate
with host mismatch(CWE-297) may be exploited for man-in-the-middle attacks by connecting fake wireless access points installed
by attackers. There have been several surveys on these vulnerabilities of Android apps, and large-scale assessment tools such as
CERT Tapioca have been developed. Ikeda et al. are surveying these vulnerabilities in Google Play Android apps for Japan. In this
paper, we survey iOS apps downloaded from the App Store for Japan. Furthermore, we classify and discuss the error messages that
non-vulnerable apps show to users.
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