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Attempt to Battery-Draining Attack on Mobile Devices
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Abstract: With the evolution of mobile technology, advanced functions such as GPS and cameras have
been added to smartphones and tablets. Also, the use of these functions consumes a large amount of electric
power. A malicious mobile application can use these functions in vain, and intentionally consume electric
power to adversely affect the device. In this paper, we investigated and evaluated a method of intentionally
draining a battery by using multiple functions that consume a lot of electric power in Android. As a result,
we found that it is possible to execute an attack that intentionally increases the power consumption of the
mobile devices and shortens the battery life than usual.
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