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Proposal for scoring and indicating malicious use of domain names
by using domain name related information

YOSHIRO YONEYA™

Abstract:

Due to pandemic of COVID-19 on the world, daily life on the Internet is rapidly prevailed. On-line fraud is also increasing by
using this crisis as an opportunity, to theft personal credentials or assets by navigating victims to malicious sites via phishing mail
or advertisements. Various studies have been taken to detect malicious sites like phishing sites by using domain name string, web
contents, server certificates and DNS traffic analysis, and countermeasures are proposed, meanwhile attackers are swift to respond
social phenomenon and change methods and targets to evade from detection.

This paper proposes a method for scoring and indicating malicious use of domain names by quantifying
the difference between multiple characteristics of malicious site exposed by previous studies and those of popular sites. Proposed
method prepares scoring table in advance and provide to user side, the Internet users (or client applications) can calculate malicious
use indicator in light weight with obtaining some of domain name related information via several HTTP(S) queries. Final objective
of the proposal is to induce attention of users with indicating score when they are going to access the URL embedded in messages
of SMS or Messengers.

This paper shows the proposed method and result of preliminary evaluation.
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HHOZOFERBHEL TR EHEEET DRV,
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