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Generation in Machine Learning Based NIDS

Abstract: In the IPA’s Top 10 Threats to Information Security, the threat of targeted attacks on orga-
nizations is Targeted attacks have been recognized as a major threat to Japanese organizations, as it was
ranked first in the last year. With this background, machine learning NIDS has been studied in recent years,
and we have also proposed a NIDS system that acquires communication data of installed organizations and
uses them for machine learning. In this system, the conditions for generating the discriminator (features,
algorithm and training data) are it is predetermined for a particular pair. However, the discriminator gener-
ation conditions required to achieve higher accuracy and shorter learning time change day by day within the
installation organization. Therefore, in this study, we prepared several discriminator generation conditions,
selected one of them dynamically appropriate, and we study and preliminary evaluation of a method to
generate a discriminator dynamically.
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A Study and Preliminary Evaluation of Dynamic Discriminator
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Fig. 1 Network diagram of a traditional machine learning
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Fig. 2 Overview of the Proposed Methodology
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Fig. 3 Results of feature brute force(Kyoto 2016 Dataset)
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Fig. 4 Results of feature brute force(Closed Dataset)
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Fig. 5 Results of the Algorithmic brute force
(Kyoto 2016 Dataset)
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Fig. 6 Results of the Algorithmic brute force(Closed Dataset)
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%= 3 CH# (Kyoto 2016 Dataset)
Table 3 Classifier(Kyoto 2016 Dataset)

FIRIER (Kyoto 2016 Dataset)

2 6

Destination_Port_Number

Source_bytes

Destination_bytes

Same_srv_rate

T

Dst_host_srv_serror_rate_rate

O|0|O|O|O|=

O|0|0|O|O|+
O|0|0|0|O

Serror_rate

O|O|0|O|0O|O|w
O|O0|0|O|O|O|*~
O|O|0O|O|O|O| e

Count

Dst_host_srv_count

Dst_host_serror_rate

GradientBoosting(gb)

O|O|0O|O|0|0|0]0|0|0O

Vi 2=\ Bagging(bag)

) XL ExtraTree(et)

O|O|O|0O|0|0O|O|O|O|O|0|0O|~

O|0|0O
O|0|0O

RandomForest(rf)

DecisionTree(tree)

O|O|O|O|O|O|O|O|O|O|0|0|0|0O|®»

O|0|0|0|O
O|0|0|0|O

% 4 MBI (Closed Dataset)
Table 4 Classifier(Closed Dataset)

H# (Closed Dataset)

2 4 6

wrong_fragment

src_bytes

O|0|0]|=

res_pt

Oo|o|O|*+=
O|0|O

resp_pt

i

srv_serror_rate_100

il

Count_100

srv_count_100

O|0|0|O|0|0|0O| =
O|0|0|0O|0|0|0O
O|O0|O|O|O|O|O| e«

serror_rate_100

AdaBoost(ada)

ygi%2=) ExtraTree(et)

O|0|0|0|0|0]0|0|0|0O

O|0

DIZWN Kneighbors(knn)

O|O|O0|O|0O|0|O|O|0|0|0O|~

OO0
OO0

LogisticRegression(logit)

RandomForest (rf)

O|O|O|O]O|0O|O|O|O|O|O|0O|O|®

O|0|0|0|O
O|0|0|0|O
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Fig. 7 Evaluation results(Kyoto 2016 Dataset)
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Fig. 8 Evaluation results(Closed Dataset)
W& BEE Ut 24T > 72. L L Kyoto 2016 Dataset &

T—XTORWHHERI N, M 7 TORETIHNMEAIZ
BB K & 7222 D38 H - 72 A, Kyoto 2016 Dataset T
i, HRIBERZED 1 OTHEEBR TR BHET—X
ALY, REREDEBEINTIHENH D LEZOND.

iz E, SENEEHFTMREE L U TH - 728824 72 D TOMGE
FEIR D S FHMEE O S WREBER 7V T XL OHNERH
Mo H U, T%%?E’C“ﬁﬁﬁ?‘éﬂﬂﬁg’if’ﬁﬁﬁ L7z. L
7 U, Closed Dataset % {#H U 72 BRIZ 2R IE MR 50 (4 55 1
$@ﬁﬁﬂumﬁ%%%wéMt_t#b KD R >
TRHER TV T XLZF TR EDP 272D H ANk
HAEREER L TEL 2T, &4 T — 2Tt
KB XD B VB EINS.

9. F&b

AW TIE, HEROBEMEEE R NIDS 125\ THERELIK
BN K o ThEA R PIE TR S BT, I Ee A g
AEE X NBEWEE 70 2S5 ATIREWEED R T
BWE WS H DL L BRI,

ZORIEE R T B 728, S0 Fin 2 4B 2% & EEUE
BL, 7= ks THEWR I 2MEE Tn 75 Lxik
KL, fHMliZTo7-. HETMRFLE UTRHBEPT7LVITY X

2T B0 24T 2 TRAKBEDOR WS D %3
R, YRIERE RS DEROEAE L U=,

HATHRGEDFER 2 ZI R s 2 ER L, REEFIEET
filidsdZ T, MEDRWHRIHZERTEZEEGLH
A0%FESE, KEOENHFIERZZIRLUTUE > 723 &%
30%, FIAND 30% & WS KERABIHITE 2. Z 0k
B, HET—RIZE o HREREBICERIRT S22
TEHWVRIKEEZ T e WEThI e EZIZOND
N, FEF— RO & Dk 7T — 2T s U 7230

FOMERHDRE L U Tio 72
GRIIMRIEE O b e AERHCINA, MREERHRIZDWT
HERL LD S GBARIZFEIZ OV THRE LT L.

(© 2020 Information Processing Society of Japan

Vo01.2020-CSEC-91 No.21
Vol.2020-SPT-40 No.21
Vol.2020-EIP-90 No.21

2020/11/26

BE OARWIZE O — 8k, JSPS Bl AF & 20K11818,
19K11968, 19H04108 DXz X D iT57~.

SE X

1]  1EHEFa) T+ 10 KEE 2020 : TPA JSTITBUEAN 1
AP HE HERERG, https://www.ipa.go.jp/security/
vuln/10threats2020.html (ZH 2020-09-04).

2] ZH ®=Zi, Mk RRH, IGH 8, @& E 8
Kyoto 2006+ 7 — X & v b DIEKIZEI$ 2 #E & 371 4fi, =
YEa—XEF¥al)Ta ¥RV L2016 (CSS2016),
2016 £ 11 H.

(3]  EE E, RECKES, MEEHEE, KA HE: Tekvy
WHEHWZY LY = 7 HRAREIC S 1T 2 R0 Y 1
AHIEF RO, ARG I v Ea—2eFa) 71,
Vol.2018-CSEC-83, No.9, pp.1-8 (2018).

(4] FEP BN, UHE fES s BRRAEE B AWV o BRI B
T 5 EFEOR M, 5 81 [Al4 E K2 FE X
pp.461-462, 2019.

[5] eSS, MRIE D, IRERER : BNy b7 —2
IBTBENZ—KRY b ERBEAZBHNEEMEE -0
NIDS DfERk & FAFHIT, 2> Ea—XtFa )T
YARYT L2020 (CSS2020), 2020 4F 10 H.

6] HMFPECHESEERE D b FEMH),
https://www.procrasist.com/entry/ml-metrics (&
i 2020-10-28).

[7] Description of Kyoto  University  Benchmark
Data, http://www.takakura.com/Kyoto\_data/
BenchmarkData-Description-v5.pdf (£ & 2020-10-
20).

8]  tcpdump2gureKDDCup99, https://github.com/
inigoperona/tcpdump2gureKDDCup99 (£ M@ 2020-10-
20).

[9] Choosing the right estimator, https://scikit-learn.
org/stable/tutorial/machine\_learning\_map/ (&
I 2020-10-05).

[10] Ensemble methods, https://scikit-learn.org/
stable/modules/ensemble.html (£ 2020-10-28).



