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Abstract: To avoid attacks on essential services such as security software or logging programs, a method to
make the behavior of the essential services invisible to attackers was proposed. The method detects a system
call invoked by an essential service on a protection target virtual machine (VM) by using a VM monitor
(VMM) and proxies it by the proxy process on another VM. In this paper, we point out two factors that
significantly degrade the performance of protection target VMs or essential processes. Then, we present how
to make proxy execution more efficient by countermeasures. The first countermeasure is to avoid pausing the
protection target VM during proxy execution. To operate the protection target VM during proxy execution,
the VMM intervenes the essential service to execute an alternative system call that yields the processor to
other processes. The second countermeasure is to reduce the delay in request acquisition for proxy execution
by proxy processes. To reduce the delay, we utilized the event-notification mechanism of the VMM. This
reduction resulted in the short response time of proxy execution.
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Fig. 1 Design of the conventional method.
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% 2 sched.yield() D4 —/ 3~y F (us)
Table 2 Overhead of sched_yield() (us).
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Fig. 9 Equality of the proxy execution by proxy processes.
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