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A comparison of malware detection accuracy
with different target threads

YUKI KAJIWARAT JUNJUN ZHENG' KOICHI MOURI'

Abstract: Machine learning (ML) has been widely adopted as a promising approach for malware detection, considering the
dynamic behavior of malware. Nevertheless, the detection accuracy of ML algorithm is strongly depending on the training
dataset used, and, unfortunately, another different feature concentrated may bring decrease in the detection accuracy. That means,
creating an appropriate dataset for higher-accuracy detection of malware, and meanwhile revealing the key features of malware
are essentially important. In this paper, based on the execution logs of malware samples on Alkanet, the targeted threads were
classified into three types, and the transition times of system calls appearing in each type of thread were considered as features
for the ML algorithm of malware detection. The comparison results among three types of training datasets shown that the
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information of primary threads is useful for higher-accuracy detection.
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@R TH -T2 E, ~ U =T OHBIN EOREEIEMIZAT
ZHOPMET D, SEOLT = TR, A4~
UALy RUSADA Ly RIZBIL XA Ly REER SN
FNECA T 1 2227, L, = w = 7HER
ERLIEZAL Yy RRTR T AT 2T OB Z/RLTWD
EIFREGZ2V. ALy RE[ERITRIEEGS, ~ VU =T KR
ERERLTZAL Yy RTH-oThH, 727U —2u=T7DL)
REEERTRREENREZZOND. TOUHLELERD TH
5. FOD, ALy FEATHEIL, FHRIEOFETHIC
EREINTZTRTOA Ly RE[ENTH T8 ED~L Y
=T RMERFT 2. vV o TRIRCTERSNZRNZ Y
—r U7 ETREND, EREZOHENEZDHZENS
WA Ly RRVAT LAa—LOEBZKETEE, Z0
L9 RA Ly REZRRITENE VAT Aa— VOB %
FET—HERRFICRINTE, TOBROEE X MRS
XTHZENMFFTCEDLEEZD.

5. BHYIC

AfE<Tlx, A7 Lza—L kL —H Alkanet ZF|f L C
BfEL7ca 7 2EHL, JdRETHAL Y ROFNE 38
B =T, ALy RNTHHET VAT Aa—/LoE
B EFEEs LTHEET — X 2ERL, v~V U =THKR
HETV, RAFEROMKREITo7. 3 BEHOFE T —X
CRTIBAEROkRICEY, 774~ ALy FOF
WIT AT 2 TRANCENTH D Z EB¥REhi. 5%,
4 TR IOV TR 21T 5.
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