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DEIEITENL BV RDH. NVD & CWE ORROLHE A
7273, CVE-ID @ 28%75% CWE-ID (ZXfhia DU N TU 7R
V.o Ll X8 OFFRMNBEMRBITR S L FEGED CVE-
ID |3 CWE-ID (T3 i b2 FI G BN E < 2o TE T,
CVE & IRV T % CWE-ID T K 2 Magg 3 Afi 4 4 9 (2
Y. A2 20 80 CWE-ID 2#8#i7°%. K9 T34FHIC
A%y CWE-20 & CWE-200 ([ZIEHAT 2. ZhbD5A
IR E N FEF IS Em VW T2, Related Attack Pattern 1225 < ™D
CAPEC-ID A SN T %, T TIHEENLAH D5
PEICBE T DB NRY — U PRETDH LI LY. &5
(2 CWE-20 IZ W TCREMNC /34T % . CWE-20 13, X 10 7%
BROVETHDZENDND. SRR KT N—FL, Ny 7T
7T —, XSS, BLUOA V=2 v alROB/)— KT
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“Some people use "input validation" as a general term that covers
many different neutralization techniques for ensuring that input
is appropriate, such as filtering, canonicalization, and escaping.
Others use the term in a narrow context to simply mean "checking
if an input conforms to expectations without changing it."” (c)

S 512, CWE-20 @ [Terminology] (ZIXROFMHNE £
TW5.

“The "input validation" term is extremely common, but it is used
in many different ways. In some cases its usage can obscure the
real underlying weakness or otherwise hide chaining and
composite relationships.” (c)

ERROE®A S, CWE-20 A NVD 6 %< v v B 7 &
LEHEZBETE DN, ZO LD BRSO TIHENL oM
FIPEF R AR TE 5 LITE 2T V.

2 DHIL, Weakness Enumeration XK E8# 7% CWE-ID %
FIAT 2 aTREMERL T ER E 2 FEOT 5 b0 TIERWI &
Tho. 1 DEERNFI 273, CVE-2014-0160 (% Buffer
Overread (Z B3 2 Mg 53 ¥ Td % . CVE-2014-0160 O
Description 3L T D#Y TH 5.

“The (1) TLS and (2) DTLS implementations in OpenSSL 1.0.1
before 1.0.1g do not properly handle Heartbeat Extension packets,
which allows remote attackers to obtain sensitive information
from process memory via crafted packets that trigger a buffer
over-read, as demonstrated by reading private keys, related to
d1 _both.c and t1_lib.c, aka the Heartbleed bug. ” (d)

CWE-126 (1% Buffer Overread (ZB89 2 55 s O 5B T 2315
E3 % D2, CVE-2014-0160 X CWE-119(Buffer Errors) &
PDONTWAD. ZiE7Zed 72 D). CVE-2014-0160 (%, CWE-

¢) CWE Version 3.2, https://cwe.mitre.org/data/published/cwe_v3.2.pdf
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Attack Pattern 'C CAPEC-ID 25 E 35 HiLkThH 5.
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BT 20 O DWER H 5. & D FmL TlX, CVE, CWE,
CVSS, CAPEC 7¢ K O—fRJICEH S D IEHEL A L T
L% T o 7T T D MEREEEEA S b e U= B HE
FHERELCWD9]. £, »DHUFECIIMEHERERT
—H AR A CUEE ST B IC B DN T, MERS PRI
NEAE 2 AT T 720D 7 L—A T —27 & EFK L TV BH[10].
CVE & CAPEC M~ » ¥ ZICET 28F581FZ L.
Me—, CVE % CAPEC B XN ATT&CK ([ZH#MIC~ v &
U LUTHOREMK E ROT MR H H[11]. Z O
%8 TI%, CVE % CWE & L THBEINIZOET 5=a—7 /v
Xy b =TT NVEERT D, #51%, CWE % CAPEC
Kﬁﬁ#é?4~f?~:y5%?w%¢ﬁbibkLf
W5, 2o 1%, CWE Z 4 L T CAPEC IZoRIF T\ 5
CAPEC | L&ﬁfoféhé%@fiEVxﬁbmﬂn
CAPEC \ZEHBEIGAHT 21T o 72, L L, Impact /3T A —
5—HCWE_%ﬁf¢é.Ltﬁof,ﬁﬁ®%%$%
AL T, CVE D CWE bLafIGfHT 2 2 ENAEETH
5. TOMITIE, FTLOWEBRE AL T RIERH D .

7. B

AFWILTIL, CVE-ID (ZBdi# 9% CAPEC-ID % - H @i
WHEET D FIEEIRE L=, CAPEC @ Example Instance |Z
L ENTWAD 43D CVE-ID Z A 15 —4# & LT, Hx
DIRBEFIEEZFIT LIz, TORERE, 17 @D CVE MNIEMEIC
SHSfHTF &z, ZOMETIE, W FEA £ 721 Impact
WCHASL TN T TREBELZ L. Zhid, CAPEC
DOELEOE N ERET D & X, RMBXIGOKE W
LT ThHS.

RQ 1 T, BUEDIETHIE W T — & < — A D BIR % i
L, CVE-ID 75 CAPEC-ID OXFISFHIT 5 5k &7 L
=, AR EBR T AT L7z 43 {8 CVE-ID &3¢k FETHEER
T 5. ZTORE, GV TU5 CAPEC-ID 24 ETE %
DI 2 DD CVE-ID DHRIZ-7T2. Th b DORERZ i 5
L, WERFEL VA OREFIEDO TN IEHRTHLZ L &
BEFOSGAHT E#E 2R L CLARRBERE2ES T 2
LIEEHLWEEILND.

Fox OB TEOMBILE STEP OEE M LS5 2
L THD. STEP2 Tif, CVE @ Description (Z 1 -2 Impact
FNNBRE 26D, 1272 L, B Impact 3 D5E 0
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H 5. Bl ZIXLLT @ Description O34, [Gain Privileges ]
7> [Bypass Protection Mechanism | @ &6 H2MZFRET 5 2
SITEEL V.

“Telnet allows a remote client to specify environment variables
including LD_LIBRARY_ PATH, allowing an attacker to bypass
the normal system libraries and gain root access.” (f)

LIz o T, DTN v 7 %4795 Z LI K0 RER
EFseEBZOND. Fio, BEIT—2BORY LH -7
D, T=2BEA LT, Lo T, AL
Random Forest 7> 5 Deep Learning C & % Convolutional
Neural Network (CNN)72 SICAEH 5 &, 1BENRH L35 L
ZZ2 biLd. Deep Learning OF|RIL, #AiT — % 032 5
RN LR H & ThHDH. STEP3 Ti, 8T — X D
MPBETH L. DT, FGFED Wiki 2 L THE T
—Z OEPERT. UKD, BEAKIRIZH RIS

EE PG
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