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Abstract: Fraudulent access against internet banking, credit card and e-commerce has been serious prob-
lem. Illicit use of stolen credentials due to malware infection and phishing sites are reported continuously,
and these attack methods are being more sophisticated. Client-side countermeasures are effective against
these frauds and many financial organizations provide anti-phishing software, but it is usually difficult for
the companies to force their end-users install additional software because it may cause trouble and decrease
usability. Regarding these issues we are researching the effective fraud detection method using server-side
log information. In this paper, we show the analysis result of the attackers’ attrubute data from the logs
of actual services and analyse the difference of the attribute information between attackers and legitimate
users.
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Analysis of Fraudulent Access Using Attackers’ Attribute Information
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