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Receipt-freeness and coercion-resistance of authentication protocols

YOSHIFUMI UESHIGE*

Abstract: Remote authentication protocols have risk of collecting intermediate data of authentication process in executing parallel.
Since various web applications use the authentication protocols, privacy protection like the utilization situation becomes significant.
Even though risk of directly compromising the content of the data is low, it is not clear what data can be collected and used as an
evidence of some user’ s authentication process. This situation causes novel privacy issue. In order to discuss this issue, the author
proposes receipt-freeness and coercion-resistance based on the discussion of biometric protocols which is the authors’ previous
work.
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Figure 1 Standing positions of collecting evidence
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Figure 2 Basic flow of authentication
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Figure 3 Execution of authentication process with coercion
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