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A Case Study of Malicious Web Page Access by Tracking Redirection

Chains
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Abstract. Web-based cyber attacks, which infect computers with malware when users browse malicious websites, have become
a serious problem due to the growing use of redirection, in which multiple Web sites are automatically visited in order to cope with
partial deletion of malicious Web sites and to avoid blacklist registration. We present a method for efficiently collecting information
on redirects caused by a Web browser extension and a method for analyzing the structure of redirects collected from multiple users.
The collection method obtains Web requests and related Web browser histories for multiple users by using the chrome Extension
API of Google Chrome while the analysis method analyzes the histories by using the ElasticSearch full-text search engine. An
experiment in which the extension was distributed to general users was carried out in June 2018, and information for about 9,000
users was collected as of January 2020. Analysis of the collected data revealed three types of phishing scams: "annual visitor
questionnaire," "Microsoft Security Warning," "Apple Security Warning." This paper presents the results of structural analysis of
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the redirection chains tracking by the proposed method for these identified scams.

Keywords: Web-based cyber attacks, Drive-by Download, Social Engineering, Web access log
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18 Al T UL TiER

7— 4 WA T B
chrome.webNavigation.onBeforeNavigate . . o
tabid £ £ 75O H T EMHT B ID.
chrome.webRequest.onBeforeRequest
type chrome.webRequest.onBeforeRequest Uy —2OfER]. IR A2 S
chrome.webNavigation.onBeforeNavigate . .
frameid & & R=TD7 L—L%E#HMNT % ID.
chrome.webRequest.onBeforeRequest
chrome.webNavigation.onBeforeNavigate . y .
parentframeid & & NR=VDT L —LDH 7 L— L ZFAT 5 ID.
chrome.webRequest.onBeforeRequest
chrome.webNavigation.onBeforeNavigate . R o
accesseid & & T L—NE—EISEAT 5 ID. 7 L— AR,
chrome.webRequest.onBeforeRequest
chrome.webNavigation.onBeforeNavigate
url & & Web 7 7 & A L7= URL.
chrome.webRequest.onBeforeRequest
. Web _—T7 7 2% —FEIZ#BIT 5 ID. Web V7 =R MgIZ
reqid chrome.webRequest.onBeforeRequest

dT=—7.

request.timestamp

T UFERY I A ML B bA L 72 IREZ.

chrome.webRequest.onBeforeRequest

response.timestamp

chrome.webRequest.onBeforeRedirect S5 EERY 5T R TR E T LT .

chrome.webRequest.onCompleted

response.ip

chrome.webRequest.onCompleted TIREAEIP T KL X,

transition_type

chrome.webNavigation.onCommitted N—UEBRER]. RIS E A3 SR

transition_qualifiers

chrome.webNavigation.onCommitted N—VERICBET S BMER. MR A4 S

process_id

TL—ALV Y HE VT EFETLEZTeE R ID

A3”main_frame”,”sub_frame” D553 E) .

o . ( type
chrome.webNavigation.onCommitted

redirect_url

VXA LY NED URL (h— U Z A Lo MRRAELZEEIT

chrome.webRequest.onBeforeRedirect . . I
d UEA LD B EDREERE).

source frameid

JT7 L — A ID (type 23”main_frame” TH v 1 v KU NERk Sz
chrome.webNavigation.onCreatedNavigationTarget P -

BEDH).
source_tabid chrome.webNavigation.onCreatedNavigationTarget j)l:j;; ID (type 73”main_frame” CH#r 7 « > KU DNAER SN HE
Ik A2 T—FIHE type DM
& B
"main_frame" A7 —REINT Ry TL_NADRF 2 AL b,
"sub_frame" <iframe>% 37 F 7o ld<frame>HHR|IZ 2 — Rz R¥ 2 A b,
"stylesheet" Ko A NORBLZFTLRT H7-DICHAIAENT CSS A X A L — b,
"script" <scripERIZ K - TEITEIND, FREFUV—HI—CTEITEINDILH>ICr—FEnia— k.
" ., TDEATEYR— DT LT T 0FDOA A=V Y PERWT, A A—VIEAA—VELTLUH Y T Sh
mase 5 X5 ICHBAERSE Y Y —2
"font" @ font-face CSS /L —/L D7 DITFEAIAENTZ Web 7 4 > b
"object" <object>ZHFR F /2 iF<embed>HEFEIC Lo Tr—RINdH U VY —2A.
"xmlhttprequest” XMLHttpRequest 47 ¥ = 7 M E721% Fetch APLIC L o CEE SNV 7= A B
"ping" INAR=Y I BT & EIZ, NARN=VU 7O ping BYETHEESN/Z URL ICEFESRZY 72X b,
. . AU —0EKT DRADHH &7z & & 12, Content-Security-Policy «~ > % T E S #1172 report-uri (2245
csp_report FEk.
"media" <video>ZEH ¥ 7z ld<audio>BERIZ L > THARAEND Y YV — A,
"websocket" WebSocket API 2/ L CH— _"~DOHki 2 BtET5 U 7 =& .
"other" OFAAREARFEIHIC L o T AR—Zh TNy V—2x,
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f18% A.3 T — X IHHE transition_type DFEHE

e

il

Eﬁ

i

"ink"

22— OR=DV T E T Y v L.

utypedu

Z—PFNURL 27 RLANR—IZAALZ. ZhiE, 2—FRT RLAR—CANZBA L%, RSN
R URL IR LEBAICbHHINS.

"auto_bookmark"

A—PFERTFUFRBENOT v I~ —0 FLETAT 257 ) v L.

"auto_subframe"

B> THEIMIZE— FEND R A b &7z iframe.

"manual_subframe"

R —FT7 7 gt LCTr— RENEFRA N ENT iframe.

"generated"

A—PRT RLANR—=Z AN ZBMA L%, URLASENTOARWEROERZZ ) v 7 L.

“start_page"

N—=URavr FIA o TREShED, 3B m—.

f16% A.4 T —ZIHE transition_qualifiers D

{8

Eﬁ

i

"form_submit"

=PRI —LEEEFE L. VA= L2BAT VT NEFERHLCa 7T oY ERET LR EORITIE, 74
—LAEEFELTHLIOBEB XY A I b0,

"reload"

a—WE, Ve— RRZ 2T 50, 7 RLAA—O Enter ¥ — &L T2—Y %2V n— Rl Zhig,
tyvarofxnts/n—ARNETOFL—T U ICHHEREND.

"keyword"

URL L, 2—FRRELEF—U— FRBEFEH L TERI .

"keyword generated"

F— U — NI L TAER S RIS G,

"client_redirect"

Fer—a IR —Y kD JavaScript EFAX VT Ly v a X JIERT S 1| oELEFEHOY XA L
7 N AFEAE.

"server_redirect"

FEHF— g I — ARG EE SN 3XXHTTP 27— 4% 23— RIZERT S 1 >F 738500 24 L
7 NI

"forward_back"

2— WX, ER)EIRRD IR E CEFH LTS =y 3 V&R

"from_address_bar"

2—PET R A= LF S — 3 2Bk,
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TvIR—4 %
90wy

R=SADY VI % T FLRIA—hi R%1 Ra %
A URLZAA

99wy

“tabid”:"tab_1"
“type”:"main_frame”
“frameid”:"0"
“parent_frameid”:"-1"

“tabid":"tab_1"
“type”:"main_frame”
“frameid”:"0"
“parent_frameid":"-1"

“tabid”:"tab_1"
“type”:"main_frame”
“frameid”:"0”

“tabid”:"tab_1"

“type”:"main_frame”
“frameid”:"0"

“accesseid”:"access_1"
“url”url_1"
“reqid”:"req_1"

“transition_type”:"auto_bookmark"

“transiton_qualifiers™:[]”

“parent_frameid”:"-1"
“accesseid”"access_3"
“url”"url _3"
“reqid”:"req_3"
“transition_type”:"typed"
“transiton_qualifiers”:[

“accesseid”:"access_2"
“url”"url_2"
“reqid”:"req_2"
“transition_type”:“link"
“transiton_qualifiers™:“[]"

“parent_frameid”:"-1"
“accesseid”:"access_4"
P rurl_2°
“reqid”"req_4”

“transition_type”:“link"

“transiton_qualifiers™:[

"from_address_bar"]" “forward_back"]"

fi@& B2 R—UBBH] (F—NVF AV })

TvoR—9%9Uvy

Y—RYSL LY M RE

H—RULELLY b RE

“tabid”:"tab_1"
“type”:"main_frame”
“frameid”:"0”
“parent_frameid”:"-1"
“accesseid”:"access_1"
“url”url_1”
“reqid”:"req_1"
"redirect_url":“url_2"

“tabid”:"tab_1"
“type”:"main_frame”
“frameid”:"0”
“parent_frameid”:"-1"
“accesseid”:"access_1"
“url”:"url 2"
“reqid”:"req_2"
"redirect_url":“ur|_3"

“tabid”:"tab_1"
“type”:"main_frame”

“frameid”:"0”
“parent_frameid”:"-1”
“accesseid”:"access_1"
“url”:"url_3"

“reqid”:"req_3"
“transition_type”:“auto_bookmark"
“transiton_qualifiers”:“[
"server_redirect"]”

18 B3 X—TUBBH (VAT NIFLLI )

TIIR—=9&IUvY DIAFT U RIEALY M RE 94T RIEALY RRE

“tabid”:"tab_1"
“type”:"main_frame”
“frameid”:"0”
“parent_frameid”:"-1"
“accesseid”:"access_1"

“url” url_1”

“reqid”:"req_1"
“transition_type”:“auto_bookmark

“tabid”:"tab_1"
“type”:"main_frame”
“frameid”:"0"
“parent_frameid”:"-1"
“accesseid”:"access_2"
“url”"url_2"
“reqid”:"req_2"
“transition_type”:“link"
“transiton_qualifiers”:“[
“client_redirect"]”

“tabid”:"tab_1"
“type”:"main_frame”
“frameid”:"0”
“parent_frameid”:"-1"
“accesseid”:"access_3"
“url””url 3"
“reqid”:"req_3"
“transition_type”:“link”
“transiton_qualifiers”:“[

“transiton_qualifiers™:“[]"” “client_redirect"]”

£t B4 X—UBBH (Ry 77 v )

Tvow—9

Y ooy Ic
U9 SY. FHLOEEA

MRy IT7v T

“tabid”:"tab_2"
“type”:"main_frame”
“frameid”:"0”
“parent_frameid”:"-1"
“accesseid”:"access_2"
“url”"url_2"
“reqid”:"req_2"

“tabid”:"tab_1"
“type”:"main_frame”
“frameid”:"0"
“parent_frameid”:"-1"
“accesseid”:"access_1"
“url:"url_1"
“reqid”:"req_1"

“transition_type”:"auto_bookmark"

“transiton_qualifiers”:“[]”
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“source_frameid”:“0",
“source_tabid”:“tab_1",
“transition_type”:“link"
“transiton_qualifiers”:“[]”



TR E e R
IPSJ SIG Technical Report

{14% C &30B 2 2 ElasticSearch (2 & 5 B ENZ4

Vo0l.2020-DPS-182 No.40
Vo01.2020-CSEC-88 No.40

2020/3/13

request.timestamp url type transition_qualifiers transition_type
February 11th 2020 15:18:30.617 http://reward4023.getprizes43.life/... main_frame client_redirect link
February 9th 2020 23:17:58.263 http://best2136.rowglsnil25.live/... main_frame client_redirect link
February 9th 2020 23:17:56.572 http://best2136.rowglsnil25.live/... main_frame client_redirect link
February 5th 2020 14:11:26.314 http://best5574.grownsnd54.live/... main_frame client_redirect link
February 5th 2020 14:11:25.307 http://best5574.grownsnd54.live/... main_frame client_redirect link
February 5th 2020 14:11:07.706 http://best5574.grownsnd54.live/... main_frame client_redirect link
February 5th 2020 12:34:41.707 http://play6697.grownsnd34.live/... main_frame client_redirect link
February 5th 2020 12:34:39.362 http://play6697.grownsnd34.live/... main_frame client_redirect link
January 31st 2020 19:10:21.207 http://mobile2711.bundleio36.live/... main_frame client_redirect link
January 31st 2020 19:10:17.225 http://mobile2711.bundleio36.live/... main_frame client_redirect link
January 31st 2020 09:54:24.236 http://app5212.bundleio80.live/... main_frame client_redirect link
January 26th 2020 18:22:13.055 http://mobile3558.nonameprzs16.live/... main_frame client_redirect link
January 26th 2020 18:22:11.872 http://mobile3558.nonameprzs16.live/... main_frame client_redirect link
January 26th 2020 18:22:08.794 http://mobile3558.nonameprzs16.live/... main_frame client_redirect link
January 26th 2020 18:22:06.904 http://mobile3558.nonameprzs16.live/... main_frame client_redirect link
January 26th 2020 18:21:55.602 http://mobile3558.nonameprzs16.live/... main_frame client_redirect link
January 26th 2020 18:21:54.403 http://mobile3558.nonameprzs16.live/... main_frame client_redirect link
January 26th 2020 18:21:49.418 http://mobile3558.nonameprzs16.live/... main_frame client_redirect link
January 26th 2020 18:21:48.225 http://mobile3558.nonameprzs16.live/ ... main_frame client_redirect link
January 26th 2020 18:21:44.918 http://mobile3558.nonameprzs16.live/... main_frame client_redirect link
January 26th 2020 18:21:42.624 http://mobile3558.nonameprzs16.live/... main_frame client_redirect link
January 26th 2020 17:16:57.445 http://mobile6943.nonamerbon64.live/... main_frame client_redirect link
January 26th 2020 17:16:56.287 http://mobile6943 .nonamerbon64.live/... main_frame client_redirect link
January 26th 2020 17:16:52.639 http://mobile6943 .nonamerbon64.live/... main_frame client_redirect link
January 26th 2020 17:16:50.431 http://mobile6943.nonamerbon64.live/... main_frame client_redirect link
January 21st 2020 08:33:24.324 http://app6068.nonamecltf7.live/... main_frame client_redirect link
January 21st 2020 08:33:18.901 http://app6068.nonamecltf7.live/... main_frame client_redirect link
January 18th 2020 11:42:46.215 http://sweeps3929.nonamecltf25 live/... main_frame client_redirect link
January 18th 2020 11:42:44.587 http://sweeps3929.nonamecltf25 live/... main_frame client_redirect link
January 16th 2020 22:40:21.247 http://app7109.nonamenmnb27.live/... main_frame client_redirect link
January 16th 2020 22:40:19.780 http://app7109.nonamenmnb27.live/... main_frame client_redirect link
January 16th 2020 15:23:51.313 http://best9417.nonamedvlp2.live/... main_frame client_redirect link
January 16th 2020 15:23:49.729 http://best9417.nonamedvlp2.live/... main_frame client_redirect link
January 16th 2020 15:14:51.885 http://best8079.nonamebonu?2.live/... main_frame reload
January 16th 2020 15:08:29.658 http://best8079.nonamebonu?2.live/... main_frame client_redirect link
January 16th 2020 15:08:28.141 http://best8079.nonamebonu?2.live/... main_frame client_redirect link
January 16th 2020 00:47:31.741 http://prize2810.nonamenmnb17.live/... main_frame client_redirect link
January 16th 2020 00:47:29.752 http://prize2810.nonamenmnb17.live/... main_frame client_redirect link
January 16th 2020 00:47:20.487 http://prize2810.nonamenmnb17.live/... main_frame client_redirect link
January 8th 2020 14:14:56.238 http://app5969.nonameriky34.live/... main_frame client_redirect link
January 6th 2020 22:32:02.648 http://best7492.nonametake61.live/ ... main_frame client_redirect link
January 6th 2020 22:31:42.155 http://best7492.nonametake61.live/ ... main_frame client_redirect link
January 4th 2020 18:33:16.684 http://reward0488.nonamelkes65.live/... main_frame client_redirect link
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