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Abstract: The current shortage of cybersecurity personnel is a serious issue that is exacerbated by the in-
crease of damage caused by cyber attacks. The said personnel faces several challenges for acquiring the
necessary abilities to perform well due to a lack of learner’s motivation in security education and a general
security fatigue. In this paper, we propose a cyber game exercise tool, IoT-Poly, which focuses on areas
that are hitherto unsupported by the existing cyber game exercises. loT-Poly aims to help cybersecurity
personnel acquire the necessary skills to handle security issues that are related to the Internet of Things
(IoT) through risk assessment. We conducted three experiments using IoT-Poly to evaluate the reaction and
the learning effect of the learners with the Kirkpatrick’s four grades evaluation. We compared the results
of learners’ reactions of loT-Poly with three other exercise tools by using the evaluation index of the educa-
tional game called MEEGA+. The results of IoT-Poly were rated as equal to or higher than the results of
the other exercise tools in the ARCS motivation model but there was no significant difference. We evaluated
the effects of learning by analyzing the results of the questionnaires asking the degree of understanding of
the content of IoT-Poly, and the worksheets recorded in the exercises. The evaluation results showed that
ToT-Poly is a useful tool for cybersecurity personnel to acquire the necessary abilities while keeping their
learners’ motivation high.
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Fig. 1 Scope of existing game exercises.
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Fig. 2 Examples of an IoT card and an attack-surface card.
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Table 3 Summary of the exercise.

5 1 MH :H30.9.15 (£), SecCap %tk 16 %4
8 | V=% W (9)

1 V=) X 90
2 V=Y 90

3 | &¥2-7r |9
4 | IoT-HF)— |9
% 2 [\ H : H30.10.22 (K), ICS-CoE %k 5 %

NEZ | v — g HEEFR (5)
1 | v=1rX 90
2 | V=LY 90

3 | EFa-7r |90
4 |ToT-HFJ— |90
%3 [MH :H30.12.11 (1K), ICS-CoE i#it: 6 %, ¥4 6 4
B | v — V% PR (53)
1 | ®&*2-7¥]90
2 | IoT - &U— |90

WIS, NEA—-FEy PO BRARTEHRDOT —F
ZEINTHIC ZENTEL. BINTHNF A7 — FE%
HIRL TV 20U, WROBEIZHRE 215720 T
H5.

(9) 7V A YOG IC LD, RESNIH— FEED
RN NEAL AT 5. WERAS VT 0B Ciam & £ U
S, MRANORERWISEEHFEL 52 52 2 HwE
LTwW5,

(1) 7 LAY L2 — FRLRE ) A7 2w+
b, WEY X7 5 ) HIBWTIRE SN wi ol —
FIZE B ) X7 OFETGE T — 7 ¥ — MIELHE
T4, BRI A2 ZHFAETERVEAIEMOXTHEIC
DVWTEHIHERmL, V=27 v — MIREET 5.

(11)(3)~(10) *R% 27 ¥ v /% =7 2 AW — FTHEE
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&4 MEEGA+DT ¥ 77— A%
Table 4 Contents of questionnaire in MEEGA+.

No. | 7 T — NNE

1 T LDEDIEEETICHBEWI LB o7z

2 HE 2 ENL WS =205 A7 |ZHE LT,

3 Tk FERLTWLHE, FERICES B ol

4 A 07— NHEIZHA D - 72,

5 = LIS L2 2 EAY (K= LB, Hih L) Lo 7.

6 Bl o TR LRVORETH o 72,

7 Pl T LFEY AR ATH LWIE (BE, R, N x—3ar) 2L vz
] 7= LOMITCTHI GRIEZRIEE) IChbZ Lidnroi:.

9 F=LFIMO TV A Y EXFET A LN TE .

10 | MHEAEH F=LZT VA YOI F 73 AR L.

11 PP T LAY EDR) LAY FLTETVBIEED L.

12 HfE RNy — L2 R &, iz RIE L 7.

13 T ATHERCHEZF AL THRBER R T,

14 7= LORNEIEH % 72 OBRIZBER LTz,

15 P 1 F=LDOHAENED L HVFETRENFICHEE L TV ONIHAZ 72
16 COF = LMIFETRENFIIB 28 2832 72 - 7.

17 DS ETEETLEN S DT — A THERT BRI 7.

18 F=LDF AT DD B LRD GEBUEAE SN,

19 | G EOD%IEY, = 2ANTRESTAZ L TE .

20 = AP HFEAEZECHEL TV,

21 [ KNI DT — 0% BEIOT 5725 9.

22 PR = KTFHA N o7 (A8 Tx—R, F59T4 97 A, K—F, I—Fik)
23 FEAMDT 5 ¥ MBI —LITHETAATEY, —EBl» H -7

24 F=LEERT AR OPD T E 2 FERLEDN D72

25 FEBURLE | SO — L' Mo THEETH I LI 7.

26 FTCREL DA ZDT =L EfioTERILICRDERS.

27 | FEHETREME | SO — AR EHEICERTEZEES.

28 =L DN = VIZHFETH ) R T o7

29 L ERES F=ATHHENE T+ (FAXERATAN) TFARLT o7,

30 =LA THASNDEITEERDH - 72 LR L7,

31 EREESEE | S0 —add i 0% I EHEN L 72,

32 DT = LEMH I L TOSEE i L TR RS TE LS.
33 | FHHE T MIEFHHEE (FHE Y — VIS T A NE ERlil) OEICER L 72,

4.3 FHMEHERE LA (RID)
RETCIEFMERD D B, FEBAORICORRERT.
£ 5 ICMEEGA+D T ¥ 7 — MEFEZRT. 5 BREERLIC
L5 (Avg.) LiEHERZE (SV) Lo/, F1MH
EETIEIOT - R —%2 &L 4 D0EY Y — V& VT
REBRL7:, E3REEETIE T - K1) —&Fa -
7 OFER L7,
KEETIEEF2) 74 HBICBIFLEFN—2 3 v &
F-mESEsZEFHWTH L0, 77— MERD
I b, BESITRIE (ARCS BifD1FE7 V) 1254547 5
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& 5 MEEGA+D7T ¥ 7 — ME&
Table 5 Results of questionnaire in MEEGA+.

551 ol H iy % 3 [l H i H
IoT - R)— | £F=2 -7 V=X V=Y IoT - R)— | £F=2 -7
No. | 44 Avg. | SD Avg. | SD Avg. | SD Avg. | SD Avg. | SD Avg. | SD
1 3.44 | 1.00 | 3.69 | 0.92 | 3.25 | 0.97 | 2.69 | 0.85 | 4.17 | 0.55 | 4.08 | 0.86
2 HE 3.81 | 0.95 | 425 | 0.83 | 3.88 | 0.86 | 3.63 | 1.17 | 4.25 | 0.92 | 4.33 | 0.85
3 3.81 | 1.01 | 406 | 0.75 | 3.88 | 1.05 | 3.63 | 1.17 | 4.17 | 0.90 | 3.58 | 0.76
4 HHS 4.06 | 0.83 | 438 | 0.78 | 4.13 | 0.86 | 3.56 | 1.12 | 4.33 | 1.03 | 4.75 | 0.43
5 3.38 | 1.05 | 425 | 0.75 | 3.50 | 0.79 | 3.25 | 1.15 | 4.08 | 0.76 | 4.42 | 0.64
6 3.56 | 0.93 | 3.81 | 1.01 | 3.56 | 0.93 | 2.69 | 1.16 | 3.92 | 0.64 | 3.83 | 0.80
7 Pk 344 | 1.00 | 4.19 | 0.63 | 3.50 | 1.12 | 3.56 | 0.61 | 4.25 | 0.83 | 4.17 | 0.69
8 3.44 | 1.00 | 3.88 | 0.86 | 4.06 | 0.83 | 3.13 | 0.99 | 4.17 | 1.07 | 4.17 | 0.90
9 4.69 | 0.58 | 4.81 | 0.39 | 4.75 | 0.43 | 4.50 | 0.61 | 4.75 | 0.43 | 4.92 | 0.28
10 | MHHEMEH 419 | 1.01 | 469 | 0.46 | 4.06 | 1.03 | 4.00 | 0.94 | 4.75 | 0.60 | 4.42 | 0.76
11 419 | 0.73 | 413 | 0.78 | 3.88 | 0.86 | 3.31 | 1.16 | 4.5 0.76 | 450 | 0.5
12 ELE 2.81 | 0.88 | 2.56 | 0.93 | 244 | 093 | 1.56 | 0.61 | 2.83 | 1.07 | 2.92 | 0.86
13 3.44 | 093 | 363 | 099 | 2.81 | 095 | 2.63 | 0.99 | 3.75 | 0.92 | 3.92 | 0.86
14 4.00 | 0.87 | 3.81 | 0.81 | 3.44 | 0.79 | 3.38 | 0.99 | 4.33 | 0.94 | 4.00 | 1.08
15 R 1 3.63 | 0.78 | 3.31 | 0.92 | 3.44 | 1.06 | 3.56 | 0.61 | 4.33 | 0.75 | 4.33 | 0.75
16 3.63 | 0.86 | 3.81 | 092 | 3.56 | 0.70 | 3.31 | 0.85 | 4.58 | 0.49 | 4.50 | 0.50
17 3.50 | 0.87 | 3.94 | 090 | 3.31 | 1.10 | 2.75 | 1.09 | 4.42 | 0.64 | 3.92 | 0.76
18 3.56 | 0.86 | 3.81 | 0.88 | 3.38 | 1.22 | 3.06 | 1.20 | 4.17 | 0.80 | 4.25 | 0.72
19 | e 3.56 | 0.79 | 3.69 | 0.77 | 3.38 | 0.86 | 2.94 | 1.09 | 3.83 | 0.90 | 4.00 | 0.71
20 3.69 | 0.77 | 3.75 | 0.75 | 3.56 | 0.79 | 3.38 | 0.86 | 4.33 | 0.94 | 425 | 0.60
21 3.31 | 1.10 | 344 | 1.00 | 3.44 | 0.79 | 2.56 | 1.06 | 4.08 | 1.11 | 4.33 | 0.75
22 ERERE 363 | 099 | 331 | 1.04 | 3.69 | 1.04 | 2.88 | 1.22 | 4.00 | 1.00 | 3.75 | 0.92
23 3.69 | 0.98 | 3.06 | 0.97 | 400 | 0.79 | 3.06 | 0.97 | 3.83 | 1.14 | 3.83 | 0.99
24 3.69 | 0.85 | 4.06 | 0.75 | 4.06 | 0.83 | 4.44 | 0.70 | 3.75 | 0.83 | 3.33 | 1.18
25 | FEWREME | 3.13 | 1.17 | 3.13 | 099 | 3.25 | 1.25 | 2.19 | 1.07 | 3.25 | 1.09 | 3.50 | 0.87
26 3.25 | 1.03 | 2.81 | 0.88 | 2.69 | 0.77 | 2.19 | 1.01 | 3.33 | 1.03 | 3.83 | 1.07
27 FERET et | 3.69 | 1.16 | 3.31 | 1.31 | 3.19 | 1.33 | 1.88 | 0.99 | 3.42 | 1.11 | 3.33 | 0.85
28 3.69 | 1.04 | 325 | 1.31 | 3.06 | 1.30 | 2.00 | 1.22 | 3.92 | 0.86 | 3.83 | 1.21
29 | T 3.94 | 1.14 | 375 | 1.20 | 425 | 1.09 | 3.25 | 1.20 | 3.00 | 1.29 | 3.00 | 1.41
30 3.50 | 1.22 | 294 | 1.20 | 3.63 | 1.11 | 3.13 | 1.36 | 4.08 | 0.86 | 3.33 | 1.11
31 IEME | 3.81 | 0.73 | 4.00 | 0.71 | 3.81 | 0.81 | 3.63 | 0.70 | 4.33 | 0.75 | 4.25 | 0.60
32 3.75 | 0.75 | 3.88 | 0.86 | 3.44 | 0.93 | 3.00 | 1.00 | 4.42 | 0.49 | 3.92 | 0.76
33 FHER 400 | 0.61 | 3.56 | 0.70 | 3.44 | 0.79 | 3.75 | 0.66 | 4.17 | 0.69 | 4.08 | 0.64
T R)— mtEFxa-7> mY—)LX Y=Y 5 loT-/R)— mEFa-DJv
4 e 4 |-- -
3 -- B um——— - 3 |-- -
1 -- --- --- - 1 F-- -
0 0
AFE R BEEM cCBfE SR AEE B BEE cHiE SR
4 EEEO RO (65 1 HEE) 5 BRSO TAROKE (55 3 I HEE)
Fig. 4 Results of motivation in 1st exercise. Fig. 5 Results of motivation in 3rd exercise.

L7z, FEWEEB LT ATEOREMIE Y — v X AZRED NEhollzobEZONL. FEIZY -V Y DRI
BVWHEIZZR > TWh . ZIUIEEIC L DR - 257z Yo TR - N ENZHDTHAD, PFEONEZ HA
V=V THBTD, FHEAL URLFE T+~ M EOT N LIS L7272, XFET 4+ b - A X EDNT v
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rR6 FHarFYOHRE

Table 6 Understanding of learning content.

%1 MBEER | %3 mEEE
71— N ofEsE Avg. | SD Avg. | SD
IoT % — K 4.00 | 0.61 | 4.00 | 1.00
Ty =Tz AN—F | 3.69 | 1.04 | 4.08 | 0.86
B —F 3.63 | 1.11 | 4.33 | 0.47
e — F 3.56 | 1.12 | 4.50 | 0.50

APEALLCLE o2 H S, [oT - R —1dv —
VWX ZsEIZL, VA 28 ETLLERD S &
2 ON5, ERHFERFEEREICIOWTE, ToT - K
) —OFHEII L EWEE o TB Y, BIifeKox 5
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