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Abstract: In the most of Android applications (apps), global IDs are generally used for identifying a specific
user or mobile device. Some global IDs have a risk of identifying an individual because they cannot be
changed by any user. In the previous study (Fukuda et al., 2018), we have revealed the usage of global IDs
by apps through dynamic analysis and confirmed the communication contents. In order to perform dynamic
analysis of an app, apart from launching the app, it is also necessary and important to analyze the GUI
operation during the app execution. However, there exist some problems, e.g., the GUI operations usually
depend on the heuristics of the analyzer. In addition, it is impossible to know the specific situations such
as the transmission timing of the global IDs and the GUI operations that triggered the transmission. In
this paper, we propose a dynamic analysis system that is able to automate the GUI operations and acquire
the situation where the global IDs are transmitted. The proposed system achieves these above purposes
by simultaneously performing the dynamic analysis, GUI operation, and GUI operation recording. In the
evaluation, we analyzed real apps from GooglePlay with the proposed system. As a result, we clarify the
tendency of GUI operations that trigger these transmissions of global IDs, including transmission timing,
screen transition, and the coordinates.
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Fig. 1 Overview of proposed method.
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Fig. 5 Flow chart of test scenario.

long UPDATE_TIMEOUT = 5000;
long SEARCH_TIMEOUT = 5000;
String TARGET_PACKAGE = "{i%tApp D/Sv r — I &,

UiDevice mDevice = UiDevice.getInstance(::-);
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Fig. 6 Code of waiting in test scenario of Ul Automator.
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Fig. 8 Extraction of GUI operation triggering API call.
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Fig. 7 Log of GUI operation.
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