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Abstract: Cyber risk level sometimes rises for a limited time due to delay of the implementation of security
controls. If such a cyber risk level is compared with a normal cyber risk appetite, there are some possibilities
that excessive security controls may be implemented, and productivities and usability of security controls
may be undermined. This paper proposes the issues of the implementation of excessive security controls and
their remedies by visualizing how cyber risk level rises for a limited time due to delay of the implementation
of security controls. First, the elements that create cyber risk: cyber accessible corporate value, attackers
in cyber space, and security controls that reduce cyber risk and their relationships are highlighted. And
then, how they interact each other and change cyber risk level is visualized by application of system thinking
that is a qualitative analysis model. The simulation on how cyber risk level rises for a limited time due to
delay of the implementation of security controls was conducted by application of system dynamics that is a
quantitative analysis model. It clarified the characters of issues and their remedies.
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Fig. 1 An example of causal link.
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Fig. 2 An example of feedback loop.
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Fig. 6 DSRM stock and flow diagram.
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Table 1 An example of an assumed company.
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Fig. 7 Residual cyber risk level (comparison of impacts of de-

lay of control implementation).
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Fig. 8 Residual cyber risk level (comparison of impacts of risk

reduction rate of control).
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