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Abstract: Recently, Neural Networks are used in various fields such as image recognition. With the spread
of machine learning, machine learning services using cloud services have become popular. However, in
such services, there is a concern that user input data and learning models possessed by service providers
may leak information. In this paper, we propose Secure Binarized CNN that can efficiently compute Neural
Network prediction processing while preserving the privacy of user input and learning model. We pro-
posed a method for converting decimal arithmetic to equivalent integer arithmetic, and an architecture that
is compatible with secret computation. As a result, the execution time was set to 15.05 seconds and the
prediction accuracy was set to 87.36% with CIFAR10 dataset.
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Protocol 1 FullConnection

Protocol 4 Convolution

Input: h,w e Z : 1751491 X
X eR: ASIRZ b
W e R : BATH

Output: X’ € Z"

Procedure:

1. X'« X xXW ; 758
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Procedure:
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3: end for
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7 end for

8: end for
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Output: X’ e ]Rh/nxw/nxd
Procedure:
1: fork=1tod do

2:  fori=1toh/nstepndo

3: for j = 1tow/n stepn do

4: X i ¢ Max(X (i-1yons1ien,(-1yn+1-jan k)
5: end for

6 end for

7: end for
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Protocol 7 Pooling(SumPooling)

Protocol 8 Sign
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Output: X’/ € RW/mxw/nxd

Procedure:
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5: end for

6 end for

7: end for
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PAZ AN e
FBE BinarizedCNN (CIFAR-10) 80 696330 + 516096 x (93¢ + 1)
SecureConvolution 1 hxwxdxc
SecureBatch-normalized Activation 13 hews+dXxcx(93€+1)
SecureSumPooling 0 0
SecureFullConnection 1 h
SecureBatchNormalization 1 hsw=d
T8 BNN (MNIST) (N=128) 24 1050 + 256 X (93¢ + 1)
FBE BNN (MNIST) (N=1000) 24 2794 + 2000 x (93¢ + 1)

&T, HEDAININIET 5 FHIRRZES

52 AT —VIRTA—4 g DRE

Hk [10] TIRZE X VT % BatchNormalizaion Z #1F
ECTHWBAT =N TGA=R g 2RET S, AT =N
TA=K glF, HERESTNXKELILN DRSS
7, FHEEH OBAECEHRREROBUEN KR E <D, BE
BEp DY MEIBEATULES. MESBN—ADTIL
FNR=T 470 bINVOFERZp DY MUKFT S
ZEeNBWNTzD, EpDEy MMBHATLE S LitERE
PRIZE->TLED. 22T, FHRIZgDEZEZT
EEREIT, #Y)R g ZHET .

53 Ep DRE

ARREY AT LIE, AT —ZDEEE FEEET VRS
Mo TWBIRETHNIX, Convolution J&* FullConnec-
tion J& 72 ¥ D428 O G838k Fh D BB X GRS B o Bl
HipH 2 RD B Z kB, #HlZ1XH 5 Convolution &
TDOANT — R DMEDHHED EFRA X T, Convolution
TANVROBEZOMIED RN C, 714NV RY A XD
h+w=+d THhDEE, T D Convolution J& THIL S EAED
FHIX (~hrwsrd*X*Chrw*d+*X*C) &5, Zh%E
LTORFIINUTHETSZLT, YATLLKTHNS
BAEOHIPA {—u,u} ZRDODSND. FEpldZ OBUE u % FH
W, 2xu DAEDFEHEZET L.

54 ZUVRHEBER

MRz, REUVAZERESH 70 s a VR, VAT LA
EEROBEEE IV Y FEEGET 5. F-AHOEER
IOV RENE, BETT R aN/v AT L% 8] IZF
#HOMPC 70 b ANV THEELZGAEOBIETH S, K
DLCFEp DY MITHY, hw,d i ZEEBOH STV
VYIVDY A X% RT.

6. =B

REVAT LeFE L, ETHRH, BET 291X
KO TR E O %17 > 72, BRI & OO 720
CIFARIO M} 7 —F T 27 F v 7217 T7% <, MNIST [}

T—F%5T7F vy COEREIT- T2,

6.1 RERIRIE

EERTIE, ABEEY X7 L% Shamir(2,3) BIMERLE 438X
NR=ZADMPC ZHNTHEEL 7z, FRITIE C++, g++6.4.1
Wz, FEERTIZ Amazon EC2 @ c4.8xlarge 1 v A X
VAERHWE, A=) —=YarHNIZ3EDT VAR A%
b EIFSZ 8T, LAN BB & BB BB L 7=

MPC 7’8 b Z)UZ &SR [2] & Sk [8] iZFe# D A A
F<HoNTWBEY, Xk [2] D ARITKEREp 2 HV
NI S TBEEDE RIS -8, AR TIESH 8]
DFHAERANSZ & U, MESENZIE Shamir(t, n) B
BEoBMERAL, Bit=2 X—T18n=32LTHE
BR%& 47 - 7=,

FHKEEIZBI LU CTlE, SEXTRS O % 5225 U L
ol BET—ZY A XFERIGBEE LT —X Y1
AaFHAIL, F#kU 7z, FETRRIICDWTIE, SLECERR
EDANNKEE T, HINZFHETE ZWEIZh D - 721
1% Offline F¥fi] & UT, ANITHRIET 2B IZH D> 7
Rift] 2 Online Rl & U CENZNEHAIL 72, H#1Z Online
KL, EBROY AT LAZEMATARICEEII RS20,
Online KDV G DE F L .

6.2 FRTE
6.2.1 CIFAR10

CIFARI0 T— &t v 2 8E L 7-ERTIE, K3 ITRT
T—=F¥T77F v 2Hnd. ERIITROZAT—NINT A—
Rqg%q=600HEL, BYREpLLTp=21%—-17
AW
6.2.2 MNIST

MNIST 77— &t v s 2 8E L ZERTIX, K4I1ZRT
T—F¥T77F ¥y eHVE. MbOFHEOHETH S N I
N =128 ¥ N =1000 iZL7=5ED 2 DI DWW TERZ
fTo7=. TNFh, N=128 L L=E&IZO2VWTIE, &
T—WNTA—=R g% q=10000, Epikp=2Y—-12%
U, N =1000 & U7Z5&EIZDOWTIE, AT =T A —
X g% q=10000, EpEp=20 -5, L7
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% 2 CIFAR-10 Result

Time (sec) Comm. size (MB)
EFIVEE | MESY | Offline | Online &t Offline | Online | FHIKEE (%)
Gazelle [4] 9.34 3.56 12.9 940 296 81.61
XONN [6] — — 5.79 — — 81.85
| REFH v | 1238 | 267 [ 1505 | 410 | 584 [ 8736 |
# 3 MNIST Result
Time (sec) Comm. size (MB)
EFIIVIRE | ME2%E | Offline | Online | &% Offline | Online | FHKEE (%)
SecureML [5] N v 4.7 0.18 4.88 — — 93.1
Gazelle [4] 0 0.03 0.03 0 0.5 97.6
XONN [6] _ _ 0.13 — _ 97.6
SecureNN [9] N v 0.481 0.33 0.81 475 22.5 98.77
SecureQNN [1] v 0 0.02 0.02 — 241 93.4
SecureQNN2 [1] v 0 0.08 0.08 — 33.12 99.0
REFIE (d = 128) v 0.04 0.01 0.05 0.08 1.27 95.9
EF L (d = 1000) v 0.35 0.03 0.38 0.62 13.4 97.94

6.3 fER

EERERE2R 2 BLUORIITRT.

CIFAR10 23§ & U2 EBRIZBIL TIX, KEED 87.36%,
Offline FEfl]A 12.38 ¥, Online W[ 2Y 2.67 B & 72 - 7=,
ZOMWREX, TV EETE TV Gazelle 2 FERT,
Online Fff#1% 0.89 ¥, ¥EE L 5.75% LEl>TWa. £7z,
ET NV EMETE TR\ XONN &L TH, FEA7HH
B U CIZIERIZ IR T E 220 AS, EITHE 2 K& <%
T e FUNEE % 5.56% ] EHRTW5.

MNIST Zx4& & UTEERIZEEL TliX, N =128 DIEF&IZ
DWW, KEEMD 95.9%, Offline FFfEAY 0.04 #, Online ¥
23001 eeo7z. 72, N=1000 & U754, KE
7 97.4%, Offline F¥f515% 0.35 #, Online K% 0.03 f &
iz, ZOMEEIX, Online il & THIBEIZEHT 5 &,
7))L & FE T & TV Gazelle[4] ¥ XONNI6] % & H
RTCABEOHETHL e bhb. £/, EFIVEH
[E T & T3 SecureQNNJ1] & HAR 72354, Online W,
FHKEELIZ B> TW5. SecureNN[9] ¥ SecureQNN
DHS—DODEEL KT HL, FHKEIX 1% RET
[>T\ A%, Online KIE BRI BHEHR L o 7=,

xEDH

ARTIE, FHETNEA-—VOANZRE L EE
fTARER=—a—F 3y v —=2ICELT, #EEZMX
2D, HMEDLHE M A 72FE BinarizedCNN % 2% L
7-. xR TlE, BNN (281 % BatchNormalization &
Activation (Sign) 2 £ & THFITT LT, TOHE
FEMOBBHEE CES A . ZhizkD, 2D/
HEZBBHETEMT 2 Z 2tk EES e R L,
ERE AT D Z e k. 7, MEEHE LMD
BWoa—50 32w NT—20 7 =50 F v 28RL, D

7.
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