Computer Security Symposium 2019
21 - 24 October 2019

Ny F7RABZMOPELSEDORE
WS A ek B!

BEE 09, AV 7 ITX0REVAT AEMRT I, B—0REOT A ALY 7 by =T 1EF TR, SMBo4e
ENBE L O EMAEDLEDL LR, MBTELZY 7 b T by RTRERENDLA T b
NEEWE SN TNS. Ny 7 R7TOBREITHBE TIIRW. 28Ry 7 RTIEFE DY 7 M7 =7 O—ETHLA
RENTRERBETHY, ZOFELHRET ALY 7 MY =7 2L GBIRITT A LER DS, EI-8ED St
TOHRBET S 720, HEHlARBIRT bR TR, &bIZ, Y7 My =7 TEICHBAENS =D, Bloy 7k
T THRALELOEFARTZ 0807 7Ty 7 VA MEBREELW. BUEE TNy Y RT 2T 2 Fik
BN OIS N TE D, HERFICL Y Ny 7 RTOERSHE, RATESISR LT 2MEIIEA. ThD. K
ML T, Y7 by TICHASHIZ ANy 7 RTICRHT 2BRATFHEEZREL, Ny 7 RTOERE S, HREREL
B L7, FRETERHELETH NNy 7 RT7TOFEESCHFIZREE L. BHEOME, I XCoMEE2RETE 5
—DOFERIIEL, BEOTFEOHAGDODENRMLETH D Z LNy,

F—I—F: "o I T, B

A Survey on Backdoor Detection and Future Work

Yusuke Shimada!®  Takayuki Sasaki'

Abstract: In recent years, a number of incidents about backdoors embedded in software have been reported. Unfortunately,
backdoor detection is a challenging and unsolved problem. The reason is that we must statically analyze the whole software because
a backdoor is just a part of the benign software. Moreover, a simple dynamic analysis is ineffective because the backdoor can be
activated only when a specific condition is satisfied. Some researchers have tackled these problems. However, definitions and
classifications of backdoors are different between researchers, and also they targeted different types of backdoors. In this paper,
we survey backdoor detection techniques. We first introduce their definitions and classifications of backdoors, and we explain the
common backdoor components. Next, we compare the backdoor detection methods and their limitations. As a result, we clarify
that there is no silver bullet that can detect all backdoor types, and combination of detection methods is required.
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Table 1 Various definitions and classifications of backdoors.
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Figure 1 A simple backdoor trigger mechanism.
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/* Trigger */
if (strcmp(user._name,
// Payload

user._is_admin = true;

"backdoor") == 0) {

/* Transition to privileged state */
open_shell(&user);
}
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Figure 3  Explicit transition to the explicit payload.
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void some_function() {
char buf[80];
/* Trigger */
strcpy(buf, input);
return;
}
void other_function() {
g_user._is_admin = true;
open_control_panel();
}
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Figure 4 Non-explicit transition to the payload.
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Figure 5 An example of authentication bypass.
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